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New Math. An innovative approach for coming up with the right
answer. A new and better way to look at an old problem. If coming up
with the right RAID solution has been like trying to figure out a compli-
cated trig problem, you’ll want to study up on Artecon’s New RAID

Math. You won't struggle with these lessons when selecting RAID for
your workgroup, department or enterprise.

Lesson #1 Performance at the Top Of Its Class.
Our top-of-the-class RAID controller outscores the performance of two
comparable RAID systems on the market - added together!* Artecon’s

L\qnxArray scores high marks in throughput under heavy workloads
whether data warehousing, imaging or transaction processing.

Lesson #2 Be Pre-Paired!
Get a lot more than the sum of two RAID sets when you configure your

system for failover. LwnxArray offers optional failover even at the
entry-level. No need to take recess with hot-swap removable compo-
nents including controllers, drives, N+1 fans and power supplies.

*Compared to Clariion® Series 100 Disk Array (1350 IOPS) and Digital StorageWorks
RAID Array 310 (3000 IOPS) controllers at the desktop level.
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Artecon and the Artecon logo are registered trademarks of
Artecon, Inc. LynxArray is a trademark of Artecon, Inc.
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Lesson #7 Capacity That Passes All The Tests!

In only 7” (4u EIA) you can pack in 82 GB of disk capacity and still have
room for dual hot-swappable failover controllers. This densely pack-
aged, extremely powerful RAID configuration is ideal for environments
where space is at a premium.

Lesson #40 High Scores in Backup.
Pop Quiz: How are you going to backup your RAID? You’ll score high

with L\qnxArray because of its ability to support inline DLT or hot-swap
tape devices, making RAID and backup in the same enclosure a viable
choice.

Lesson #70 Graduate To The Next Level!
Graduating to the next level of RAID systems is almost impossible with
other entry-level RAID solutions due to the number of confusing choices

in controllers and enclosures. .C.\qwarray gives you true scalability.
From a few gigabytes to multi-terabyte RAID systems, each component
can be used toward your system’s move to the next grade.

Show that you've really done your homework by choosing Artecon's
L\ptxArray. Check out our website or call us to see how it all adds up!

1) Ja. 1-800-USA-ARTE

6305 El Camino Real, Carlsbad, CA 92009

Phone 760-931-5500, FAX 760-931-5527

Nihon Artecon 81-03-5458-8260 ~ Artecon B.V. 31-53-83-2208

Artecon France 33-1-6918-1850

email: raidmath@artecon.com
Artecon U.K. 01344-636-390
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Manage An Entire Gomputer Room
From A Single Location!

Lightwave Communications provides system and
network administrators with a complete line of
console management solutions with features that
make them the most reliable and most innovative

switches available.

SystemConsoleSwitch: Central manage-
ment for your data center and up to 120
console ports from a single text (RS-232)
terminal. SystemConsoleSwitch is an
intelligent switch that includes a continu-
ous audit trail for each port, telling you
why your devices crashed, helping to
reduce your system downtime. Access
your devices from home or off-site with
Remote Access via modem or on-site
either directly or through tel-net.

PC ServerSwitch: The latest addition to
Lightwave’s family of console management
solutions, PC ServerSwitch allows you to
gliminate costly monitor and keyboard
expenditures and save valuable space by
controlling eight PCs with one monitor/
keyboard/mouse. Equipped with an addi-
tional cascade port, PC ServerSwitch can
be cascaded to support up to 120 PCs.
PC ServerSwitch is an excellent solution for
Novell and NT environments.

From PCs to Suns to text terminals, Lightwave
Communications has the console management
solution to give you a more efficient, cost-effective
computer room. Call today to learn more about your
console management solution. 800-871-9838.

ServerSwitch: This SPARC Verified™
switch allows you to control/monitor
up to 25 SUN® Workstations from a
single keyboard, monitor and mouse.
Effortlessly switch between CPU GUIs
without affecting any software or
network processes. ServerSwitch pro-
vides ‘no single point of failure’-your
workstations won't halt if ServerSwitch
loses power.

Lightwave Communications is an approved Sun, Silicon Graphics and HP developer.

261 Pepe’s Farm Road * Milford, CT 06460 « (203) 878-9838 « Fax: (203) 874-0157 » email: sales@lightwavecom.com e www.lightwavecom.com/sun

Circle No. 57




World Wide Web \\J/lé:'):" r1n Zgg
http://www.cpg.com o

The Server/Workstation Magazine for UNIX/NT IS Managers

CONTENTS

Feature
44 RDBMS in the Spotlight

Karen Watterson

Thanks to the Internet and the ‘universal server,’
RDBMSs have leaped from ho-hum to hot.

News

6 Includes: Sun, Microsoft Compete for
Thin-Client Desktop; Sun Goes Gigabit
Ethernet; IBM, Oracle, BEA Join OLTP
Forces; X Over the Web Materializes;
Intranet Search Tool for Solaris.

Columns

22 Ask Mr. Protocol by Michael O'Brien
Mr. P. and the Pushmi-pullyu
The future of the Internet is multicast.

28 UNIX Basics by Peter Collinson
Security on Track
Keeping track of security holes and fixes at SANS 97.

34 I/Opener by Richard Morin
Waxing Rhapsodic
A preview of Apple’s upcoming Mach- and UNIX-based
operating system, code-named Rhapsody.

38 Systems Administration by S. Lee Henry
Message Authentication
Examining message origin (sender) and message
content (integrity) authentication.

40 SUG Notes by John McLaughlin
The New Revolution
When it comes to the computing infrastructure, the
personal workstation is just the tip of the iceberg.

COVER ILLUSTRATION: PAUL ANDERSON

SUNEXPERT Magazine (ISSN 1053-9239) is published monthly by Computer Publishing Group, 320 Washington St., Brookline, MA 02146. Telephone (617) 739-7001. Periodicals Postage Rates paid at Boston, MA, and at
additional mailing offices. Posted under Canadian IPM #0235873. This publication is free to qualified subscribers as determined by the publisher. Subscription rates are $60 per year in the United States, and $95 (surface mail) and
$150 (air mail) outside the United States. Subscription requests can be sent to Circulation Department, SUNEXPERT Magazine, 320 Washington St., Brookline, MA 02146 or electronically mailed to circ@cpg.com.

POSTMASTER, please send all address changes to SUNEXPERT Magazine, Circulation Department, 320 Washington St., Brookline, MA 02146, Please allow 6-8 weeks for change of address. Include your old address as well
as new-enclosing, if possible, an address label from a recent issue. All rights reserved. © Copyright 1997, Computer Publishing Group. No part of this publication may be transmitted or reproduced in any form by any means with-
out permission in writing from the publisher.

Material for publication should be sent to the attention of Doug Pryor at the above address or electronically mailed to dpryor@cpg.com. Letters sent to the publication become the property of the publication and are assumed to
be intended for publication and may be used so. SUNEXPERT Magazine is not sponsored or endorsed in any way by Sun Microsystems Inc. All information herein is believed to be accurate to the best of our ability.

2 SunExpert Magazine B July 1997



Feature
60 Using Solstice DiskSuite

Kailash Jayaswal

A step-by-step guide to file system management, including
data striping, data mirroring and logging file systems with
Solstice DiskSuite.

SUPPLEMENT begins Page 69

RS/Magazine

Feature
92 DB2: Unsung Hero

Karen Watterson

Though overshadowed by Oracle’s DBMSs,
DB2 is a big market player with a multitude
of application solutions.

Columns

70 O&AIX by Jim Fox
What's the System Up To?
A glance at some UNIX tools that help us check up

on our system.

74 Systems Wrangler by &icen Frisch
AIX Network Monitoring and Tweaking
In her final column, Systems Wrangler Zleen Frisch focuses
on two indispensable network-related utilities: nezstar and no.

78 Datagrams by John S. Quarterman
Haiti and Internet Governance, Part 1

Close scrutiny of IANA’s assignment of the top-level
domain HT.

83 AlXtensions by Jim DeRoest
Gimme the Secret Knock
Finding the right level of security for your network’s needs,
without alienating your user community.

8 7 Work by Jeffreys Copeland and Haemer
Practical RCS

If you don’t use Revision Control System, start now.

Departments

4  Editorial 99 The RS Marketplace 128 Advertisers’ Index
103 New Products 115 The SunExpert Marketplace

SunExpert Magazine W July 1997 3



dpryor@cpg.com

Something Old,
Something Blue,
Something New

n this month’s issue, the spotlight is
truly on databases. In the cover story,

Karen Watterson asks us to pause a
minute to think about the amount of
data gathered by the world’s OLTP systems—the banks, utilities, telecom
companies, airlines and so on. It has to be a staggering bunch of ones and
zeroes. Think about the changes in the trading volume of the New York
Stock Exchange over the last 10 years. Again, staggering. What's made most
of this data gathering possible? Advances in database architectures and, of
course, better and better hardware. To find out more about parallelism,
OLAP/ROLAP/MOLAP support, middleware, stored procedures, front-
end triggers and so on, check out “RDBMS in the Spotlight,” Page 44.

And if you don’t get enough database details in SunExpert, turn to
this month’s RS/Supplement. In “DB2: Unsung Hero,” Karen gives us
an extensive guided tour of the tools and architecture for this often over-
looked database. It is available in the Sun environment. A 1996 survey
0f 130,000 U.S. computer sites by Computer Intelligence, La Jolla, CA,
finds 84% of those sites with 1,000 or more employees use DB2. Karen
also maps out IBM’s plans for the future of DB2 as it moves toward the
“universal server” concept.

Last but not least, all of us want to thank Zleen Frisch for her years
as the Systems Wrangler in RS/Magazine and the RS/Supplement. She has
always been on top of what readers need in a sysadmin for AIX column.
She’s not leaving, though, so don’t get too loco. Aleen will reappear in the
August issue of SunExpert with a new column. If you are a regular follower
of SunExpert, you may have guessed its subject by now. That’s right! It’s
those dreaded two letters—N and T. The focus will be on what UNIX pro-
fessionals—especially network managers and sysadmins—need to know to
coexist with NT. Please let us know if you have ideas about the subject.
You might not want to tell anyone, but we know from our demographic
studies that more than 70% of you have at least one NT box.

Zpo
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ow does Wright Line safisfy over 50,000 network managers?

We give them a full serving of network solutions...

From open configurations—o closed security sensitive
environments—to combinations of both—to our complefe
line of 19" and 24" standard and NEMA enclosures, the
LAN Management System (LMS) of technical furniture and

enclosures lefs you have it your way. No matter your
application, hardware requirements, or size. "
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discover why we're the leader in total value nefwork solutions.

Check us out. We'd love fo serve you.
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Sun, Microsoft Compete
for Thin-Client Desktop

hile a recent spate of Net- :
work Computer (NC) an- |
nouncements (both NC1

specification-compliant and thin-client
network-ready devices) establishes no :
clear trend in the rapidly growing NC
marketplace, there is the suggestion of :
a growing rift in the NC landscape
between vendors investing in Java as the :

desktop of choice and those continuing

vendors, including Sun Microsystems
Inc. and Microsoft Corp., are offering

products that straddle both platforms.
One “check-off ” item that has been
clearly established is a low-end retail
price point of $699, placed on thin-
client devices as early as last spring and
now available from vendors such as
HDS Network Systems Inc., Boundless
Technologies Inc., Hewlett-Packard Co.
and Network Computing Devices Inc.
Like most vendors’ NCs, HP’s Net-
Station thin-client line bottoms out at
$699, because, the company says, the
NCl1-specified $500 retail price is too

low to be able to include the technology

that business users need, such as a high-
quality monitor and more than 4 MB
of memory. Indeed, the Java Virtual
Machine (JVM) itself requires more
than 4 MB to run, says K.C. Chavda,
marketing manager at HP’s Panacom
Division, Waterloo, Ontario.

“If you have a table and a chair, do
you have an office? $500 is an artificial

price point created by the NC spec that

is unreasonable for providing the capa-
bilities that business users need,”
Chavda says.

Vendors are also ensuring that cus-
tomers can choose from a range of
machines, from those that offer text

Systems Inc.’s WinFrame technology,

6

based on the company’s ICA protocol),
to JVM desktops that conform to the
NCI1 Reference Profile, outlined in
May 1996 by Sun, Oracle Corp., Apple
Computer Inc. and Netscape Commu-
nications Corp.

Boundless Technologies, for exam-
ple, in May announced a new line of
thin-client devices, called Viewpoint

. TC, that lets users upgrade from a
to bank on Windows. In addition, many

Model 100 Ethernet-ready text term-

Boundless Technologies’ Viewpoint TC line
of thin-client terminals adds support for Java
and full NC Reference Profile compliance.

inal to the Model 200, which offers
embedded Windows and a local Inter-
net browser. The new terminal family is
topped off with the Model 300, which
adds Java support and an optional local-

. ized terminal-emulation module for full

NC Reference Profile compliance.

Prices range from $699 to $869.

- Viewpoint Administrator software, the
- client udility that provides management,
and Windows access (often using Citrix :

user support and maintenance, costs
$295 per user, or $895 for a site license.
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But the largest development is

- the ongoing tussle between Sun and

- Microsoft, being played out most

~ noticeably in the comments posted to

* the Joint Technical Committee of the

- International Standards Organization

© (ISO), as systems and software vendors
© air their opinions on ISO standardiza-
~ tion of Java (see “Industry Airs Opin-

~ jons on Sun’s Efforts to Standardize

~ Java”). NC vendors want to be able to

- offer both Java and Windows on their

- devices. Some analysts state, however,

- that the thin-client NC is a whole new
- class of network citizen and, as such,

© Windows as a de facto OS on the

i device is not realistic. Java, on the other

hand, will become much
more attractive to business
users, analysts say.

“The big fear right now
is proprietary technology,”
says John MacGilvary, chief
analyst for worldwide PC/
NC industry at Datapro
Information Services Group,
New York, NY. “Microsoft
has been scrambling since
Netscape Navigator was intro-
duced, and a lot of business
users like Microsoft’s tools
and applications. But the
thought of Microsoft becom-
ing the enterprise computing
company makes them hold
up their fingers in the cross
sign, and say ‘No...no...””

Java and NCs are offering
more of what people want

- than Windows PCs, MacGilvary adds,

- because people buy functionality, not

~ the device. Business users recognize the

- power and value of Java, but they wonder
- if they want to place that on a 20-year-

: old architecture, or invest in the future

- and buy a machine that exploits the util-
ity of Java much more completely.

“Java running on an NC offers sound

¢ technical advantages over PCs, and it’s
i sad to see some companies that don't
¢ want to have anything to do with any
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new technology. The last time anyone
bought a PC for its financial advantages
was when notebook computers came
out,” MacGilvary says.

NC vendors such as Boundless Tech-
nologies are covering all the bases by
introducing a modular thin-client line,
in Boundless’ case, the Viewpoint TC.
“With the Viewpoint TC, we're target-
ing those companies who don't have Java
in their plans yet. We don't ask that they
plan ahead. Some companies will want
text terminals, some Windows, some
Java and some all of these in different
parts of the company. The real point is
to remain thin,” says Terry Shagman,
director of strategic alliances at
Boundless Technologies.

Much confusion stems from the

¢ a built-in network adapter or modem

in a locked case, and adheres to Micro-

i soft’s so-called Zero Administration
. Initiative. The latter is designed to let
¢ users easily upgrade software remotely,

and to move between devices and still
have access to their applications, data

. and customizable user envi-

dows multimedia and support for the
Windows file-sharing system, Com-

- mon Internet File System (CIFS).

Here, too, we see a desire to offer plen-

¢ty of Windows capability, while look-

ing ahead to Java’s preponderance on
network terminals.
Says Michael Kantrowitz,

announcement of the NetPC specifica-
tion, spearheaded by Intel Corp. and
Microsoft, and announced in March
1996. The NetPC is the low-cost,
Windows-based Pentium processor-
equipped desktop device that includes

. @workStation for $699, as

. well as a range of machines featuring
Windows, legacy and Internet access.

. Its latest model, announced in May,

- adds Windows printing capability,
Windows floppy drive access, Win-

- ronment. Some industry par- Some HDS executive vice presi-

‘ Eiiicriepzints see thebNiiII')C as zflt industry dent, two NCaJ ind'ustry
ct response by Microso . groups are coalescing, one

- to the NC, and to the Refer- participants around the Microsoft

- ence Profile’s reliance on Java see the approach, which bases a

. as its application foundation. NetPC as thin-client desktop on Win-
NC vendor HDS, which a direct dows, and one around Sun’s

wfafs the first co(rinpany }:0 response by a}[.l)proash,lvx./hichlus;s Java as
b Miosot | e it
- a low-end version of its to the NC. thin client is effectively a

next-generation dumb termi-
- nal that can’t connect to the Internet,”
says Kantrowitz. “It’s entirely Windows-
. based. On the other side of the industry
split is the anti-Microsoft camp, if you
will. Sun wants developers to write to

Sun'’s fiercest rivals. It's also in the hands Sun'’s

allies. In March, the company transferred a formal
application to the Joint Technical Committee (JTC) of the
International Standards Organization (ISO) and the Inter-
national Electrotechnical Commission (IEC). Comments
from Sun'’s friends and foes are posted at the JTC's Web
site (http:/wwwi.jtc Ttag.org/sun_pas.htm).

The list contains the usual suspects, including Sun’s
Network Computer Reference Profile co-collaborators,
such as IBM Corp. and Apple Computer Inc., other major
UNIX systems vendors and several standards bodies.

At press time, Sun was a mere six votes away from
having its application to standardize Java rejected.
Approval requires that two-thirds of the 38-member com-
mittee vote in favor. Right now 12 are for it and seven
against it. Balloting ends in mid-July.

Not surprisingly, Sun’s primary adversary in the pro-
ceedings is Microsoft Corp., who last year stated its inten-
tion to hand ActiveX over to The Open Group. Microsoft,
and the other companies opposed to the application, state
as their primary concern Sun'’s retention of Java's copy-
right and full ownership of the language.

“Microsoft opposes the...application [because] Sun
wishes to retain full ownership and control over its Java
specifications while simultaneously reaping the benefit of
an ISO/IEC standard for its proprietary technology...Sun
should correct the numerous process and intellectual

The future of Java is now in the hands of some of

Industry Airs Opiniohs on Sun’s Efforts to Standardize Java

property rights deficiencies in its proposal by first secur-
ing initial consensus with an open standards forum such
as X/Open...,” says Brad Silverberg, senior vice president
at Microsoft, in the company’s posted comments.

Longtime Java proponent IBM, on the other hand,
stands behind Sun, sort of. “IBM endorses Sun’s appli-
cation...but with the restriction that their acceptance be
limited to...only the Java Technologies as outlined in
their application,” writes Joel Urman, IBM’s program
director of standards.

Urman states that IBM takes issue with Sun's patent,
copyright and trademark policies as stated in its applica-
tion, and that Sun should clarify these things before gain-
ing ISO certification.

The Institute of Electrical and Electronics Engineers
(IEEE) opposes the submittal for another commonly
cited reason, that Sun is a for-profit corporation, and
Publicly Available Specifications (PAS) submittals should
be limited to “groups of firms, such as industry associa-
tions or consortia....”

It appears that even if Sun wins approval, victory will
have strings attached, because even positive comments
are tempered by requests that the company clarify its
plans for retaining ownership of Java. However, because
the JTC submittal represents just one country-the United
States-of more than 30 who would vote on final ISO
acceptance, this round is far from the deciding factor in
the process.—jsw
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Create your own vision of

storage management with

AMASS software gives you the freedom to
choose the optical jukebox or automated tape
library, and media, that best meets your specific

storage requirements.
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EMASS Kodak
ATL Odetics MountainGate 12" & 14" WORM
Breece Hill Panasonic CD ROM

Cygnet Philips LMS DLT

DISC Plasmon DTF

Hewlett Packard Sony VHS

IBM StorageTek 3590
others others

5.25" optical

And the best part is AMASS is so easy to use. The
automated library is presented as a single UNIX
file system under one mount point compatible

with NES. Your applications simply read and

write files to the library as if it were a large
magnetic disk. An on-line index tracks files,
on media in and out of the library, for fast
file system operations such as ls, cd, find...
Optional multi-tier file migration and automatic

file replication is also available.

EMASS, Inc. also offers the only automated
true mixed-media libraries, in capacities from

GBytes to hundreds of TBytes.

So wlzy not draw on our creativity?
Contact EMASS for a free copy AHASS
of the AMASS Overview book or

for a 30 day free software trial. '

Reseller inquiries welcomed.
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Java, so that the underlying OS is irrele-
vant. Their JavaStation is completely
Java-based, but it runs Windows through
emulation, which is kind of slow.”

Kantrowitz says that while his compa-
ny is continuing to expand its Windows
access and features on the desktop, HDS
has thrown its hat in the ring for Java as
a long-term strategy, and intends to con-
tinue to offer better access to Java from
its @workStations.

Sun’s JavaSoft business unit, too,
has shown it will walk the line between
Windows and Java by introducing Java-
PC software at the JavaOne Developers
Conference in April in San Francisco.
Scheduled to be available in the fall of
1997 for less than $100, the software will
convert Intel 486 or Pentium PCs run-
ning DOS or Windows into JVMs. It
also includes JavaSoft’s HotJava Views
software, originally introduced in
October 1996, with its email, schedul-
ing, Internet access and name directory
access capabilities.

JavaSoft officials say that when the
company introduced the JavaStation in
October 1996, customers wondered
what they could do to make hundreds
or thousands of installed PCs Java-com-
patible and, thus, produce a sort of fat-
client Network Computer.

“When we developed Java for NCs,
we also developed a version for the
Intel x86 architecture,” says Curtis
Sasaki, JavaPC product manager at
JavaSoft, “so it can reside on PCs, but it
uses the JavaOS kernel, instead of
DOS. A lot of people use PCs to access
the Internet, and they have a couple of
choices if they want to gain the ease of
maintenance and universal data access
offered by NCs. They can dump the
old ones for Intel MMX systems, but
that’s a big investment, or they can
install JavaPCs.”

While a JVM PC running HotJava
Views still carries the baggage of a fat-
client’s hard disk, processor and a high-
maintenance OS, JavaSoft’s Sasaki says
that the idea is to preserve a company’s
hardware investment, and store home
directories and files on the server.

HP is also putting its eggs in both
the Windows and Java baskets by offer-
ing NC variants of its seven-year-old X
terminal line, the NetStation mentioned

10

. above, and its HP Net Vectra PC line, a
. NetPC-compliant device announced in

: March. HP’s Chavda goes so far as to

. voice what many in the industry believe,
. that the essence of the verbal jousting

between Sun and Microsoft lies in Sun’s
desire to establish Java as the platform of
the enterprise, supplanting the years-old

- DOS/Windows paradigm.

“Sun’s whole strategy is to replace

* Microsoft. That’s what the JavaPC is all

about,” Chavda says.—jsw

Sun Goes
Gigabit Ethernet

Sun Microsystems Inc. will resell

- Alteon Networks Inc.’s Gigabit Ethernet

network interface card and server switch

¢ under the Sun product names Gigabit-

Ethernet adapter and SunSwitch, res-
pectively. Together, the products will

- accelerate server and backbone perfor-

mance to 1,000 Mb/s. The SunSwitch is
a 10-port device that includes two full-
duplex 1-Gb/s ports and eight 10/100-
Mb/s ports to connect hubs, switches,
routers, clients or other servers. The

. switch requires fiber-optic media, and

with 62.5-micron multimode fiber, net-
work nodes can be 300 meters apart, or
with 50-micron multimode, the fiber
distance can increase to 550 meters.
The Gigabit Ethernet Alliance, of
which Sun is a steering member, has
been hard at work for the last six months
and, although standards aren’t expected
to be finalized until the first quarter of
1998, many early adopters are jumping
on the Gigabit Ethernet bandwagon.
“Sun has come early to the Gigabit
Ethernet market because companies are
demanding enhanced server-to-network

- performance to accommodate the

increasing amounts of traffic due to
intranets, the Web and Java computing
revolution,” says Neil Knox, vice presi-
dent and general manager for Sun’s
Internet and networking products group.

“The initial, key application for
Gigabit Ethernet technology right now
is connecting high-speed servers to the
backbone,” says David Callish, director
of marketing communications at Alteon
Networks. “It’s a good way for users to
taste-test Gigabit Ethernet.” In the dis-
tant future, it may become a solution
for the backbone itself, but right now
it’s too expensive and risky, in the eyes
of users, Callish adds.

Sun seems to be interested in the
lucrative networking market. The mar-
ket for gigabit switching equipment
alone is expected to grow to $1.5 billion
by the year 2001, says Ezmerelda Silva,
senior analyst at International Data
Corp., Framingham, MA.

“We think Gigabit Ethernet will play
a major role in the future,” says Steven
Moustakas, director of network products
for Sun. “We're looking very, very care-
fully at the overall networking market.”
Sun, it seems, is quickly attempting to
become a player in the internetworking
hardware market.

With more than 70 million Ethernet
ports in networks today, according to
Sun, there is a large installed base that
will need higher performance solutions
as users demand faster networking
speed and adopt more intranet and
Internet applications. Because it’s based
on existing Ethernet technology, Giga-
bit Ethernet is considered an easy
migration path that protects companies’
investments in Ethernet and Fast
Ethernet technology. Also, management
techniques for Gigabit Ethernet are said
to be similar to the skills used by

The SunSwitch
Gigabit
Ethernet
server switch
is a 10-port

device with
two full-duplex
1-Gb/s ports
and eight
10/100-Mb/s
ports.
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administrators of standard and Fast
Ethernet. Sun realizes that if it's going
to preach its network-centric view of
the computer world, the networking
pipes need to have the capacity to send
the data from server to server, or server
to desktop, quickly. SunSwitch is
priced at $9,995, and GigabitEthernet
adapters list for $2,295 each.—mm

IBM, Oracle, BEA
Join OLTP Forces

IBM Corp. has turned to Oracle
Corp. and BEA Systems Inc. for a little
help with providing an online transac-
tion processing (OLTP) package. Called
the RS/6000 Mission Critical POWER-

solution, it includes preinstalled and
pretested hardware and software. Specifi-
cally, the new package features the
RS/6000 Scalable POWERparallel
server, the Oracle Parallel Server 7.3
database engine and BEA’s Tuxedo
transaction processing monitor.
Typically, OLTP refers to the access-
ing and updating of information stored
in a large database for the purpose of
performing repetitive business process-
es, such as airline reservations or stocks
trading. Before the announcement from
IBM, anyone wanting to install an
OLTP system with this particular com-
bination of products could purchase
everything separately and then put the
pieces together on site. “Obviously,
these three products all existed out in

the marketplace,” says Michael Maas,
manager of transaction processing for
IBM’s RS/6000 division. “We've added a
lot in the area of technical interaction to
make it a robust, proven, low-risk com-
bination of products.”

The RS/6000 Mission Critical
POWERsolution offers customers an
easier way of installing this kind of
OLTP system but does not offer much
in the way of price savings. Despite the
lack of savings, Peter Kastner, an ana-
lyst with The Aberdeen Group Inc., a
Boston-based market research and con-
sulting firm, sees this type of offer as
good news. “Generally speaking, users
get a lot more value if they have pre-
integrated products,” Kastner says.

Together, the products offer a three-

X Over the Web Materializes

n June 1996, the entity known as the X Consortium
I died and went to The Open Group, Cambridge, MA.
The X Consortium’s dissolution, while understandable
at the time, left a lot of unanswered questions—-namely,
what would happen to Broadway, code name for the
long-awaited release of Web-enabled X Window?

After an entire year out of the public eye, Broadway
is in the news again. In May, NetManage Inc., Cupertino,
CA, announced its Chameleon UNIXLink97 product,
the first UNIX-to-PC connectivity product based on
Broadway, or X11R6.3.

UNIX users have always been able to run X appli-
cations remotely. Utilities like rsh and rexec allow
users to display X applications on another X terminal,
while commercial PC X servers such as Exceed from
Hummingbird Communications Ltd., North York,
Ontario, let users display X applications on their
Windows desktop. What Broadway brings, however,
is the ability to run X at a decent clip over a low-band-
width connection. Before X11R6.3, running X over a
28.8-Kb/s SLIP or PPP connection, for example, was
unthinkably slow.

X11R6.3 speed enhancements stem from a three-way
compression algorithm known as Low Bandwidth X
(LBX), and sometimes as X.fast. According to Brad
Weinert, director of product marketing at NetManage,
it has seen a two to four times reduction in packet size
since LBX was integrated into Chameleon. To that effect,
Kaleb Keihley, X architect at The Open Group, says he
now feels comfortable running X applications over a
28.8-Kb/s modem connection.

X11R6.3 also brings with it the ability to embed an
X application directly within a browser. In the case of
UNIXLink97, this is implemented as a Netscape plug-in.

Thus, to run an X application, all a user needs to do is
click on a hypertext link that points to the application,
and the application is launched automatically in the
browser. X11R6.3 also introduces a primitive “sandbox”
security model, which distinguishes between trusted
and untrusted applications, and a firewall proxy, which
gives the firewall the ability to decide whether or not to
pass X packets on a per-user basis.

NetManage's Weinert says his company has been
pleased with the interest level in UNIXLink97. “A majori-
ty of interested people are looking at [UNIXLink97] as
an alternate way of accessing their legacy systems,”
he says.

“Redevelopment vs. redeployment,” says Dan
Mercer, senior systems programmer with Clear Systems
Inc., Irving, TX, “those are our options.” Mercer has
been on a team developing a corporatewide UNIX appli-
cation since 1991. Recently, senior IT executives ordered
his team to give users in remote offices access to the
application. Mercer, a UNIXLink97 beta tester, chose the
Broadway solution because it would be much easier
than porting the application to Windows NT.

The Open Group officials point out that X11R6.3 tech-
nology could also play an important role in the emerg-
ing Network Computer market. “NCI and Oracle are very
pro X,” says Ken Flowers, desktop program manager
at The Open Group. To that end, engineers are hard at
work on the next release of X, which promises features
such as a smaller memory footprint, enhanced security
and up-front protocol negotiations, whereby X would
determine dynamically whether to treat the client as fat
or thin. “LBX went a long way toward addressing the
bandwidth problems X faced,” says Flowers, “but we
know we can do better.”-as :
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tier approach to OLTT, with BEA’s
Tuxedo operating as the middleware
infrastructure that allows users to build
and deploy open, mission-critical appli-
cations; and the Oracle Parallel Server
database engine functioning as the par-
allel database. The Oracle database
engine has a strong history of working
well with the RS/6000 SP. According
to IBM, the three products provide
scalability and continuous availability.
“IBM now feels comfortable with the
RS/6000 SP, with the help of BEA
Tuxedo and Oracle Parallel Server
database, to do mission-critical online
transaction processing that scales to
very high levels,” Kastner says.

Representatives from both Oracle
and BEA say that scalability is one of
the main strengths of the SP. “With a
well-designed application, the SP can
be scaled pretty much infinitely,” says
Pradeep Bhanot, director of marketing
for Oracle Server. “The SP has tremen-
dous throughput capabilities.” BEA’s
Bob Buhl, vice president and general
manager of Eastern regional sales,
adds, “We feel that the SP is one of
the highest performing platforms that
we're going to be available on, and
many of our customers have recog-
nized that IBM has put together a
very viable UNIX offering.”

Availability is another major con-

cern with OLTP. A company such as
©an airline, which relies on the sale of

tickets, needs to have that service con-
tinuously up and running with mini-
mal or no downtime. It is crucial that

- heavy demand does not bring a system

to its knees. “If a machine is down,
then their business essentially goes

: away,” says IBM’s Maas. “Availability

is critical.”
For staff at Intermountain Health

: Care (IHC), Salt Lake City, UT, scala-
- bility and availability were the two

most important requirements for their

. OLTP system. “What we're looking for

are uptime and scalability,” says Blake

: Jensen, assistant vice president of

information service at IHC.

The nonprofit health care organiza-
tion primarily uses OLTP for aggregat-
ing clinical data and patient demogra-
phics collected from its 23 hospitals
and clinics. IHC uses the RS/6000
SP, Oracle Parallel Server and BEA’s
Tuxedo, but it went through a long
process of combining the third-party

i products into one system. The

announcement that these offerings are
now available in one integrated pack-
age was seen as a positive move by
Jensen, who says the products are
working extremely well at IHC with

high availability and scalability, which
he calls very good.

Customers can have the products
preinstalled at the IBM’s RS/6000 SP
customization center and shipped as a
single system. Optional software is
available, including either IBM ADSM
or Spectra Logic Corp.’s Alexandria
backup and restore software. Big Blue
is offering a single point of contact for
servicing any of the three products.—pzc

Updating the
Office Suites

The major vendors of office suite
software, Microsoft Corp., IBM Corp.
through Lotus Development Corp., and
Corel Corp., have either recently intro-
duced or plan to introduce new versions
of their products, with new Internet
and intranet functionality.

Microsoft’s Office 97 was the first to
see the light of day. The software giant
introduced the latest version of its mar-
ket-leading application with much less
fanfare than was seen with Windows 95
but still managed to make considerable
noise. Office 97 includes some new fea-
tures and some refinements to old stan-
dards. Microsoft Word, Excel, Power-
Point and Access are still included, with

Intranet Search Tool for Solaris

can now be searched with the help of two prod-

ucts from Littleton, MA-based AltaVista Internet
Software Inc., a subsidiary of Digital Equipment Corp.
This month, AltaVista plans to make the AltaVista
Search Intranet eXtension 97 available, and later in the
fall it will introduce the AltaVista Tunnel 97.

As the name suggests, the AltaVista Search Intranet
eXtension 97 is a search engine for finding and index-
ing information on a company intranet. The Solaris
release is based on the same technology used in
AltaVista's well-known Internet search engine and even
shares the same interface. The technology is described
as a super-spider and, in the case of the intranet search
tool, will crawl the various servers throughout an
enterprise, as well as specified World Wide Web sites,
indexing every word on all HTML pages, text docu-
ments as well as documents created with popular PC
word processing applications, AltaVista says.

Brian Gentile, vice president of market development
at SunSoft Inc., thinks that, in addition to a compre-

Corporate data housed on a Solaris-based intranet

hensive cataloging of intranet information, the main
benefit these products offer end users is speed. “It's a
very fast search engine,” Gentile says. “It's very com-
prehensive in terms of features, but even by speed
alone it is one of the best products out there. That may
be reason enough, in terms of intranet users, to use
and deploy it.”

In addition to its thorough search capabilities, the
AltaVista Search Intranet eXtension 97 reportedly
allows specified servers to be included or excluded
from a crawl. Exclusion of a server or Web pages
from indexing is achieved with the Robot Exclusion
Protocol, which allows a site administrator to identify
which parts of a site should or should not be indexed.
Pricing for the AltaVista Search Intranet eXtension 97
starts at $15,999.95 for 250 users.

The AltaVista Tunnel 97 is designed to give off-site
workers access to a private network from anywhere
over the Internet. Available this fall for $995, the com-
pany says Tunnel 97 will be able to gain access through
any brand-name firewall.—ptc
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News

some new features, but Microsoft has
added a new desktop information
manager—for integrating email, sched-
uling, contacts, tasks and document
access—called Microsoft Outlook. Also
included with Office 97 is Microsoft
Internet Explorer, Camcorder and
Photo Editor. The most important
additions were tools for accessing,
publishing and importing data from
the Word Wide Web.

Like Office 97, Lotus’ new office
suite—SmartSuite 97—includes new
versions of its standard applications
such as Lotus 1-2-3 and Word Pro.
This latest SmartSuite release was also
designed with Internet and intranet
technology in mind. Users can publish
documents, spreadsheets, presenta-
tions, database information and calen-
dars onto the World Wide Web or a
company intranet. It supports industry
standards such as HTML, GIF and
JPEG file formats. Also being offered
in the SmartSuite 97 package are tem-
plates that enable users to create their
own Web pages. Documents can be
opened and saved, using traditional
dialog boxes, directly to and from an
HTTP or FTP server, Lotus says.

Not to be left out, Corel says it plans
to ship WordPerfect 8 later this summer.
WordPerfect 8 will include Netscape
Communications Corp.’s Communi-
cator, a combination of Netscape’s Navi-
gator browser with email, groupware and
Web development tools.

The new Internet and intranet fea-
tures appear to be a definite bonus.
For business users, the biggest advan-
tage may be in being able to share and
receive data via the corporate intranet.
“One of the things that is a little bit
confusing is the fact that people refer
to the Internet, but what is having a
much bigger impact on business, par-
ticularly as it relates to the average user
desktop, is the [corporate] intranet,”
says Michael Pinckney, research direc-
tor for Gartner Group Inc., Seattle,
WA. “Where this software has a role
in an organization is the intranet.
Organizations are rapidly moving to
use intranets, and the suites have a
very good feature for addressing that,
[whether] it’s publishing to the intra-
net or using the intranet to share infor-
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mation to collaborate.”

The key to Internet and intranet
functionality lies with the ability for
any suite user to be able to publish to
the Web. Bill Bonner, PC specialist
with Hitchiner Manufacturing Co.
Inc., Milford, CT, has been able to cre-
ate a personal Web site with little more
than a self-taught HTML background.
“[Lotus’] WordPro 97 is very good,”
Bonner says. “It doesn’t handle all the
real advanced tags, so occasionally I
will have to go back in and tweak a few
things by hand, but as a whole, I prob-
ably do 90% of the Web page design
right in WordPro.”

While the Internet and intranet
capabilities are important for Bonner
personally, the main advantage the
office suite provides his company is in
offering a complete, integrated package.
“In the past we used WordPerfect and
Lotus 1-2-3 separately, and each pro-
gram worked differently. Menus, dialog
boxes were all different, and they all had
their own quirks,” Bonner says. “By
bringing it all into one office suite, you
have that one consistent interface.”

It’s no secret that Microsoft is the
number one provider of a complete
office suite package with one consistent
interface. The Office product line is the
most popular productivity suite on the
market. According to numbers gathered
by Workgroup Strategic Services, a
Portsmouth, NH-based organization
that follows this market, Microsoft had
85% of the market in 1996. Workgroup
predicts the Redmond, WA-based com-
pany will continue its dominance in
1997 and sees Lotus maintaining the
number two position with just under
10% of the 1997 office suite market.

“Microsoft has a tremendous amount
of momentum,” says Gartner’s Pinckney.
“We don't see that changing because
they do have the strongest product. Not
that there is a big difference between
SmartSuite [97] and Office 97, but
SmartSuite certainly can't claim to be a
far superior product, which would be
required for Lotus to reverse the market
trend away from Office.”

Lotus and Corel hope to differentiate
themselves from the rest of the market
with Java suites or componentized suites.
Both companies have already announced
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their intentions to introduce a Java suite
product, while lesser known companies
such as Applix Inc., Westboro, MA,
have already started shipping their own
versions of a Java office suite. While
Microsoft has made no announcements,
it is safe to assume that the company is
looking at Java technology. “Obviously,
we take a look at new tools and lan-
guages and things out there that we can
use to make our suite appealing to peo-

ple,” says Kristin Larson, group product
manager for Office. “But we haven't
announced anything like that [a Java
version of Office].”

“In an ideal world, from Microsoft’s
point of view, Java won't get all that
far,” says Pinckney. “[But they’ll most
likely] sell an ActiveX-based version of
Office. Office is already ActiveX based,
but [theyll likely sell] a more compo-
nentized version of Office where the
components are based on ActiveX.”

Whether you call it a “componen-
tized” suite, Java suite or even an
ActiveX suite, the new office suite
grouping has distinct differences from
the traditional office suites. A Java suite
would be platform-independent and,
instead of being a monolithic applica-
tion that resides on the desktop, the
office suite would be broken down into
a series of applets. One benefit of this
kind of suite is there won't be a 120-MB
program sitting on the PC.

This notion of the desktop being
eaten up is not one that Microsoft buys
into. “This whole 120-MB thing is a
little bit of a weird statement because
you can install any amount of Office on

18

the desktop,” says Microsoft’s Larson.
“The typical install is anywhere from

60 to 120 MB, depending on what you

choose.” Office 97 allows

- the user to install the features he needs
- with a tool called the Network Instal-
- lation Wizard. The tool is designed

so administrators can make a custom
install of the specific applications
needed on a particular desktop.

Lotus has announced plans to make

- available a component type of software

that can be knitted together to build a

- hybrid suite. Lotus plans to release a
. beta version of the suite—code-named

Kona—sometime this sum-
mer. Kona, a set of
applets, will include a
word processor, spread-
sheet, charting capabili-
ties, data access, graphics,
project manager, personal
information manager,
email client and other fea-
tures. The applets will be
tied together with a con-
sistent interface (code-
named InfoCenter) and
include an interapplet
data-sharing model known
as InfoBus.

“We're building compo-
nentized software in disciplines that we

- already have a history with,” says Bill

DeStefanis, director of electronic mar-
keting business applications for Lotus.

. “We're spending a lot of time on compo-
- nentized software delivery, migrating our
- experience in business applications to

- ActiveX- and Java-based developments.”

Corel is offering a beta version of

Corel Office for Java. The product is

. based on Corel’'s WordPerfect Version 7
- suite, but only the core features. The

Corel product includes Corel Word-
Perfect for Java, Corel Quattro Pro for

© Java, Corel Presentations for Java, Corel

Chart for Java and InfoCentral for Java

- on the client. On the server resides the

- file system management, file I/O, filters

- and some large application modules such
- as the spell checker and search engine.

One company already shipping a

Java-suite product is Applix. Its Java-
. suite, Anyware Office, is designed as a

thin client that can provide word pro-

- cessing, spreadsheets, graphics and an
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email client. The bulk of the applica-
tion code resides on the server, leaving
more room on the desktop.

This thin-client approach pleases the
people trying to make Java a viable tech-
nology. David Brooks, vice president of
advanced development for San Jose, CA-
based Wyse Technology Inc., a manufac-
turer of Network Computers, likes the
approach. “One of the things that ven-
dors like us are going through right now
is we don't have a real solid way of doing
memory management. As Java OS
matures and other operating systems
come along and mature, then this prob-
lem will go away,” he says. “Applix offers
a very lightweight client that runs on the
client side that communicates to the
work horse, which is back on the server.
The Applix product works very well.”

The future of the componentized
suite is still in question. “The Java suite
doesn’t really have a home today. It
technically has a home because there is
such a thing as Java Virtual Machine
and there is such a thing as a Java-
enabled browser, and there is such a
thing as a Network Computer,” says
Gartner’s Pinckney. “None of those
things are widely deployed [except]
Java-enabled browsers, but in terms of
people really doing something with
them, they are not. It wont be for at
least 12 to 18 months before some of
these Java applet-based solutions start
to have an impact on the market.”—pzc

Oracle Stirs Up
NC Market

More than a year after announcing
the Network Computer Reference
Profile (NC1) with Sun Microsystems
Inc., IBM Corp., Apple Computer Inc.
and Netscape Communications Corp.,
Oracle Corp. has had a busy couple of
months, announcing its flagship NC
software suite and the acquisition of a
majority share of Netscape affiliate
Navio Communications Inc.

Oracle’s thin-client software sub-
sidiary, Network Computer Inc. (NCI)
announced in April its debut NC soft-
ware products, NC Desktop and
NC Server, which make up a suite of
software for Network Computers (NCs)



UltraSPARC 2...More Power

More power for faster When you combine this great architecture with up to
processing, 3-D imaging, 100mbits per second network throughput, and the well
high-bandwidth networking respected Solaris ™ OS, you have the best in all around
Highest speed, dual processr peformancein and your choice of one or two computing. Solaris now offers more than 10,000

an easy plug in module
o of the industry’s fastest

2 . applications that run—and run best—on
UleraSPARC processors. The COMPstation ™ Q%T\Bé,? PARC SPARC"™/Solaris. Use this powerful =

U-series of Sun® Ultra™* 2 compatible workstations from system with on-chip Visual Instruction Set | g .“
Tatung, lead the workstation market in affordable performance. (VIS) for your demanding Engineering, Multimedia, | gom?‘\\a\
UltraSPARC Port Architecture (UPA) has forever changed the ot Tmsemenl e contpuing,

definition of high performance workstations. The incredible As with all Tatung Workstations, the U-series is manufactured
power of high clock speeds and floating point performance in the U.S.A. Call us today to power up a U-Series workstation
brings even the most demanding application to its knees. for you, 1-800-659-5902.

Contact Tatung for Internet/ Intranet Server Solutions at 1-800-659-5902.

The Intelligent Choice in SPARC Computing Solutions

QD TATUNG’

SCIENCE & TECHNOLOGY, INC.

Phone 1-800-659-5902  Fax (408) 383-0886
1-408-383-0988

email — mkt@tsti.com or website — www.tsti.com

Tatung's full line of UltraSPARC, SuperSPARC, hyperSPARC, microSPARC workstations and servers

©1997 Tatung Science and Technology, Inc. All trademarks are property of their respective owners. 27GDA

Circle No. 46



Oracle’s NC Desktop (above) and NC Server
make up a suite of software for Network
Computers that includes a desktop operating
system, Netscape Navigator and a JYM.

that includes a desktop operating sys-
tem, Netscape Navigator and a Java
Virtual Machine (JVM).

More recently, Oracle has become a
majority owner of Navio, effectively
merging NCI and Navio under the NCI
moniker. Navio develops and sells a
Navigator Internet browser interface for
NCs, including those offered by IBM,
Hewlett-Packard Co., Tektronix Inc.
and HDS Network Systems Inc. Navio
products such as TV Navigator are also
available for the home market. The first
product using the TV Navigator brows-
er, InterRakuTV, was announced in
May and is available in Japan. The
product was developed with NEC Corp.
affiliate NEC Home Electronics.

Oracle originally outlined its plans
for the NC software suite in May 1996
when the NC consortium coalesced,
and NC Desktop and NC Server are
the first products to come out of NCI,
forming the core of the company’s
product line. The client software ships
with what the company calls a “very
cool” multimedia Video User Interface
(VUI), a descriptor that is perhaps
indicative of the company’s sharp focus
on the consumer market. The NC
Server supports the Oracle Universal
database, an application development
environment, and applications ranging
from email and word processing to gen-
eral ledger and inventory management.

The latest NC consortium announce-
ment, in March, expanded the profile
with an ISO 7816-compliant smart card
standard called OpenCard Framework,
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News

intended to ensure that any
vendor’s smart card can be used
to access user information and
files from any vendor’s Network
Computer, for applications such
as Internet commerce. Along
with NC Server and NC Desk-
top, NCI introduced NC Card
smart card software as part of
the new software suite.

The software runs on Intel
Corp. architectures and Digital
Equipment Corp.’s ARM and
StrongARM microprocessors,
manufactured by Advanced
RISC Machines Ltd. DEC and
NCI announced in March the
Digital Network Appliance
Reference Design, upon which DEC
will build its new line of Network
Computers.

Oracle’s other big NC-related
announcement is being termed by
Oracle and Netscape as a merger of NCI
and Navio. The latter two companies,
both formed last year and henceforth
known as NCI, state as their unified
charter to develop Navigator technology
for consumer and non-PC devices, and
to develop more business-oriented NC
software. NCI and Navio both already
had a presence in the consumer Internet
appliance and corporate

on its NCs], and NCI has alliances with
DEC and others, as well as the Oracle
sales force.”

The new entity will combine engi-
neering, marketing, technology, brands
and products of the two companies,
and it will be based in the San Francisco
Bay area. Jerry Baker will remain NCI’s
chief executive officer, and Wei Yan,
president and CEO of Navio, will serve
as Navio’s president.

Mike Kantrowitz, executive vice
president at one of Navio’s first Net-
work Computer partners, HDS, says
that the merger was without a doubt
a response to Microsoft Corp.’s recent
moves in the consumer Internet mar-
ket, most notably, its purchase of
WebTV. HDS began shipping the
Navio browser in December 1986.

“This merger is the result of Micro-
soft’s purchase of WebTV. Instead of
two companies, Oracle and Netscape,
taking separate approaches to the con-
sumer market, you have one company.
It's now Netscape and Oracle vs. Micro-
soft and WebTV, and they are trying to
replace Microsoft products with an open
Internet technology,” Kantrowitz says.

For Navio’s part, Limp says the mer-
ger will add credence to the company’s
openly stated strategy in the NC market.

“We're going to be able

and set-top box markets, ‘It's now Netscape to show the industry that
and this synergy made the the Network Computer
) and Oracle vs. ) oot
merger a logical move, A is very real, and there are
according to all parties Microsoft and deliverables behind the

involved.

“Navio has a presence
in the consumer market
and NCI on the corpo-
rate side,” says Randy
Brasche, marketing man-

ager at NCI. “And both

WebTV, and
they're trying

to replace
Microsoft’s
products with
an open Internet

concept. The fact that
the Internet and HTML
and Java are the glue that
tie this together is proof
of that,” Limp says.

The base software,
including the NC

the parent companies, ’ Desktop, NC Server
Netscape and Oracle, teChHOIogy. and NC Card, is sched-
have the server technol- - HDS’ Mike Kantrowitz uled to ship in volume

ogy and Internet client
technology, respectively, so this really
makes sense when you look at the over-
all Network Computer marketplace.”
Navio’s director of marketing, David
Limp, adds, “We were missing the server
side of the equation, so this meshed
extremely well. We have contracts in the
business space, with vendors such as HP
and IBM [which uses Navio’s browser

SunExpert Magazine B July 1997

this summer, priced at
$745 for a five-user server license, with
additional named-user licenses avail-
able for $149. In an apparent conces-
sion to Microsoft, the NC software
comes with a Windows emulation
option in the NC Connect module,
which provides access to Windows
applications, as well as 3270, 5250
and VT220 legacy applications.—jsw
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TOM BARRETT

Ask Mr. Protocol

“E pluribus unum.”
— Wishful thinking on
the part of broadcasters
everywhere

“In hoc signes, vincet.”
— Marketeer
having a dream

“Cave canem.”
— Marketeer’s victim
having a dream

Mr. P. and the Pushmi-pullyu

o OK, I want some real answers this

o week. Suddenly we're seeing router
meltdown all over the backbone and you
can’t post to Usenet without getting mega-
spam email, and what is that?

Ah, no doubt you've noticed Mr.
o Protocol’s spiffy new terminal,
the one with a screen on both front
and back, and two keyboards. I made a
major mistake and left a classic Doctor
Dolittle book out, and he must have
gotten hold of it. Now, he thinks every-
thing he reads is a protocol spec, if only
he works at it long enough. On this one
he got as far as the pushmi-pullyu, a sort
of donkey with a head on each end that
doesn't know if it’s coming or going.
That pretty much describes anyone who
spends any amount of time talking to
Mr. P, so he naturally thought he'd
glommed onto something useful, and
went and built one. You see the result.
The thing is, Mr. Protocol is trying to
become comfortable, at a visceral level,
with the future usage models of the
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Internet. The Internet is pretty visceral
to Mr. Protocol. This is the sort of state-
ment whose truth may be uncomfortably
literal. How the Internet is used, then, is
of prime importance to Mr. P

For the Internet’s entire history, the
only usage model has been the one now
called “pull.” It seemed so obvious that,
overall, it wasn’t given a name, except
for, perhaps, “client/server,” which
doesn’t make for much of an improve-
ment because, as we'll see, the other
usage model also uses clients and
servers, albeit differently.

Early applications on the ARPANET
and the Internet have all been “pull”
applications. In these applications, the
user initiates a connection to some server
somewhere, and pulls information over
by requesting it. If you want a file, you
run FTP and suck it over. If you want to
talk to a foreign machine, you pull a
connection over with Telnet and have at
it. If you want to chat with other people
on a MUD, you pull the MUD your
way with a MUD client and so on.
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In a more abstract sense, it isn't infor-
mation that’s necessarily being “pulled.”
The pull is being applied to a service.
The actual information flow may run in
either direction. If you want to put a file
onto a distant machine, you still run
FTP and send the file over. In the literal
sense, you're pushing the file, but the
mode of interaction is still called pull
because the first thing you did, as the
user, was to manually pull up a connec-
tion to the foreign FTP server.

Historically, pretty much everything
from Telnet to the Web has followed this
usage model. You want a service, you go
get it. Archie? You run archie, it connects
to an archie server and looks things up.
Gopher? You connect to a gopher server
and hop around the menus. X Window?
You fire up the clients and the servers,
point the clients at the servers, and start
sending information.

All the connections are proactive on
the user’s part with one major excep-
tion: mail. This has always been a ser-
vice that runs asynchronously, without
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Ask Mr.

Protocol

user intervention in the delivery part. You sit there, logged
on or not, and your mail piles up willy-nilly. Delivery agents
take care of pushing the mail your way from the various
points of origin. Hence the term “push” for this style of
information flow.

Spam, Spam, Spam, Spam...

Not to say “pushy.” Mr. Protocol has just heaved a giant
box of fax paper at my head to remind me to mention that
unwanted email seems to be getting out of hand these days.
It has gotten to the point where the most innocent posting
on a technical topic to any out-of-the-way Usenet news-
group now results in the receipt of vast quanti-
ties of spam. All sorts of defenses are being

Other Internet services have recently appeared that obey
the same model. Consider the Pointcast service, for example.
This is a service that runs as a screen saver. Once registered
with the Pointcast service, the user receives a stream of news,
stock quotes and other juicy tidbits according to a profile
he or she establishes...along with, be it noted, various adver-
tisements, perhaps also targeted to the individual user. The
“weak” part about this is that the user must register with the
Pointcast server before any information can be sent, and the
Pointcast user software polls regularly behind the user’s back.

This method of connection has been elaborated consid-
erably by a service called Castanet, by Marimba. This is sim-
ilar to Pointcast, but with multiple informa-
tion channels.

mounted in the war on spam email, from the In w_eak PUSh The makers of Castanet have decided, for
personal to the corporate. appllcatlons, the marketing or other reasons, to change termi-

On the personal front, some users have user must make nology. To Castanet, a server is a “transmitter,”
alte.red their news posting environfnent so that some advance ind a clie’r’lt is a “tuner” with one or more.
their real email address does not directly appear . channels” open. The transmitters transmit
in the posted article. Instead, a variant appears, prep arat'ons_ to information over the channels, and the tuners
and the signature file contains the (generally use the service. pick what they want off of it. The transmitters
very simple) instructions on how to modify the In the case of do not transmit the same information over
address back in case you actually want to reply ema", this and over again. Instead, the application and
to the author. This defeats automatic address consists of the data are both transmitted over the chan-
collection programs that sift through Usenet T nel, and from that point on, “state deltas” are
looking for email addresses. estabIIShlng an transmitted. That is, the only information

On the corporate front, many places have email address transmitted most of the time is information
stopped accepting mail from sites seen as and publicizing that has changed. This maximizes the use of
being prime offenders. America Online sup- iti the channel bandwidth.

In some way.

ports a Web page full of Internet domain
names from which mail will not be accepted
by AOL. Other places are quieter about it. Xerox Palo Alto
Research Center has quietly altered its mailer to reject
incoming mail if the host address in the SMTP envelope
MAIL FROM: command represents a domain that has sent
spam email in the past.

Of course, in many cases, the spamming is a one-shot
affair in which a spammer at some other net has used the
interdicted net as a transit net, via an overly permissive
mailer that permits remailing to non-local addresses. Mr.
Protocol, for instance, is unable to send mail to PARC
researchers without forging the envelope (!) because some-
one at some time in the past slipped a spam through his
provider’s mailer.

Such activity is the mark of the truly desperate. And some
people, at least, are becoming desperate, because no good
method has so far suggested itself for dealing with the problem.

It can be argued that this is because email is, according to
the classification of well-known Internaut Michael Gorlick,
an example of “weak push.” In weak push applications, the
user must make some advance preparations to use the service.
In the case of email, this consists of establishing an email
address and publicizing it in some way. No one can get email
right out of the blue; they have to have a mailbox first. Not
only that, people who send email, even spam emailers, must
know the address of that mailbox before the email even leaves
their site.
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Castanet is another example of “weak pull”
because the user has to set up the tuner and
the channels, that is, he has to subscribe to the service, and
the tuner has to periodically poll the channel for activity or
updates. However, it looks like push to the user after it’s set
up: Information just flows in automagically.

But what about real push? Is there such a thing?

Mr. Protocol is glad you asked. Yes, but only just. The
real future of Internet data dissemination, many researchers
think, lies not with point-to-point services such as Pointcast
and Castanet, but in a completely different type of Internet
traffic called multicast.

The Future Is Multicast

On any given network, there are generally only two types
of packets: unicast packets, sent to a specific IP address, and
broadcast packets, intended for anyone who cares to pick
them up. Most broadcast packets are either requests for infor-
mation from machines that are just in the process of booting
or are otherwise shy of information (such as an ARP request,
to turn an IP address into an Ethernet address), or else they
are general announcements of the “I'm here” variety. All of
the services mentioned so far use the unicast packet type to
send their information.

There is a third type of packet, developed much later
than the first two types. It looks like a regular unicast packet,
except for the address. Mr. Protocol has reported previously
on the existence of Class A, B and C addresses, depending

SunExpert Magazine W July 1997



corp:/acctg >1ls general.ledger
UX:1ls: ERROR: Cannot access general.ledger:
No such file or directory

corp:/acctg >ls payroll.lqgtr
UX:1ls: ERROR: Cannot access payroll.lgtr:
No such file or directory

corp:/mfg >ls inventory.cont
UX:1s: ERROR: Cannot access inventory.cont:
No such file or directory

corp:/mfg >ls order.entry
UX:1ls: ERROR: Cannot access order.entry:
No such file or directory
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Ask Mr. Protocol

on whether the address has one, two or three bytes of net-
work number versus three, two or one bytes of host address.
The address in a multicast packet is a Class D address. Class
D is a segment of the IP address space whose use is reserved
for multicast applications.

Packets with addresses in the Class D segment are treated
differently by “multicast-aware” Internet routers. Each partic-
ular multicast address is used by a particular transmission, or
multicast group. There can be more than one multicast trans-
mitter using the same address. Whenever
a user wishes to join a multicast group, a
message is sent to the nearest “upstream”
router announcing a desire to join
the group. This message is passed on
upstream until a router is encountered
that knows about the group. That router
then remembers from which interface it
received the request. When a member of
a multicast group transmits a packet to
the group’s multicast address, the router
that processed the member’s “join”
request transmits the packet upstream.
The packet is then sent by each router to
each interface from which a “join”
request for that multicast group has been
seen. In this way, the packet goes to just those parts of the
Internet where there are members of the multicast group. If
everyone in a group is in the same city, multicast packets for
that group will never leave the city.

In this way, multicast packets use only the resources they
need to get to where they're going. The “tree-pruning” hap-
pens automatically, at routers, and no central transmitting
site has to be aware of all of the receivers. In fact, no one is
aware of all of the receivers, merely of which interfaces have
members listening somewhere beyond them.

This service amounts to pure push. All a user does is say
“I'm interested,” and data comes flowing in. In fact, the
“join” command doesn’t even reach the transmitting site;
the transmitter is totally ignorant of the specific identities
of the receivers.

The multicast service is currently used to hold audio con-
ferences on the Net. One or two multicasts carry “Internet
radio,” which works similarly to RealAudio as far as the user
is concerned, except that there is no connection involved
(multicast services use connectionless UDP packets), and the
transmitter doesn't know how many receivers it may have. In
the general case, a multicast audio conference is sort of like a
conference room where everyone is hanging out to do their
work. Anyone may speak up at any time, using a local micro-
phone, and everyone in the group who hasn’t muted their
speakers will hear what the person has to say.

Local multicast groups can be set up inside corporations,
or worldwide multicast groups can be established to carry
audio and video feeds from conferences. The meetings of the
Internet Engineering Task Force are carried on the multicast
backbone (the MBONE), in both audio and video form.

The Internet is not yet multicast-aware as a whole. Instead

of one big multicast cloud, the Internet actually consists of

a whole series of multicast-aware “cloudlets” (Mr. Protocol’s
term—never get him started discussing the weather) connected
via “tunnels.” These tunnels are router configurations that
carry global multicasts from one cloudlet to another across
areas of the Internet that do not yet know how to pass multi-
cast join requests.

Because a single multicast address represents an entire
multicast group, no matter how many members it has or
how widespread it is, there must be some
central authority for assigning addresses
to groups. Right now, the multicast user
community is small enough that this is
handled automartically as required.

Bandwidth is a different consideration.
With the current generation of multicast
tools, it requires about 200 Kb/s to carry
a reasonably compressed live video feed
with compressed audio to accompany it.
A little thought will show that just a few
full-scale video and audio multicast ses-
sions would use up all of the available
bandwidth on the Internet backbone via
the tunnels. This is avoided in practice by
gentlemen’s agreements. Multicast sessions
with a large bandwidth requirement, and which are expected to
be widely tunneled, are coordinated across a community of
multicast users to avoid this.

Egalitarian Idea

Operationally, multicast sessions are made available
through a special multicast session, which exists all the time,
and which supports an application called the session direc-
tor. The session director lists all the existing multicast ses-
sions and gives the user a chance to join as many of them
as he pleases.

The multicast service is an example of the Internet as it
was originally designed to be: egalitarian. Pointcast, Castanet
and other such services are market-driven, operating accord-
ing to an economic model that has dominated all past mass
media: distribution of edited content from a central site to
subscribers whose only vote on the content offered is yea or
nay, subscribe or don’t. Multicast technology offers everyone
the opportunity to be a media broadcaster. The central distri-
bution schemes are forced to develop an elaborate technology
of repeaters and caches to avoid “server meltdown” when too
many people make demands of the central service. In multi-
cast operation, this problem never arises because users need
not interact with the current source of packets at all. And, in
fact, any user may become a source of packets on a given
multicast session. Though, of course, it would be highly anti-
social to crash in on a conference session uninvited, in prac-
tice, the MBONE viewers of a session can ask questions of
the speaker in real time.

Multicast operation is still in its infancy. Further develop-
ments are pushing toward a combination of the two: a reli-
able multicast service in which members of the multicast
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group each receive packets in the nor-
mal way, but if a packet is lost, the
group may request a unicast retrans-
mission of the missing data from the
originator. This sort of service is being
developed in a trial of the military’s
Global Broadcast System, which sends
multicast information via a satellite
link. Web pages may be sent via multi-
cast to proxy Web servers at an arbi-
trarily large number of downlink sites.
Missing packets may be requested via
a terrestrial network serving as a back
channel. Despite the resemblance,

this does not amount to “weak push”
because if there are no packets lost, the
transmitter will never hear from the
receiver, or even know of its existence.

There is a new generation of the
Internet Protocol being prepared and
tested for deployment. One of its new
features is the existence of a “flow”
field. Although the exact meaning of
this field is still being worked out, it is
intended to provide a way of grouping
a sequence of packets together for the
purposes of making quality-of-service
decisions in routing. (Glimpse for the
curious: Mr. Protocol, reading over my
shoulder, just whacked me good for
telling a whizzer. Any attempt to assign
any specific meaning at all to this field
has so far resulted in a spontaneous
meeting of the Jim Corbett Memorial
Protocol Design and Fisticuffs Society.
This is a distinct improvement over
the situation just a couple of months
ago, when it invariably resulted in
a spontaneous convocation of the
Marinus van der Lubbe International
Firebombing Society.) It exists sepa-
rately from any notion of a connection
because IP is a strictly connectionless
protocol. Multicast is also connection-
less, unlike TCP. So, the natural mar-
riage of the flow field with a multicast
service is one that was foreseen when
the flow field was first introduced, and
promises to make multicast operations
a significant player in the future of
the Internet.

New services are always fun to
watch, especially when they use funda-
mentally new transmission methods.
Mr. Protocol thinks that current usage
of multicast technology is just the tip
of the iceberg. ==

Ask Mr. Protocol

Mike O'Brien has been noodling
around the UNIX world for far too long a
time. He knows he started out with UNIX
Research Version 5 (not System V, he has-
tens to point out), but forgets the year. He
thinks it was around 1975 or so.

He founded and ran the first nation-
wide UNIX Users Group Software
Distribution Center. He worked at Rand

during the glory days of the Rand editor
and the MH mail system, helped build
CSNET (first at Rand and later at BBN
Labs Inc.) and is now working at an aero-
space research corporation.

Mr. Protocol refuses to divulge his
qualifications and may, in fact, have
none whatsoever. His email address is
amp@cpg . com.
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Security on Track

t the end of April, I attended

the SANS 97 Conference held

in a hotel in the Inner Harbor in
Baltimore. I somehow found my way into
the security track of the conference and
heard a number of very good talks aimed
at stopping the bad guys from doing their
bad things on my systems. My machines
are connected to the Internet, so security
is always a hot topic for me. People seem
to be continuously finding new ways to
exploit holes in systems, and a neat feat-
ure can turn into a massive hole over-
night. However, things do get fixed
because of the activities of organizations
like the Computer Emergency Response
Team (CERT) Coordination Center, who
bring problems into the open. Also, many
vendors distribute security patches to all
comers, not just their own customers.

There are an increasing number of

sites appearing on the Web that are
dedicated to security issues. Many of
them give information on extant holes,
warning systems administrators of prob-
lems. Many sites offer prescriptions for
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trainee system crackers, giving them
ways to exploit holes. Many attacks are
carried out by naive people who have
picked up a set of operations that might
work and are using them to experiment.
Such people don’t often have a deep
understanding of what they are doing.

I even heard of one case where a cracker
successfully became superuser on a
UNIX system and then proceeded to
type DOS commands.

Even if your systems are sitting
behind a firewall, it makes sense to take
basic precautions to deter the potential
cracker who may be using a prescription
to attack your site. This will help limit
damage if your firewall is breached
because of some oversight or miscon-
figuration. I can’t say that I have heard
about successful attacks through fire-
walls. This may be due to the efficacy
of such systems, but then again, if I
am running a company that makes fire-
walls, I will think hard about customer
confidence before I broadcast any prob-
lem that my system is experiencing. I
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hope that such companies have enough
guts to tell existing customers about
problems and fixes.

The inetd Daemon

The first object of my attention on
any unprotected system is the inetd
daemon. To understand what it does,
let’s take a concrete example. Consider
sitting at one machine and running
telnet to connect to a remote system.
The telnet program will first create a
link to the remote machine using TCP/
IP by sending a connection request to a
“well-known” port (number 23). On the
target machine, some program must
have registered an interest in receiving
messages that are addressed to port 23.
If not, the kernel in the target machine
won't know where to send the messages
and will reject them. In the early network-
ing systems, the telnetd daemon was
the program that registered this interest.
At system bootstrap time, telnetd was
run and said to the kernel, “OK, send all
requests for port 23 to me.” The program
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then put itself to sleep until such a request materialized.

When telnetd was sent a connection request, it didn’t
want to deal with the request directly, because it’s desirable to
have more than one telnet connection to any one machine.
Instead, it forked to generate a process that would deal with the
connection. Having done its job, telnetd went back to sleep
waiting for another connection. The child that it forked got
on with the job of communicating with its client using a new
port number. TCP/IP allows a server to reply to a connection
request by saying: “Yep, I'll talk to you, but please use this
port number.”

In the early systems, there were many separate services that
behaved in a similar way to telnetd. Doing a ps on such
a system showed several processes, each offering a different
service, sitting there waiting for a connection to be made from
some client on the network. Sun co-founder Bill Joy had the
bright idea of creating inetd, a single program whose job is
to wait for connections to a great many services. When a
connection is made, inetd forks and runs the appropriate
program, whose identity and parameters are determined by a
control file, /etc/inetd.conf. The contents of this file are
read by inetd when it starts. The selection of the appropriate
program is made by using the protocol type (UCP or TCP)
and the port number used in the connection request.

Most vendors ship systems with everything in inetd.
conf enabled and ready for use. This perhaps makes sense
for installation purposes; systems are operational “out of the
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# kill -1 pid
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Fourth, there are several services that are provided internally
by inetd. They were originally designed for network testing
and have been superseded by ping and traceroute. Such
services include echo, which bounces a packet back to its
originator, and discard, which acts like a /dev/null for
network packets, consigning incoming packets to the great
void. These services are not intrinsically risky but can be used
by an aggressor who can flood your network in a denial of
service attack.

TCP Wrappers

Hopefully, you will be left with a bunch of services that
you wish to support on the machine. However, if the service
is enabled in /etc/inetd. conf, then it will be available
for anyone to use, and you may wish to have a policy that
operates a finer grained control. Take for example, the
infamous Berkeley “r” programs: rlogin,
rsh and rcp. These programs were
created as a quick hack for “short-term” use
on the Berkeley network and have lingered
on. They are convenient, but provide
“back-door” password-less access to
machines with authentication being
provided by a control file in the user’s
home directory. Because they are conve-
nient, people are often happy to have the
programs operating on their local network
but wish to prohibit access to them from
the outside world. The standard inetd
program does not provide this fine grain of access control,
although there are versions of the program that do, I believe.

Another large problem with inetd is the lack of logging.
With a vanilla system, it’s up to the daemons that are forked
by inetd to log accesses, and many of them just don’t do
that, or they only log successful attempts to use their services.
So, for example, telnetd will call the login program to
allow someone to log in, and a successful login is logged in the
normal accounting files. Nothing logs unsuccessful attempts,
so you will not see that cracker out there trying to guess
passwords. Often the first indication of an attack on a system
is a set of attempts to probe the services that are available on
that machine, so it can be valuable to have this activity logged.

The current solution to the logging problem is to use a
“TCP wrapper,” the best of which is tcpd by Wietse Venema
of the Department of Mathematics and Computing Science
at Eindhoven University of Technology in the Netherlands.
Venema calls the program suite: tcp_wrapper.

The idea behind tcpd is simple. For each service, the
inetd program runs the wrapper program, rather than the
daemon. The wrapper program logs the call to the daemon,
optionally does some checks on where the call to the service
originated, and then calls the daemon as if nothing had
intervened. The name of the daemon and any arguments
that it may need are provided as arguments to the wrapper
program, so setting up tcpd involves some minor changes
to inetd.conf.

Access control to services based on the name of the client

machine is provided by a couple of files. The hosts.deny
file allows you to specify that hosts can be refused access to
certain activities. You can put the names of specific hosts, or
use ALL to deny access to all hosts. The hosts.allow file
permits access to specified services to certain hosts or
networks. Hosts placed in here will override controls in the
hosts.deny file. So, for example, I turn off access to the “r”
program daemons for all hosts in the hosts . deny file but
permit access to the programs from my network or certain
other machines as the need arises.

Of course, the access control depends on the integrity of
your network. It’s important to ensure that packets that
purport to come from your local machines have not been sent
in from outside. The router that connects my network to the
world is set up so that it will ignore any packets that arrive
from the outside world pretending to come from a machine
on my network. Filtering suspect packets that
originate from an illogical place has become a
basic precaution. If you don’t do this, then
you are vulnerable to several different attacks
subverting programs that rely on the integrity
of the data arriving from the network.

Also, using host names in the deny and
allow control files means that you are relying
on the integrity of the Domain Name Service
(DNS). There have been attacks that used
subverted address mapping from the DNS.
However, it’s not too easy to do a complete
subversion job, and DNS is relatively secure.
I imagine that in the fullness of time, we will have to move
to some DNS system that uses digital keys to ensure data
integrity. Sadly, I feel that governmental action in many
countries inhibits the free use of encryption, and so really
secure DN is some way off.

The tcpd program logs activity using the standard syslog
system. I tend to compile the program so that it logs activity
to a local facility number. I can then divert its output to a file
that solely contains data from the wrapper program. Once you
have done this, you can process the log automatically. I run it
through a sed script every day to strip out common activities,
and if the resulting file contains any data, I mail the text to
myself. This allows me to trap “odd” things happening on the
machine. I've caught a few probes onto my network in this
way. On both occasions, polite mail to the person named by
the NIC as the administrator of the machine has resulted in an
explanation of the activity. Incidentally, I wish that the people
who made my router would understand the need for full and
frank logging of packets that it filters out of the data stream.

It’s important to realize that a probe from a machine may
not originate from a legitimate user of that system, and that
system may have been compromised. Polite mail is essential.
You may be dealing with someone whose machine has been
cracked and has no idea of what is going on. Generally, my
email to the administrator makes the point that their system
may have been invaded, largely with the intention that they
will deal with the problem quickly before their logs (if any)
have timed out.
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Passwords

The aim of many crackers is to get a login on your system,
because the possibilities of becoming root are vastly improved if
the cracker can operate as a user on your machine. The easiest
way to get access is to get a password from a person. Many
passwords are obtained by “human engineering,” getting on the
phone to the appropriate person and asking for a password. It
should be site policy never to give passwords out unless you are
sure of the identity of the person to whom you are talking.
Human engineering takes courage, and so there is considerable
focus for crackers to find ways to obtain the password file from
your system automatically.

In his talk at SANS 97, Randy Marchany (from the Virginia
Tech Computing Center) said that he found several password
files from many machines obtained by the cracker that invaded
his system. He had no idea where many of these files originated.
He advises people to put something in the password file that
identifies the home system so that the proper owner can be
advised. I've decided to put my home URL in the name field
in the password file for the www login on my machines.

Your machine will provide many services that deliver files
over the network, and these represent attack points to obtain
your password file. Some of the services run with superuser
privilege and so can be used to send the shadow password file
should your system use this method of defense. The prime
targets in the past have been sendmail and your Web server.
It’s a good idea to replace the current version of sendmail on

your machine with the latest version from http: //www.
sendmail.org. Eric Allman takes security breaches very
seriously and works hard to eliminate them from his code.

The CGI script directory is a common source of security
holes on your Web server. Remove or disable (by ensuring that
the file is unreadable) any CGI script that you are not using. A
recent spate of attacks have used a script called nph-test-cgi
that is distributed with several httpd programs. You should
instantly check whether you have this and disable or fix it (see
the appropriate CERT advisory notice for details).

If someone gets hold of your password file, then there are
several programs available over the Net that can be used to break
passwords. The main technique is brute force, the programs use
a dictionary to supply a basic set of words, encrypt each word
and see if the encryption matches the password in the file. The
best cracking programs apply common transformations of the
words. For example, they check for capitalizations or try replac-
ing the letter “I” with the digit one or the letter “O” with zero.

Perhaps the best password cracking program for UNIX is
Crack, written by Alec Muffett. It’s currently at Version 5.0,
I've come across several older versions sitting on machines on
the Net. The program has been around for several years, and 1
recall the misplaced furor that ensued on Usenet when Muffett
first made the program freely available.

If you obtain and run this program on your machine, and I
suggest that you do, I predict that you will crack about 10% of
your user’s passwords. People dont often understand the need
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to use strong passwords. They see the password as an annoyance.
If you insist on using password aging on your system, then I
predict that you will get more hits from the Crack program. I
have said for years that password aging is a bad idea. It scems
hard to get people to believe that aging systems force people to
create a personal algorithm used to generate
their current password. The algorithm is bound
to result in weak passwords. I said in my article

It really is better

terminal at a conference or perhaps visiting a Cybercafe to read
your mail, then you need to be deeply suspicious about typing
any passwords.

I use two forms of defense. The first is the S/KEY system
by Phil Karn, who conceived S/KEY when working for
Bellcore in New Jersey. The code implements
a challenge/response login system for UNIX,
providing a one-time password. The idea of a

“Passwords,” February 1994, Page 24: “It seems to insist that users challenge/response system is that when a user

a good idea to change passwords regularly. It generate a gOOd logs in, the host types something and the

doesn’t seem a good idea to force this on people. . user responds. The “something” is different
password and stick

Password aging systems are enthusiastically
stupid and I believe that they may result in
worse security.” I was sent email from several
people who didn't believe me.

It really is better to insist that users generate
a good password and stick with it. Thinking of

with it. Thinking of
a good, memorable
password is quite
hard. Once you

every time and the user has to compute the
response in some way using the challenge as a
key. The computation can be done with a
handheld unit. The user types the challenge
into the unit and the unit returns a number
that is the response. The response is typed

a good, memorable password is quite hard. have one that iS not  into the machine. I use my Psion 3a machine
Once you have one that is not easily broken, easi[y broken, then as my handheld unit. You can get S/KEY to
then why change it? Why change it? print a list of challenges and their passwords.

Of course, all the password security in the
world doesn’t help us much when logging into
remote machines over the Internet because the passwords travel
down the wire as plain text. Many people have access to that
text. There has been at least one incident where crackers stored
a packet sniffing program on a network router and captured
passwords as they flew by. If you are logging in from a public
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You then travel around with a bit of paper
that you need to take great care of, print it
using a small font and keep it in a safe place.

[ have started to use a more recent system for security. The
ssh system provides encrypted communications between hosts.
The system consists of a client that replaces programs such as
rlogin and rcp with a secure encrypted communications
path, talking to a daemon, sshd, running on the remote
machine. The ssh system was created by Tatu Ylonen from
Finland and is an excellent piece of software.

Security Resources

Thanks to Randy Marchany for two excellent talks at
SANS 97 that gave me the idea to write this article. I wrote
an article that described the role of inetd some two years
ago (“T'CP/IP and UNIX,” September 1995, Page 26).

You can always find helpful security information on the
CERT site: http: //www.cert .org. Details about the
nph-test-cgi problem can also be found on the CERT
site. Following the link Cert Advisories puts you into
the FTP site, and the file that you want is CA-97.07.
nph-test-cgi_script. In addition, the CERT FTP site
features many tools that can help you ensure the integrity of
your system. You'll find the current version of Crack here
too, see ftp: //ftp.cert.org/pub/tools/crack.

The tcp_wrapper suite is available from ftp: //ftp.
win.tue.nl/pub/security; the current version is 7.6.
S/KEY is a trademark of Bellcore and is available from
ftp://ftp.bellcore.com/pub/nmh/skey.

Finally, the latest version of ssh is available for testing,
see http://www.cs.hut.fi/ssh. =o

Peter Collinson runs his own UNIX consultancy, dedi-
cated to earning enough money to allow him to pursue
his own interests: doing whatever, whenever, wherever...
He writes, teaches, consults and programs using Solaris
running on a SPARCstation 2. Email: pc@cpg.com.
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Waxing Rhapsodic

“his column has spent quite a bit
of time discussing topics related
B. to Mac OS and Mach. Last
year’s series on “Civilizing Cerberus”
(March to August 1996) discussed the
use of Mac OS as a front end for a net-
work of UNIX machines, including some
coverage of MachTen and MkLinux.
September’s I/Opener (“Mach-Based
UNIX Variants,” Page 30) covered Mach-
based UNIX variants. This month’s col-
umn continues these themes, covering
Apple Computer Inc.’s upcoming Mach-
and UNIX-based operating system,
code-named Rhapsody.

The material in this column is based
on presentations made at Apple’s World
Wide Developer Conference, WWDC
(May 12-16, 1997, San Jose, CA). John
Norstad, the author of Disinfectant, has
written an interesting and insightful
review of WWDC *97 and Rhapsody. It
can be found at http: //charlotte.
acns.nwu.edu/jln/wwdc97.html.

Events are moving very fast in the
Rhapsody development effort, however,

34

so don’t be surprised if some of the com-
ments and speculations below have been
overtaken by events by the time you read
this column.

A Bit of History

Steve Jobs founded both Apple and
NeXT Computer Inc., so it should come
as no surprise that many of Apple’s strong
points are also present in NeXT’s offer-
ings. Like Mac OS, NeXT’s OpenStep is
strongly oriented toward ease of use and
administration, graphical interaction and
so on. Although some of the specifics dif-
fer (for example, a “recycle” icon has
replaced the Mac OS trash can), the
OpenStep user interface should not be
difficult for any Mac OS user to learn.

Under the covers, however, OpenStep
is very different from Mac OS. For
starters, it is based on BSD and Mach
technology. This allows it to support pre-
emptive multitasking, memory protec-
tion, strong networking and many other
“modern” features that Mac OS has
never supported. Yet, because of its ori-
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entation toward ease of use, OpenStep
provides very simple systems and net-
work administration interfaces.

And, in sharp contrast to Mac OS,
OpenStep provides amazingly powerful
tools for GUI-based software develop-
ment. The OpenStep Interface Builder is
a facile, intuitive and extremely powerful
set of tools for creating GUI-based appli-
cations. OpenStep also supplies a mind-
boggling collection of built-in classes and
methods, providing standardized ways of
handling color and font issues, communi-
cation between applications, localization
and so on. Because OpenStep uses Dis-
play PostScript, its applications are truly
WYSIWYG; if something looks right on
the screen, the user can count on it to
show up correctly in the printed version.

In practice, all of this means that
OpenStep applications are quite powerful,
work together smoothly, and tend to have
the same kind of consistency that makes
Mac OS applications easy to learn. In
short, OpenStep is an exceptionally pow-
erful and pleasant user environment.
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Like its predecessor, NextStep, OpenStep has received many
accolades for its power and ease of use. Unfortunately, it has never
gained enough market share to be taken seriously as a mainstream
OS. And, given NeXT’s position as a minor player in the OS
wars, this situation was unlikely to change of its own accord.

With Apple’s purchase of NeXT earlier this year, however,
some new possibilities arise. Apple is in a position to throw
both technical and marketing resources behind OpenStep, as
well as making it the premier OS for its own systems. With this
kind of backing, OpenStep is suddenly in a position to compete
with Solaris, UnixWare and even Windows NT.

Current Status

At the end of 1996, OpenStep worked on Hewlett-Packard
Co., Intel Corp., NeXT and SPARC (including Sun Micro-
systems Inc.) hardware. In the first part of 1997, it was ported
to run on PowerPC hardware. A handful of ported OpenStep
applications were demonstrated at the show, along with
reports from developers as to the ease of porting (typically,
only a recompile was needed).

During the same period, a “Blue Box” was developed, allow-
ing both the Mac OS Finder and traditional Mac OS applica-
tions to run on PowerPC OpenStep. WWDC’s application
compatibility lab found problems in only four of the 400 appli-
cations tested; one of these, moreover, was written in 1984!

Apple and NeXT engineers have also been working on
modifying the OpenStep user interface to look and act more

Tue Wipcer Li
EVERY DEVELOPER
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like the Mac OS. The goal of the “Yellow Box” is to retain the
benefits of NeXT’s user interface improvements (and large
body of applications) without subjecting Mac OS users to a
radically changed interface. Judging from the demos presented
at the conference, the engineers were already making progress
toward accomplishing this goal.

Plans and Promises
Having seen what the Apple and NeXT engineers had
accomplished in a few months, most of the attendees (myself
included) were inclined to give credence to Apple’s descrip-
tions of future wonders. Here are some of the highlights:
* Interface Builder will generate either Objective-C or Java.
C and C++ routines can be linked in, if desired.
* The Yellow Box will be available on Rhapsody (both Intel
and PowerPC versions), Mac OS, Windows 95 and NT.
* The Yellow Box runtime environment for Windows will be
freely distributable by developers, with no licensing fees.
This means that a developer can pick up a copy of
Rhapsody (either Intel or PowerPC), create nifty applications
in an arbitrary mix of C-based languages, then sell them as
Mac OS, Rhapsody and Windows applications. Although no
mention was made of support for other systems, I strongly
suspect that Yellow Box implementations for assorted UNIX
variants are also in the pipeline.
This is a boon to developers and users, of course, but it also
brings Apple into the mainstream of application development.
If large numbers of Yellow Box applications get created, Apple

and its users will benefit strongly. In addition, both Intel and

PowerPC Rhapsody should be comfortable and powerful plat-

forms for the Yellow Box, helping Apple to sell more software
and (possibly) more machines.

But Is It UNIX?

There are many flavors of UNIX around; each has some
number of adherents. I tend to prefer the “lean and mean”

BSD-ish flavor found in SunOS, but I can see some benefits
- to the “large tent” System V approach taken by Solaris. I also
¢ enjoy the presence of assorted GNU System utilities on Linux.

All of these systems, however, present themselves as UNIX.

- Rhapsody, in contrast, is unlikely to present any of its UNIX

- underpinnings without a specific request. I dont see a major

- problem with this; most of my relatives would not enjoy using
- vi, let alone Perl.

On the other hand, I want the UNIX side of Rhapsody to

- be available to anyone who knows how to ask for it. There are
- many UNIX aficionados who also like Macintoshes; we are

. found in research labs, universities, dorm rooms and even cor-
© porate offices. If we can use both sides of Rhapsody, we can

* help it to be accepted in all of these places. =o

Richard Morin operates Prime Time Freeware (ptf@
cfcl.com), which publishes mixed-media (book/CD-
ROM) freeware collections. He also consults and writes
on UNIX-related topics. He may be reached at Canta
Forda Computer Laboratory, P.O. Box 1488, Pacifica,
CA 94044 or by email at ram@cfcl .com.

SunExpert Magazine W July 1997



AUCOU

Ultimate PG X Server

Exceed Family: All an One CD!
o Windows NT* » Windows 95  Windows 3.X.

* Fully X11R6.1 compliant « & Te/net VT320/220
Wyse 50/60, ANSI BBS, SCO ANSI emulations,

DDE server/OLE automation » & Columbus - Web
Browser, E-Mail, Netbook, News, FTP, Gopher and more |
« 2 OpenGL for 3D Graphics- Optional for Windows NT |
* Reonfig, Sconfig and Basic Scripting - centralized
administration and configuration, and remote installation
o TN3270 & CTN5250 « Xpress Serial

)
S Line Access * PP and SLIP
3| * XIE support * Xsession Drag-and-
= Drop Multiple Program
%, s Starter » Graphical Keyboard
K lms ax o0 Q\\% Remapp/ng Xtrace  Unique Launch

Pad and Virtual Desktop <5 TAR
@V IRC Clignt <2 Archie « Inetd  32-bit VxD TCP/IP
| stack and NFS Client available for Windows only
* Also available for ALPHA and Power PC

The world's best PC X servers for Windows NT,
Windows 95 and Windows 3.X now protect your
long-term technology investments with support for
all Windows platforms on one CD. Hummingbird's
Exceed 5.1 provides superior internetworking,
administration and installation tools. For more
information or the name of the reseller nearest
you, call (416) 496-2200 or visit our Web site at
www. hummingbird.com/sem.

ZIOIINGRIRY

COMMUNICATIONS LTD.

1 Sparks Avenue, North York, Ontario, Canada M2H 2W1 Tel. . (416) 496-2200 Fax ; (416) 496-2207  Offices in: Washington DC, Mountain View CA & Raleigh NC, USA » Geneva, Switzerland ¢ Paris, France * Munich, Germany » Maidenhead, UK » Sydney, Australia

Al brand or product names are trademarks or registered trademarks of their respective companies. ©1996, Hummingbird Communications Ltd. Applications included may vary depending on the PC platform.

Circle No. 23



HANK OSUNA

Message Authentication

ast month’s column was an intro-
duction to authentication. The

B three major varieties (or uses) of
the technology—user identity authentica-
tion, message origin authentication and
message content authentication—were
introduced before we went into more
detail on the means by which users are
authenticated.

This month, we look at message origin
(sender) and message content (integrity)
authentication. To begin with, let’s briefly
examine cryptography, the essential tech-
nology behind authentication. Those of
us not working with message authentica-
tion may wonder about the connection
between cryptography and authentica-
tion—what it is and how it works to
“prove” that a message hasn’t been altered
or that it is from the purported sender.

O’Reilly & Associates’ Dictionary of
PC Hardware and Data Communications

Terms provides succinct and useful defi-
nitions of encryption and related terms.
It refers to encryption as “the process of
changing a digital message (from plain
text to cipher text) so that it can be read
only by the intended parties (also called
enciphering), or to verify the identity
of the sender (authentication), or to be
assured that the sender really did send
that message (nonrepudiation).” The
dictionary also clearly distinguishes
private from public keys.

Cryptography

Private key (also referred to as “secret”
or “symmetric” key) systems use the
same key for both the encryption and
decryption processes. As a result, the
content of files encrypted with this tech-
nology can only be read by those who
know the encryption key—presumably
the sender and chosen recipients.

Public key systems, on the other hand,
use two different keys. One of these keys
is more or less public, the other is secret.
One key is used to encrypt the text, and
the other is used to decrypt the text. The
two keys have a relationship to each other
in that each reverses the process that the
other invokes. As a result, either key can
be used as the encryption key as long as
the other is used for decryption. This
enables the technology to be used in two
related but fairly opposite ways.

If the private key is used for encryp-
tion and the public key is used for
decryption, we have a situation in
which only the sender of a message
could have encrypted it, but anyone
(anyone with access to the public key,
that is) can decrypt it. Whereas, if the
public key is used for encryption and
the private key is used for decryption,
we have a situation in which anyone

Disclaimer: Regardless of everything that was said last month, proofs of identity based on what a person knows or has (not so much what he is) are
spoofable to the extent that what he knows and has can be shared. If we whisper our passwords in our sleep or tell them to our friends because they're
oh so clever, and leave our SecurlD cards on our desks, no process on our systems will be able to tell the difference between us and the spoofers.
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Systems Administration

can send an encrypted message to the holder of the secret key,
who is the only one who can read it. Each of these approaches
is, in fact, quite useful.

What we have described so far suggests that public key systems
generally involve the encryption and decryption of entire mes-
sages. Actually, this is not the case. It is more common for this
technology to be used to generate what is called a digital signa-
ture, which is then attached to unencrypted messages as proof of
their authenticity. The message itself is generally sent in clear text.

Digital Signatures

What are digital signatures, and how do they work? Well, to
begin, let’s briefly examine the motivation. One of the primary
reasons that cryptography works so well is because the transfor-
mations from plain text to cipher text are easy to do but hard to
reverse. The underlying mathematics particularly capitalizes on
this feature in the functions that make up the encryption tools.
At one end of the correspondence, there’s some heavy compu-
tation going on, more than we'd likely want to encumber for
every piece of email. Besides, if it is sender authentication that
we're after, we might want to make it available to the recipient
without making it mandatory to go through the throes of prov-
ing the sender’s authenticity before reading the message. Most
of us would prefer to save ourselves the trouble except for our
more sensitive electronic correspondence.

With digital signatures, a quick “pass” (similar to genera-
tion of a checksum) over the message text creates a profile or

Buying a
System?_
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| Compliant
|[SCD]

Insist on
SPARC

Compliant!®

Buying
Peripherals?

Insist on
SPARC
Verified!™

For More Information
Browse our Web Site
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SPARC®is a Registered Trademark of SPARC International, Inc.
Products Using the SPARC Trademarks are Based on anArchitecture Developed by Sun Microsystems, Inc.
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“hash” of the message. The range of values is large enough that
any changes to the text practically guarantee a change of the
resultant hash value.

The hash value is then encrypted with the sender’s private
key. The result is that anyone can 1) generate the same hash
value from the message, 2) decrypt the digital signature using
the sender’s public key and 3) compare the computed and
decrypted hash values to verify the integrity of the message
content and the authenticity of the sender.

One of the key benefits of public key systems is that, unlike
typical user authentication in which passwords are transmitted
over the network in clear text, the private and the public keys
are not transmitted (at least not in any context of the message
itself) and are, therefore, not susceptible to being sniffed. The
flip side of this, of course, is that public keys still have to be
managed somehow. They need to be distributed, changed and
inactivated as required.

Once public key systems are in popular use, we're likely to
see some methodology for locating and verifying public keys as
well. It is entirely possible, if strong approaches are not devel-
oped for public key management, that fraudulent public keys
will be distributed as a means of authenticating impostors. =

S. Lee Henry is on the board of directors of the Sun
User Group and is a security services engineer at Infonet,
a provider of virtual private networking, in El Segundo,
CA. Email: slee@cpg. com.
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Personal Productivity Tools
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Los Altos Hills, CA 94022
Email: sales@ppt.com
Tel: (415) 917-7000

Fax: (415) 917-7010
http://www.ppt.com
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ERIN TERRY

The

5 t's odd how often the iceberg anal-
| ogy pops up. To most people, the

visible part of their computing
infrastructure is a personal computer
or workstation. Many are unaware of
the rest of the computing infrastructure
that works away in the background.
Of course, we computing professionals
have some exposure to what lurks in the
depths, and it’s certainly not as simple
as a formation of pure, sparkling ice!

As computers expand into every
part of corporate America, we see more
and more people migrating from the
user community to the systems side
of the house, and we have to deal with
expanding the knowledge of our new
colleagues. And herein lies the conflict
of the day. To those who have dealt
with only the tip of the iceberg, there
is no need for minicomputers, main-
frames are dead, and timesharing is
something to do with vacations.

A couple of months ago, I was chat-
ting with Bob, a fellow passenger en
route to California—I was going to the

40

SUG Notes

e

ew Revolution

SUG West Coast conference. I struck up
a conversation with Bob when I noticed
he was reading one of the 160+ Java
books now available. Bob told me that
he was a pre-sales engineer for a large
chip design and fabrication company. I
asked him why he was interested in Java,
and Bob said it was something that he
could run on his PC. “What about the
other computers in your environment?”
I asked. “What other computers? We're
a PC company,” was his puzzled reply.

At first I though he was joking, but
then it dawned on me that Bob was as
unaware of the bulk of his company’s
computing infrastructure as most peo-
ple are of what's attached to the other
end of their phone cable. (What kind
of PBX do you have in your office?
What’s at the central office that sup-
ports your home telephone?)

Knowing a bit about Bob’s compa-
ny, | asked about the tools it sells for
high-end chip design and Bob said,
yes, the company does use Sun and
Hewlett-Packard workstations. Bob

SunExpert Magazine W July 1997

had recently taken a tour of his com-
pany’s newest factory (fab!) and, yes,
there were big UNIX boxes from Sun
and HP there. Drilling in some more,
Bob did recall that people around his
office used 3270 terminal emulation.
He was not sure what the terminals
connected to or if such terminal emu-
lators accessed mainframe applications.
(I estimate that there are more than

30 million PCs in use today whose pri-
mary application is a terminal emulator
to a minicomputer such as an AS/400
or a mainframe.)

So here’s a well-trained (noncom-
puter) professional who has a model in
his head of how computers are used at
his own company that is, shall we say,
incomplete?

So when you chat with non-systems
people who think that they know some-
thing about computers, especially those
who know only one flavor of PC, and
they predict that UNIX is dead, dont
tell them that they are wrong. Ask
instead why more than 85% of corpo-
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With Rave Computer
“Reliability Plus”
means you get the
entire company.

“Reliability Plus” means you receive a number
of inherent value-added services whenever you
purchase or lease a SPARC™-based workstation,
server, laptop, upgrade or peripheral. Rave's
“Reliability Plus” network of services work
together to protect your investment and maxi-
mize your spending power. As the leading
independent SPARC-based reseller, Rave's
“Reliability Plus” offers:
Stability: serving computer market 8 years
Certified Engineers: certified by Sun
SunSoft OEM: authorized distributor
Computervision Maintenance: nationwide
Free Technical Support: Toll free & on-line
Technical Facility: state-of-the-art equipment
Custom Configuration: built your way
Warranty: one year on all SPARC products
Advance Replacement: warranty response
Federal Express: preferred FedEx shipping
Rave Express: overnight Sun parts & spares
Inventory Stocking: Multi-million dollars
Right-To-Use License: with all systems
Rave Financial Services: in-house rent/lease
Rave Medical: technology/system experience
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Rave Systems: custom-built SPARC systems
Largest Independent SPARC Reseller
Largest Tadpole, ROSS & Axil Reseller
President's E-Mail Hot-Line: direct access

Call Rave today for the broadest selection
of quality SPARC products.

Rave Computer

Association, Inc.
Fax: (810) 939-7431
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http://www.rave.net

1-800-966-7283

All SPARC trademarks are registered trademarks of SPARC
International, Inc. All other products or service names
mentioned herein are trademarks of their respective owners.
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* rate data is still on mainframes and

. why the $20 billion midrange market
- (systems that cost from $70,000 to

- $700,000) is more than 50% UNIX

- and growing, according to figures

. Tve read.

There’s a revolution afoot that

- builds on this substantial multiyear,

- multitrillion-dollar investment. Those
people who strive to replace that

- investment with products from one

- company, especially a PC company,

. are tilting at windmills. Those who

* use freedom and choice to evolve that
. infrastructure and add to it with an

- open systems philosophy will succeed.

We can present end users with a

- simple and beautiful model, thanks

'~ to Java and the Internet. However, we

- should let our users know that the

- required infrastructure that supports

~ this view is not trivial, and experienced
. professionals are required to manage it.

Because there is a lot of power in

¢ the end-user community, we need to
- help our users understand enough of
- the complexity to make good deci-

* sions—business and technical.

Java has excited the imagination

- of the marketplace. As UNIX profes-

* sionals, Java is not a threat—it’s a boon.
. UNIX and open systems are the infra-
- structure components that support this
- inclusive revolution. Combinations

- of old and new components that are

* based on open standards are what we

© need. Yes, any vendor who can make

- its proprietary systems talk to open

- systems standards can participate in

. the revolution.

The old message of open systems

- and formal standards is more important
. today than ever before. It is a message
.~ that the workstation and minicomputer
- vendors took to heart. Now with Java,
- the PC marketplace will hear that same
message. Long live the revolution!  =o

Author’s note: Alex Newman is

. taking a month off for a much-need-
. ed vacation (SUG East was a huge

- success, but a lot of work). Pinch-

© hitting for him this month is John

© McLaughlin, president of the Sun

User Group’s board of directors. He

. can be reached at flash@sug. org.
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them for 30 days free! Hi, I'm Bob and you
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Windows NT that delivers standard PC
applications to UNIX desktops across your
network. Servers running WinCenter
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UNIX environment. It shares files with
UNIX servers using NFS and shares security
with UNIX systems using NIS. No need for
PC network administration. Servers can be

managed remotely across the network.

To apply for the free 30-day WinCenter
evaluation right now, visit our web site at
www.ncd.com/30days.html or call
us at 1-800-600-6449.
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a includes Citrix.

Network Computing Devices
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The Network Computer Company"
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Databases

in the Spotlight

Thanks to the Internet and the

‘universal server,” RDBMSs have
\ leaped from ho-hum to hot.

ause a minute and try to esti-
mate the amount of data that's
gathered each day by the world’s
online transaction processing sys-
tems (OLTPs)-all the banks, utilities, telecommunications
companies, airlines, hospitals, insurance companies,
governments, satellites, process monitoring devices and so
on. Unless you're comfortable dealing with numbers like the
national debt, you’ll probably give up and roll your eyes.
The point is that relational database management
systems (RDBMSs) are the engines behind most of that
data-gathering effort and are responsible for gathering
and processing thousands of terabytes of data daily. Baby
boomers may remember the early days of RDBMSs some 20 years ago when RDBMSs
were viewed as esoteric (after all, they were invented by a mathematician, E.F. Codd),
poorly performing systems. RDBMSs were veiled in complex-sounding jargon like
“normal forms,” “two-phase commit” and “relational calculus,” and required use of
a new data “sublanguage” (whatever that was) called SQL.
Today, however, RDBMSs are basically commodity items. It really doesn’t matter
whether you buy from market leader Oracle Corp. or second- and third-place vendors Informix
Software Inc. or Sybase Inc. You can basically count on all of them to deliver solid performance

by Karen Watterson
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Databases

and to be supported by a small army of partners,
value-added resellers and independent software ven-
dors. Until about a year ago, this was the state of the
market, a rather ho-hum affair.

Then, twin waves rocked the marketplace: the
so-called “universal server” and the Internet. Plain-
vanilla RDBMSs weren't enough anymore, declared
the vendors, analysts and press. RDBMS vendors
had to have an architecture for handling the increas-
ing amount of “complex data” such as images, audio
and video clips, programming objects like applets,

Decision suppnsystam and

Client/server applications
Information e.g., sales force automation
delivery via the

Internet

Industry-specific
vertical market
packages and
turnkey systems

and even books, movies and fingerprints.
executive information systems
RDBMS vendors also came under pressure to s E-commerce
adapt their engines not only so data stored in
RDBMSs could be safely accessed over the Internet, Data warehousing
and data marts

but also for use in electronic commerce and “distrib-
uted” applications in general. All of a sudden, the

Figure |. RDBMSs aren't just deployed for OLTP anymore.

RDBMS market was ho-hum no more.

And that’s where we are today. Although you're not likely
to migrate your existing production OLTP or client/server
systems to a different RDBMS vendor, you may want to take
a fresh look at the marketplace as you begin rolling out new
applications.

Hub and Spoke
The fact is that RDBMSs are being used for a lot more than
classic, heads-down OLTP systems (see Figure 1). They're also
being used for decision support, traditional client/server appli-
cations, industry-specific vertical market packages, data ware-
houses and a variety of Internet applica-
tions including e-commerce. You might

work well together, but also SunSoft Inc. working with both of
them, sometimes establishing centers of competency, to optimize
Solaris so it will remain the operating system of choice for the
UNIX RDBMS market. (Technically, this translates into issues
such as supporting kernel asynchronous I/0, which lets applica-
tions communicate directly with the I/O subsystem; direct I/O,
which lets applications bypass buffer caches; and list I/O, which
bunches I/O requests.) As Solaris Group Marketing Manager
Kuljeet Kalcat observes, buying decisions aren't driven by operat-
ing systems, but by the “killer apps.”

RDBMSs are also deployed “under the hood” in thousands of

vertical market turnkey applications. Progress

consider RDBMSs the heart of IS.

The big difference between OLTP
systems and decision support systems
(DSS) or business intelligence (BI) appli-
cations—both of which are sometimes used
with data warehouses or data marts—is
that the former focuses on getting data in,
while the goal of DSSs and BI applica-
tions is to get the data back out. OLTP
systems are optimized for concurrency
(supporting lots of users simultaneously)
and for processing many short transac-
tions. DSSs, however, which are often
read-only systems working off copies of
production data, need to be optimized for

RDBMSs are being
used for decision
support, traditional
client/server
applications,

industry-specific
vertical market
packages, data
warehouses and a
variety of internet
applications.

Software Corp.’s Progress RDBMS, for exam-
ple, isn't one of the “big five” RDBMSs (from
Oracle, Informix, Sybase, IBM and N'T-only
Microsoft Corp.), but, like Computer Asso-
ciates International Inc.’s CA-Openlngres, is
widely sold through the channel as the data-
base engine for industry-specific applications.
In addition to being used for OLTP, DSS,
classic (and homegrown) client/server applica-
tions and vertical market packages, any of
which may have Web-enabled components,
RDBMS:s are also being used to house data
marts or data warehouses. Search your favorite
online computer store for titles including “data
warehouse,” and you're likely to come up with
about 50 titles. Data warehousing is hot, along

ad hoc queries that often involve complex
joins and may even deliver data—perhaps
over the Internet for subsequent slice-and-dice analysis.
RDBMSs are also a very important player in the client/server
applications market where they serve as the unsung heroes in
products from companies like SAP AG and PeopleSoft Inc., or
in applications such as help desks and sales force automation
products, to name a few. In fact, the major RDBMS vendors all
have close working relationships with the major client/server
vendors, often involving on-site teams. And it’s not just a ques-
tion of Oracle and SAP, for example, making sure their products

46

with related data mining and database market-
ing. Many organizations opt to leverage exist-
ing expertise and use one of the RDBMSs they already have in-
house, but others are using the new application domain as an
opportunity to assess other vendors.

Feature Sets

If you're in the market for an RDBMS, what features should
you look for? Or does it matter? Are they all pretty much inter-
changeable, commodity products? As SunSoft’s Kalcat says,
you should probably let your application help drive your deci-
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The Daytona RAIDarray
Storage that gives you peace of mind

The Daytona RAIDarray is welcome news if storage
problems have been weighing on your mind. That's because
the Daytona gives you peace of mind both during and after
installation. The Daytona takes just thirty minutes to install
and is so reliable, once you're up and running, you can
forget it's there.

The Daytona comes complete with everything you need
right in the box. Just add drives and the installation is done.
The Daytona’s intelligent SCSI backplane even eliminates
cable and terminator integration problems, raising reliability
to new heights.

And talk about peace of mind — with the Daytona, you can
swap drives, power supplies, or fans without taking it off-line,
so you can perform maintenance during “normal’ hours and
not interrupt data availability. For even more peace of mind,
you'll appreciate knowing that CMD technical support is
available 24 hours a day, seven days a week, 365 days a year.

Daytona RAIDarrays come in several configurations,
with support for up to 64 MB of SIMM-based data cache
for higher performance. Each Daytona features environ-
mental monitors with alarms that tell you when something
needs attention, so you can address the problem before

|

data goes off-line. The Daytona is platform and operating
system independent — so you don't have to bother with
drivers — and supports RAID levels O, I, [+,4 and 5 with
single ended or differential host interfaces.

In other words, it's storage that will put your mind at
ease. Just what you'd expect from CMD, a leader in high
performance storage interface and fault tolerant RAID
controller technology for PCs and mid-range open system
markets. Register to win a Daytona by visiting

our web site at www.cmd.com, or calling us
at 800-426-3832 or 714-454-0800.

A division of
CMD Technology, Inc

CMD Technology, Inc. | Vanderbilt, Irvine, California 92618 Tel. (800) 426-3832 or (714) 454-0800 Fax (714) 455-1656
© 1997 CMD Technology, Inc. Daytona RAIDarray is a trademark of CMD Technology, Inc. All brand names and trademarks are properties of their respective holders. SE0297
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sion and balance both business and technical factors. Here are
some of the key business issues to consider:

* What RDBMSs are you using now?

By sticking with tools your staff already knows, you can
reduce training costs.

* How important is going with a winner to you?

If market share and market dynamic are important, Oracle
dominates with somewhere between 38% to 47% of the markert,
according to 1996 data from Framingham, MA-based Interna-
tional Data Corp. and Stamford, CT-based Gartner Group Inc.

* How eager are you to use “universal” or object/relational
RDBMSs that support objects better than classic RDBMSs, which
store objects indiscriminately as binary large objects (BLOBs) or
simply use pointers to large external files?

Informix has been shipping its universal RDBMS since
late last year; IBM has been rolling out “extenders” to DB2
for more than a year, and Oracle8 should be available on its
Tier One platforms by the time you read this.

* How important is price? Scalability?

All the vendors now have inexpensive, low-end workgroup
(NT) versions of their products that you can download for
evaluation at no cost for 30 to 120 days. And most scale
through symmetrical multiprocessing (SMP) and massively
parallel processing (MPP) systems, but incremental costs of
adding users, including remote users who access data over the
Internet, vary widely.

* How important is it that your RDBMS vendor is a technol-
ogy leader?

Informix, for example, despite being first to market with a
universal server, didn’t ship support for replication until late
1996. Perhaps surprisingly, IBM with its universal/common
server seems to be leading in the technology leadership race
to market.

* How important is the existence of a dynamic third-party tools
and prebuilt applications market?

All of the “big five” vendors claim more than 1,000 third-
party applications each, and almost all of them have set up
data warehousing alliances.

lel sorting, for example, but more difficult to support parallel
replication or parallel query well. If you need the parallel ver-
sion of an RDBMS, or think you may want to scale up to it,
look for evidence of good performance for the kinds of tasks
you'll want to perform, for example, OLTP or DSS.

Also, look at how much code will have to be rewritten and,
most important, how good the management tools are. (Consul-
ting services fees are becoming a major profit center for many
vendors and can add up fast.) Finally, consider the algorithms
used to partition data: by data set or schema-based, value-based,
random (round-robin) or hash, because they will affect perfor-
mance and maintenance.

® Built-in support for OLAP/ROLAP/MOLAP. Informix
and Oracle both have their own online analytical processing
engines. Informix’s MetaCube falls into the relational OLAP
(ROLAP) category; Oracle’s Express, while fundamentally a
multidimensional (MOLAP) server, can also be implemented
as a ROLAP server. Oracle recently introduced a new end-user
ROLAP tool called Discoverer. IBM has announced a partner-
ship with OLAP vendor Arbor Software Corp. and should be
offering a branded version of Arbor’s OLAP server midyear,
and Microsoft has purchased OLAP technology that’s expected
to appear in SQL Server 7.

* Indexes. Indexes are used for quick access to data, so
they’re very important in DSS and data warchousing applica-
tions. Bit-mapped indexes have been touted as particularly
useful for data warehousing applications and data that has
low cardinality (not many unique values in a given field).
Other types of indexes are B-trees (the most common), clus-
tered (data is stored in a physical order) and hash. B-trees
store index data in a hierarchy (or tree) of pages with each
index page typically containing many indexed entries along
with pointers to the next page of index entries. The advan-
tage of B-tree indexes over sequential access (the infamous
table scan) is that instead of scanning pages that contain raw
data, the RDBMS only needs to look at a few index pages
until it finds pointers to the requested rows.

* How important is technology transfer (from the
RDBMS vendors to your staff) in the form of a rich devel-
oper program?

Once you've considered the business factors, you may
want to mull over the technical issues. As mentioned
above, RDBMSs have really become commodity items, so
these are probably less important than their support for
specific application areas such as object/relational technol-
ogy, data warchousing and the Internet.

Technical Differences

Although the RDBMS vendors seem to simply leapfrog
each other with incremental features and benchmark per-
formance (for more information, see the Transaction
Processing Performance Council’s Web site at http: //
www . tpc . org), there are some technical differences:

e Parallelism. First of all, vendors offer different
degrees of support for parallelism. It’s easy to support par-

ﬁ M p anager
Manage
Lol Logins... <]
Database Devices...
Databases...
Replication
Users...
Groups...
Tables...
Indexes...
Triggers...

Stored Procedures...

Extended Stored Procedures

Rules...
Defaults...
User-Defined Datatypes...

igure 2. just because you've got a nice GUI doesn't
mean DBA tasks have gone away.

allel data entry, parallel data transfer or loading and paral-
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* Middleware. Oracle, IBM, Informix and Sybase all sell net-
working and related middleware products, which you may need
to perform extractions, replication and to maintain your Inter-
net presence. Make sure you find out how that will interoperate
with TCP/IP in supporting a variety of client operating systems
and browsers, and whether the middleware can support connec-
tion pooling, as Net8 (Oracle’s successor to SQL*Net 2.x) does.

* Front-end tools. Again, each vendor has its own battery of
end-user and developer tools that are clearly optimized for work-
ing with their respective server engines. But before buying into a
vendor’s tools, make sure you look beyond the simple feature
sets at release cycles (Computer Associates’ OpenRoad develop-
ment tool for CA-Openlngres, for example, isnt updated as
rapidly as Sybase’s Powersoft tools), deployment costs and sup-
port for standards such as ActiveX, Java and CORBA.

* Ease of maintenance. All RDBMSs come with their own
management consoles and utilities (see Figure 2), but there’s
still a big difference between high-maintenance databases like
Oracle with its hundreds of configuration parameters and
more “lights-out” systems like Progress.

* Stored procedures, triggers and cursors. All vendors now
support stored procedures, triggers and scrolling cursors, but
they vary in the number of prebuilt and shareware versions of
time-saving stored procedures they offer. Stored procedures
are programs written in SQL but compiled and stored in the
database server. They can contain reports or queries that are
likely to be run more than once, or simply automate tedious

We offer
Better

Customized

SPARC

Solutions.

DBA tasks. Triggers often represent so-called “business rules,”
checking, for example, that new account numbers are unique.
Cursors mimic row-at-a-time processing in the set-based rela-
tional systems, and ultimately permit users to scroll back and
forth in a list.

* Backup and recovery and replication. Based on how criti-
cal your application is, you'll have to decide whether you need
online (“hot”) backup, failover, and/or hot site backup, and how
well the vendor’s replication support (simple push or bidirec-
tional) matches your needs.

* Security. The Internet has a heightened awareness of secu-
rity risks, but RDBMSs come with very different types of built-
in tools to help keep data safe. Oracle and Sybase, for example,
support audit logs by both login attempts and object access, and
Sybase even ships with an optional Audit Server, but DB2 and
Informix require user-written DBA procedures and triggers to
perform the audit function.

All major vendors, with the exception of Microsoft, offer
special “trusted” versions of their products to customers who
require high security. For the most part, however, the tools are
there—it’s just a question of using them. Make sure you under-
stand what the default data access privileges are, whether or not
to implement user identification and authentication external to
the database via the operating system, whether database access
passwords are encrypted (including by application programs),
and that default accounts and passwords are changed.

¢ Java and the Internet. Aside from SunSoft itself, IBM

Aries Research, founded in 1989, is an Inc. 500 company.
Design facilities, board assembly, customized system
integration and testing are located in Fremont, California.

800-AT-ARIES or (510) 659-1544
http://www.ariesresearch.com
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seems to be the database vendor with the most aggressive sup-
port for Java (see its Web site http: //www.hursley.ibm.
com/java), including database access via Java Database
Connectivity, JDBC (a Java version of the widely used
ODBC, Open Database Connectivity), but Sybase is also
shipping JDBC-compliant jConnect and a development tool
called Power], and has added Java support to PowerBuilder.
IBM, Oracle and Tandem Computers Inc. have also banded
together in defining their own variation of JDBC called
J/SQL, a Java language extension to standard SQL, much as
the object database vendors have specified standard object
extensions called OSQL.

Oracle, IBM, Informix and Microsoft offer their own Web
servers—including versions for doing e-commerce that are
tightly integrated with their own RDBMS products, as you
might expect. (IBM’s e-commerce strategy is rich and com-
plex—see “Full Speed Ahead,” May 1997, Page 96, for details
on IBM’s net. Commerce and related products. As for Micro-
soft’s Commerce and Site Servers, remember that, like SQL
Server, they're Windows NT-only products.) Because this is a
highly competitive and tangled market (Netscape Communi-
cations Corp. bundles Informix with its “low-end” Web
servers and Oracle with its “high-end” commerce servers, but
Oracle also sells its own Web server), it will be worth your
while not only to shop around, but to carefully weigh the
strategic importance of any Internet applications you deploy
so that you don’t get left with “orphan” products.

Vorkstation
Rental from GE
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* Mobile workers. Sybase’s SQL Anywhere has been
extremely popular in providing an easy-to-use, thin RDBMS
that works like a SQL Server “lite.” Oracle, similarly, offers

excellent support for mobile workers via Personal Oracle Lite
and Oracle Mobile Agents.

Beyond the Big Five

As mentioned earlier, Oracle, Informix, Sybase, IBM and
Microsoft are widely seen as the market leaders in the RDBMS
space, but NCR Corp.’s Teradata (successfully deployed in
more than 500 Fortune 1,000 data warehouses, including what
is reportedly the world’s largest production data warehouse of
26 TB for retail giant Wal-Mart), Tandem’s NonStop SQL
(recently renamed ServerWare SQL and a dominant player in
the ATM market), CA-Openlngres (used in many vertical-
market applications), Progress RDBMS and Oracle Rdb are all
viable alternatives. Other RDBMS vendors with small market
shares include Cincom Systems Inc., Empress Software Inc.,
Software AG of North America Inc. (ADABAS), Unify Corp.
and XDB Systems Inc. ROLAP vendor Red Brick Systems has
also captured a small market share.

ODBMS Renaissance?

The object database management system (ODBMS) mar-
ket is a curious one that, until the emergence of the Internet,
seemed destined to be marginal at best. During the mid-"90s,
when it looked like ODBMSs were gaining mind share,

In The Archive

hitp://webserver.cpg.com

COVER STORY
Site Search and Retrieval Tools by Lang Zemer
Survey: Search Engines by Lang Zerer
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WebSecurity: Proxy Servers to Evaluate Content - Surfingate
WebTools: Math and the Web - Soon to Be Friends
WebBusiness: No (Manageable) Risks for Online Commerce

PLUS - WebNews, URL/New Products and more

52 SunExpert Magazine B July 1997

Circle No. 20



Kick The

Tires on Our
DLT Storage
Machine...

Quantum’
(”'-’

=== -

g
= =
__i —

DLT 7000
New 7-drive ATL7100 DLT Library

The ATL7100 DLT™ subsystem
and the BMW Z3—they’re
both beautifully designed,
solidly built high-perfor-
mance machines.

Our ATL7100 with
IntelliGrip™ precision
cartridge handling
system and Quantum®
DLT drives is designed to steer
you reliably through terabytes

and style.

of backup. The Z3 will speed
you over terra-firma in safety

We think you should be
driving them both! In
fact, we're so sure
you'll love driving your
DLT tapes with our new
ATL7100, we’ll give you
a chance to win the Z3 just for
kicking our tires. Details on this

..Win The
Ultimate
Driving
Machine.

Enter to win this
BMW Z3 at our website:
http://www.atlp.com

New BMW Z3 2.8 Roadster

special limited-time promotion
are available on our website,
from ATL sales representatives
or can be requested by calling
1-800-677-6268.

Call now to get all the facts
on ATLs line of DLT libraries.

ATL

PRODUCTS

CALL 1-800-677-6268 OR VISIT OUR WEBSITE AT: HTTP:// WWW.ATLP.COM

1. NO PURCHASE NECESSARY. Open only to professionals employed as Data Center/MIS Managers who are legal residents of the U.S. and 18 years of age or older. 2. Sweepstakes entries subject to Official Rules. To enter the sweepstakes electronically and
download the Official Rules, access the ATL website through the Internet at http://www.atip.com. To request an entry form and Official Rules by mail, hand print your name, company, title, mailing address, daytime phone number and e-mail address, along with a
self-addressed stamped envelope and send to: ATL Products, Attn: Smart Drivers Sweepstakes, 2801 Kelvin Ave., Irvine, CA 92614, VT and WA residents may omit stamped, self-addressed envelope. 3. Prize: One 2-year lease on a BMW Z3 Model 2.8 will be
awarded (taxes, automobile insurance, fuel and regular maintenance are the sole responsibility of the winner). Void where prohibited by law. Quantum is a registered trademark and DLT is a trademark of Quantum Corporation.

Circle No. 6



Databases

RDBMS vendors scurried back to their engines and started
adding support for objects, thereby co-opting the ODBMS ven-
dors. Indeed, the main new features in the forthcoming SQL3
specification relate to support for objects. ODBMSs were
plagued with poor performance, lack of good tools (you pretty
much had to be a Smalltalk or C++ programmer to work with
them) and, as a result, they dropped off radar screens—with the
possible exception of the telecommunications industry.

Today, however, there are indications that
the Web, which is innately object-based and
full of disparate content, could be the “killer
app” for ODBMSs, and organizations are
beginning to at least give them another look.
Here are the major players: Gemstone Systems
Inc., Fujitsu Software Corp./Computer
Associates (Jasmine), O2 Technology, Object
Design Inc. (ODI), Objectivity Inc., Ontos
Inc., Poet Software Corp., UniSQL Inc., Unisys
Corp. and Versant Object Technology Corp.

Despite the elegance and technological
appeal of these products, however, it’s unlikely
that they will usurp the entrenched RDBMS:s.
(Of course, RDBMS naysayers said the same
thing 20 years ago when COBOL programs
based on CODASYL databases ran the world’s
OLTP systems.) ODBMSs are shared virtual
memory extensions to applications that provide
persistence for any data types. However,
ODBMSs don't come close to providing the sorts of manage-
ment features and tools RDBMS vendors expect, for example,
security, support by OLAP vendors and so on.

Object Design is the ODBMS market leader and should
command your attention if for no other reason than that both
Microsoft and Netscape have licensed its ObjectStore
Persistent Storage Engine (PSE) technology for use in their
browsers. PSEs are lightweight, persistent object stores—basical-
ly stripped-down versions of Object Design’s “real” ODBMS,
the ObjectStore database management system. You can down-
load PSEs for ActiveX, C++ or Java from ODI’s Web site at
http://www.odi.com. To find out more about ODBMSs
and the Object Database Management Group (ODMG) and
OSQL specifications, check out the ODMG Web site
http://www.odmg.org. Another excellent starting point
for information about ODBMSs is Doug Barry’s site of Barry
& Associates, purveyor of object-oriented database informa-
tion and consoles, at http: //www.odbmsfacts . com.

Universal Servers: The Next Big Thing?
RDBMSs, remember, were designed (and optimized) to sup-
port OLTP systems. Additional configuration parameters were
added to let us use them for DSS, client/server and data ware-
housing applications. Now, however, with the explosion of non-
structured data—from documents, Web pages, graphics, audio
clips and so on—there’s a growing need for systems that manage
this data, too. Document management systems, ODBMSs and
stand-alone Web site programs may offer good (if proprietary)
solutions, but many organizations would prefer to have their

Universal servers
promise more
flexible data type
support, a better
fit with Internet
architectures

.and distributed
Wbjects, but the
products are only
now beginning to
appear, and the
jury is still out.

RDBMS handle the data in a centralized fashion.

Universal servers—sometimes referred to as object/relational
database management systems (ORDBMSs) or simply hybrid
systems—are supposed to deliver a synthesis of relational and
object database technologies. They promise more flexible data
type support, a better fit with Internet architectures and dis-
tributed objects, but the products are only now beginning to
appear, and the jury is still out. Large organizations aren’t
going to transition to a relatively untried tech-
nology overnight. It will take years, and there
will undoubtedly be stories of catastrophic
bugs and other disasters.

In the meantime, the universal server mar-
ket is buffeted by Wall Street, as we have seen
with Informix, one of the most aggressive
universal server vendors. (After the initial
euphoria surrounding Informix’s shipment
last December—for Solaris and Silicon
Graphics Inc.’s IRIX only—of what it billed
“the first universal server,” Informix Universal
Server [IUS], the object/relational bubble
burst when Wall Street gave Informix a
resounding vote of no confidence. Informix,
the analysts said, was far more enamored with
IUS than its customers were.)

Interestingly, the five major RDBMS ven-
dors have each adopted different architectures
for their universal servers. Here’s a synopsis (in
politically correct alphabetical order):

* IBM. IBM has been supporting object-relational data types
including image, video, audio and text (similar to Oracle’s
ConText option) along with content-specific search engines that
extend SQL in DB2 Common Server 2.1 since June 1996. The
technology (see “DB2 Universal Database Architecture,” Page
96) relies not on cartridges (Oracle), DataBlades (Informix) or a
middle layer (Sybase), but instead on user-defined functions
(UDFs) and user-defined data types (UDTs). However, DB2
Universal Server, due midyear, will better integrate the pointer-
based approach to object data (early users had to download the
“data extenders” from IBM’s Web site) and offer a bevy of
enhancements such as support for 64-bit memory, bit-mapped
indexes, star joins and new ROLLUP and CUBE functions.

DB2 Universal Server, which combines DB2 Common
Server and Parallel Edition into a common code base, also offers
built-in support for user authentication by using Distributed
Computing Environment (DCE), bidirectional replication and
enhanced Internet support via net.data and JDBC. IBM is
working with vendors such as Environmental Systems Research
Institute Inc. (ESRI), which markets the popular GIS (geo-
graphical information systems) mapping software, to provide
additional extenders.

¢ Informix. Informix Universal Server (IUS) represents a
combination of the classic Informix Online Dynamic Server and
the Illustra ODBMS from Illustra Information Technologies—an
ODBMS vendor Informix acquired several years ago—into a
tightly integrated single server that stores object data types
natively. In fact, this innovative architecture, based on engine
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extensions Informix calls DataBlades, was savagely attacked by
Oracle even before Wall Street got into the act. Oracle’s point
was that “bad” DataBlades could crash or otherwise corrupt the
database. Although this isn't likely, because Informix will be “cer-
tifying” DataBlades as well as giving users options for running
DataBlades on the client, it was enough to give the user commu-
nity pause. That’s too bad, because Informix’s direct “plug-in”
approach (see Figure 3) should offer good performance by elimi-
nating middle layers and should also be easier to program.

Informix and
third-party
DataBlad dule

QL3 API (ESQL/C
Informix-CLI ODBC)

Extensible
SQL3 Parser

Extensible
Optimizer

Parallel k
function
manager
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* Microsoft. Microsoft finally laid out its strategy to kill
two birds with one stone (SQL Server and Windows NT 5.0)
at its “Scalability Day” event in May. Basically, Microsoft SQL
Server 7.0 (code-named “Sphinx”) will offer “universal server”
support through (surprise) a Windows-centric OLE DB
(Object Linking and Embedding Database, successor to
ODBC) approach. Basically, SQL Server will rely on OLE
servers to store complex objects. SQL Server 6.5, like all other
RDBMSs, already supports BLOBs, but no specific SQL
extensions to handle all the different types of BLOBs that are
possible. Rather than extend Transarc-SQL (T-SQL) further,
Microsoft seems to favor a more client-centric approach that
leverages the savvy already built into OLE servers such as Word
and Excel. SQL Server 7.0 will offer other enhancements, of
course, including support for Web-based management and a
mobile version that will run under Windows 95.

* Oracle. Oracle’s universal server, Oracle8, should be ship-
ping by the time you read this. Although less “object-orient-
ed” than originally envisioned when first announced more
than two years ago, it appears to provide a reasonable migra-
tion path for the thousands of companies that run their busi-
ness on an Oracle Server. Instead of simply offering “options”
for spatial data or text searching, Oracle8 uses data cartridges
to support these and other extended data types, including

Data
cartridge

Extensibility API

. Database
Object extensibility
types services

Extended

data types

Stored e.g., text,
procedures video, spacial

Figure 4. Oracle’s Universal Server, Oracie8, uses
data cartridges to support extended data types.

image and time series (see Figure 4).

Oracle8 has also been enhanced to support more users
(30,000 instead of 3,000) and perhaps even more, thanks to
connection pooling new in Net8. Oracle8 finally offers pass-
word management on the server and includes parallelized
replication. Oracle will also ship a new developer tool (code-
named “Sedona”) for creating cartridges, expanding its widely
used Designer/2000, Developer/2000 and Oracle Power
Objects line of developer tools.

* Sybase. Sybase officially rolled out its three-tier Adaptive
Server Architecture at the International Sybase User Group
(ISUG) conference held in Orlando in April. Rather than tak-
ing either Oracle’s cartridge or Informix’s DataBlade approach,
it has opted for a middleware layer called the Component
Integration Layer, or CIL (see Figure 5). Adaptive Server, now
in beta and due to ship for Solaris, HP-UX, AIX and NT by
the end of the year, will support additional object data types
via the component data store (CDS).

Client

Middle
tier

Server

Figure 5. Sybase’s Adaptive Server Architecture
employs a middieware layer called the Component
Integration Layer.
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Databases

Essentially, Adaptive Server users will purchase additional So, What Are You Waiting For?

If you're smart, you're waiting not only for the marketplace
to vote, but for the early adopters to debug the products for
you. Nevertheless, universal server technology indeed looks
like the next big thing, and it’s time your advanced technology

group takes a look—if it hasn’t already. =

CDSs to support spatial data types including image store,
image search, documents/text search and time series. Adaptive
Server will also offer native support for DCE, Kerberos, Secure
Sockets Layer and CORBA. Adaptive Server Enterprise 11.5 is
in early beta; Sybase hopes to ship NT and UNIX versions by
the end of the year. Although both 11.5 and an interim release

of SQL Server 11.2 will offer better support for parallelism,
Sybase isn't expected to offer row-level locking until 1998. Karen Watterson is an independent San Diego, CA-based
writer and consultant specializing in client/server and data
warchousing issues. She writes monthly columns for Windows
NT Magazine and DM Review, is editor of Pinnacle Publish-
ing’s Visual Basic Developer and SQL Server Professional news-
letters, and has written two books for Addison-Wesley: Visual
Basic Database Programming and Client/Server Technology

for Managers. Email: 1119390@mcimail.com.

Elsewhere, Computer Associates has decided against a
universal server approach in favor of a dual database strategy,
maintaining its RDBMS, CA-Openlngres, separate from its
object-oriented engine, code-named Jasmine, licensed from
Fujitsu and due to ship midyear. Progress, for its part, seems
to be taking a wait-and-see approach and hasn’t announced
an object strategy.
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A step-hy-step guide to
file system management,
including data striping,
data mirroring and
logging file systems

with Solstice DiskSuite

Apps in Action

USING SOLSTICE

DISKSUITE

by Kailash Jayaswal

ow that disks are becoming cheaper and
users are demanding ever larger file sys-
tems, spanning multiple disks, online
resizing, data mirroring and striping have
surfaced as hot topics in systems manage-
ment. How can you accomplish these for your users? Solstice
DiskSuite effectively tackles these and other tasks. It is
included with the Solaris Server CD set and requires no
licenses. This article describes some features of the Solstice
DiskSuite and ways to implement it.

With DiskSuite you can stripe data, mirror data and log
file systems. Striping allows you to create a file system with
two or more disk partitions that are concatenated or striped.
Striped file systems provide improved 1/O rates as data is
split into chunks and written to separate disks.

Mirroring distributes multiple copies of your data on dif-
ferent disks. If a disk with one copy fails, the file system can
continue working with other copies of the data, residing on
other disks.

UFS (UNIX File System) logging is useful for large file
systems or file systems where data is constantly being modi-
fied. As a general rule, it is unnecessary to log file systems
with mostly read activity. A file system with UFS logging has
a master device (containing a new or existing file system)
and a logging device. All file system writes are safely
recorded in the logging device, which could be a disk parti-
tion or metadevice. The host system is then sent a message
that the write operation to the file system has been com-
pleted. The host system goes ahead with the next opera-
tion. Later, the write to the logging device is rolled forward
to the actual file system on the master device.
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Apps in Action

Because synchronous writes to the disk are reduced, local
directory operations are faster. In addition, because the log-
ging device stores only complete logs and all partially record-
ed logs are discarded, the file system does not need to be
checked during reboots. This speeds the bootup process.

In addition to striping, mirroring and logging, DiskSuite
handles hot spares and shared disksets. It also supports soft-
ware RAID Level 5. Simply put, a hot spare is a disk parti-
tion configured to automatically replace a failed disk parti-
tion that is a component of a submirror or RAID 5 device.

A shared diskset is set of disks connected to and shared by
two host computers. If one of the hosts fails, data on the
diskset is still available through the other host. The disks in
the shared diskset can be used for hot spares or file systems
by both host computers. However, one of the two hosts is the
implicit owner of the shared diskset. Besides using the shared
diskset, each host has one or more local disks that are avail-
able exclusively to the host.

A RAID 5 device consists of three or more disk partitions
(called components or columns). As with mirroring, a RAID 5
device continues functioning despite failure of a single compo-
nent. RAID 5 offers some of the benefits of mirroring but at a
lower cost and, like striping, provides improved 1/O rates. Disk-
Suite 4.0 is the first version to support RAID 5 configurations.

OS Requirements, Setup

To use Solstice DiskSuite 4.0, you need Solaris 2.3 or later
running on Sun SPARC or Solaris 2.4 or later running on an
Intel Corp. X86-based system. If you intend to use the UFS log-
ging feature of DiskSuite 4.0, you need Solaris 2.4 or later. The
diskset feature of DiskSuite 4.0 is supported on SPARC systems
running Solaris 2.4 or a later and is not supported on X86.
(Editor’s note: Version 4.1 of DiskSuite is now available.)

As with most Solaris software from Sun, pkgadd is used
to install DiskSuite 4.0.

#cd /cdrom/disksuite_4_0
# pkgadd -d ‘pwd’

The following packages are available for installation: SUN-
Wabmd (DiskSuite Answerbook); SUNWmd (DiskSuite soft-
ware, metadevice drivers, binaries, man pages and so on); and
SUNWmdg (DiskSuite Tool, GUI interface). In addition, two
DiskSuite start-up files are installed:

/etc/init.d/SUNWmd.init
/etc/init.d/SUNWmd. sync

Creating State Database Replicas

DiskSuite devices are called metadevices, and the disk parti-
tions are usually referred to as components. Before using Disk-
Suite you need to create at least three copies of the metadevice
state database. The metadevice state database keeps DiskSuite
operating and holds information about metamirrors, submirrors,
concatenations, stripes, hot spares, error conditions and so on.

State database copies (517 Kb) or replicas can exist on
either of the following:

* An unused partition that will be used to store only the
metadevice state database.

* A disk partition that doesn’t have a file system or swap and
will later be used as a DiskSuite metadevice or logging device,
with the exception of an OS file system (root, usr, swap).

To protect DiskSuite against controller or disk failure, put
only one copy of the replica on each disk and make sure that
the disks are attached to different controllers.

Once you have decided which partitions (or components)
will contain the state database, you can use the metadb com-
mand to create the state database:

#metadb -a -f /dev/dsk/clt3d0s4 \
/dev/dsk/c0t3d0s6 /dev/c0t1ld0s5

The above one-line command places one copy of the state data-
base on each of the three specified partitions. The -a option is
used to create a replica of the state database. The -£ option
forces the creation if no prior state databases exist. The follow-
ing command is used to check the status of the state database:

#metadb -i

Concatenated Metadevices

Concatenated metadevices enable you to create a file system
comprising multiple disk partitions that are accessed sequential-
ly. One way to set up a metadevice is to edit the /etc/opt/
SUNWmd/md. tab file and run metainit. For example, the fol-
lowing line in /etc/opt/SUNWmA/md. tab defines a concate-
nated metadevice, d10, made up of three components:

/dev/md/dsk/d10 3 1 /dev/dsk/c0t2d0s3 1 \
/dev/dsk/clt2d0s3 1 /dev/dsk/c1t4d0s0

The default metadevice names run from do0 to d127 and are
located in the /dev/md/dsk and /dev/md/rdsk directories.
The number 3, in the example above, tells the system that the
metadevice has three rows of components, and the number 1
means each row comprises one component. The metainit
command is run to start using the metadevice:

# /usr/opt/SUNWmd/sbin/metainit dl10

— .

DiskSuite metadevices viewed through metatool.
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Apps in Action

In a striped metadevice, the partitions (or components) are
accessed in an interlaced manner, not sequentially. The default
interlace size in DiskSuite 4.0 is 16 KB for each component.
Metadevices with components on different controllers offer bet-
ter I/O rates than components on the same controller. In fact,
striping partitions on the same disk may hurt performance.

To create a striped metadevice, d11, comprising three parti-
tions, namely /dev/dsk/c1t2d0s3, /dev/dsk/c2t2d0s3
and /dev/dsk/c2t4d0s3, with an interlace size of 32 KB,
add the following line in /etc/opt/SUNWmd/md. tab and
run metainit specifying d11 to start using the metadevice:

/dev/md/dsk/dll 1 3 /dev/dsk/clt2d0s3 \
/dev/dsk/c2t2d0s3 /dev/dsk/c2t4d0s3 -i 32k

Metadevice d11 has one row of three components.

Concatenated Stripes

Concatenated stripes provide better performance than simple
concatenations. Also, concatenating multiple stripes provides a
way to expand striped metadevices. To create a concatenation of
two stripes, where each stripe has two partitions, enter the fol-
lowing one-line command in /etc/opt/SUNWmd/md. tab
and run metainit to begin using the metadevice:

/dev/md/dsk/dl5 2 2 /dev/dsk/clt0d0s3 \
/dev/dsk/c2t0d0s0 -i 32k 2 \
/dev/dsk/clt4d0s3 /dev/dsk/c2t4d0s0 -i 16k

Metadevice, d15, first fills up /dev/dsk/c1t0d0s3 and
/dev/dsk/c2t0d0s0 with an interlace size of 32 KB. It
then starts filling /dev/dsk/c1t4d0s3 and /dev/dsk/
c2t4d0s0 with an interlace size of 16 KB.

There are a few caveats when creating a stripe or concatena-
tion: First, all components must have the same disk geometry,
that is, the same number of sectors per track, same number of
tracks per cylinder and so on. Second, if you have components
of different sizes in a stripe, the usable size of each component
will be the size of the smallest one.

The performance of a stripe depends on the interlace value.
If the 1/O size is greater than the interlace size, data is written to,
or read from, multiple disks. This improves I/O performance.

Creating and Using File Systems

By now you are probably wondering what operations can
be performed on metadevices? Most of the standard UNIX
utilities for file systems built on simple disk partitions are
valid for file systems built on metadevices. Once you have ini-
tialized a metadevice using metainit, you can run newts
to create a new file system. For example, use the command
fsck to check a file system and the mount and umount
commands to mount and unmount. In addition, you can
use the ufsdump and ufsrestore commands to back up
and restore entire file systems. Metadevices may have an
entry in /etc/vEstab:

/dev/md/dsk/d50 /dev/md/rdsk/d50 /app ufs 6 yes -

It is easy to convert a file system on a partition to a metadevice

file system, and the process preserves data on the file system.
The following example converts a file system on /dev/dsk/

c1t2d0s7 mounted on /app to a simple metadevice /dev/

md/dsk/d20 with the above partition as its only component.
Step 1. Edit /etc/opt/SUNWmA/md. tab to add:

/dev/md/dsk/d20 1 1 /dev/dsk/clt2d0s7

Step 2. If possible, unmount /app with #umount /app
Step 3. Initialize the metadevice by running #metainit
d20. If the file system cannot be unmounted in Step 2, use
metainit -f.

Step 4. Edit /etc/vEstab to change the line

/dev/dsk/cl1t2d0s7 /dev/rdsk/clt2d0s7 /app ufs 6 yes -
to read
/dev/md/dsk/d20 /dev/md/rdsk/d20 /app ufs 6 yes -

Note that only the first two fields have to be changed.

Step 5. If the file system was unmounted in Step 2, mount it;

otherwise, reboot the machine to start using the metadevice.

Mounted or unmounted metadevice file systems can be easily
expanded. For example, a device called 8 could be concatenat-
ed with another empty partition, say, /dev/dsk/c0t1d0s6,
by using the metattach and growfs commands. First,

Disk partitions used for metadevices.

unmount the file system (if possible) on @8 and edit the /etc/
opt/SUNWmd/md. tab file to include the new partition for ds.
Use the metattach command to concatenate the new parti-
tion to the end of the existing metadevice. For example,

#metattach d8 /dev/dsk/c0tl1ld0s6

Use the growfs command so that the file system occupies the
entire metadevice. The growfs command will not affect data
on the file system it expands. You can use the -M option of
growfs if the device cannot be unmounted.
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Mirroring Data

DiskSuite provides a way to replicate data by using mirrored
metadevices called metamirrors. A metamirror has multiple sub-
mirrors, and each submirror contains one copy of the data.
Mirroring data offers several advantages:

* Uninterrupted access to file system data despite hardware

failure of the disk containing a copy of the data.

* The ability to perform online backups.

* Faster reads.

DiskSuite 4.0 allows up to three submirrors in a metamirror.
Therefore, you can have up to three copies of the file system
data in three different places.

The following six-step example creates a metamirror,
named d10, with data currently on partition /dev/dsk/
c1t1d0s3 (which would become the first submirror, d11) and
a new partition /dev/dsk/c2t4d0s3 (which would become
the second submirror, di12).

Step 1. If possible, unmount the partition /dev/dsk/

cl1t1d0s3.

Step 2. Edit /etc/opt/SUNWmd/md. tab to define d10,

d1l and d12:

/dev/md/dsk/d10 -m /dev/md/dsk/dll
/dev/md/dsk/dll 1 1 /dev/dsk/clt1d0s3
/dev/md/dsk/d12 1 1 /dev/dsk/c2t4d0s3

Step 3. Initialize both submirrors and metamirror:

# metainit dl2
# metainit dll
# metainit dl0

If the file system was not unmounted, use the -f option of
metainit for submirror d11.

Step 4. Edit /etc/vEstab to be able to use the new meta
mirror /dev/md/dsk/d10 instead of using the partition
/dev/dsk/clt1d0s3.

Step 5. If the device was not unmounted in Step 1, reboot
the system; otherwise, simply mount it.

Step 6. Run metattach to copy data from the first sub
mirror to the second:

#metattach d10 d12

The submirror d12 must be of equal or greater size than the

first submirror, d11, to accommodate the data in d11.

To add or remove copies of data, you simply attach or detach
submirrors to or from a metamirror. For example, a submirror
containing a copy of the data can be taken offline for backups.
Before taking a submirror offline, you have to lock writes to a
file system using the lockfs command. Then use lockfs -i
to unlock the file system and allow writes to continue.

There are numerous read and write options you can set for
metamirrors. Reads can be made in a round-robin manner from
all submirrors (default); divided among submirrors based on
logical disk block address (geometric reads); or all reads can be
directed from one submirror. Writes to submirrors can be done
serially or in parallel. Parallel is the default write mode.

RAID 5 Devices

DiskSuite 4.0 supports RAID Level 5. A RAID 5 device
contains three or more physical partitions. Despite hardware
failure of a single component, data on the file system
will continue to be available. A single sector on any compo-
nent contains either a sector’s worth of data or parity infor-
mation for data located on corresponding sectors on other
components.

Existing components can be replaced and new ones can be
easily added to a RAID device. To guard against data loss caused
by disk failures, a hot spare pool can be assigned for online
replacement of failed components.

To define a RAID 5 metadevice, edit /etc/opt/SUNWmd/
md. tab and add an entry like the following:

/dev/md/dsk/d60 -r /dev/dsk/c0t0d0s4 \
/dev/dsk/cl1t2d0s6 /dev/dsk/c2t0d0s3 -i 32k

Initialize it by running metainit. This example puts the three
specified partitions in the RAID metadevice, 460, with an inter-
lace size of 32 KB for striping data and parity regions on the
three components.

Hot Spare Pools

A hot spare is a partition that can replace a failed component
of a submirror or RAID device. As soon as a hot spare compo-
nent is brought into a submirror or RAID metadevice, data on
the hot spare component is built from data on another submir-
ror or other RAID components. There is no downtime caused
by this online, automatic replacement.

Once you have decided which partitions to use as hot spares,
these partitions can be grouped into one or more hot spare pools
in the /etc/opt/SUNWmd/md. tab file. The following lines
define two hot spare pools, namely hsp001 and hsp002, each
with two components:

hsp001 /dev/dsk/c0t2d0s7 /dev/dsk/clt2d0s3
hsp002 /dev/dsk/clt2d0s3 /dev/dsk/c0t2d0s7

Each hot spare pool can be initialized and associated with a
submirror or RAID device. If a component fails, the system
searches the hot spares in the associated hot spare pool for a
partition that is of an equal or larger size than the failed
component. If one is found, the submirror or RAID device
copies data to it. DiskSuite offers utilities to dynamically
add, delete, replace and enable hot spare components in a
hot spare pool.

DiskSuite has a wide range of features for those adminis-
trators who provide users with file systems spanning several
disks, mirrored file systems, RAID 5, hot spares or dynami-
cally expandable online file systems. With it, you can offer
users improved I/O rates, increased capacity and better pro-
tection against disk failure. =o

Kailash Jayaswal is employed by Astralray Engineering,
San Jose, CA. He can be reached by email at jayaswale
astralray.com or by phone at (408) 871-8000.
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Back up at 1200 MB per minute.
Automatically.

The NEW Scalar 218

Gear up for high-performance backup. With
two DLT drives and 18 cartridges, the Scalar 218
automated DLT library offers sustained throughput
of 1200 MB per minute and up to 1.26 terabyte
capacity. Yet it's compact enough to fit on a desk-
top or mount in a standard rack cabinet. And the
Scalar 218 is flexible
enough-and offers the

You'll like the way the Scalar 218 handles, too.
The top-loading design makes the drives, picker,
and media visible and easily accessible. An intu-
itive, menu-driven keypad makes it easy to control.
And standard features like the virtual import/export
mail-slot, barcode reader, and free year of on-site
service make this a full data center class machine.
Just a few of the reasons the Scalar 218 has already

The dual drive, 18 cantridge,
1.26 TB capacity Scalar 218

compatibility-to back DLT library is part of the won a Windows NT Magazine technology award.
up any combination industry’s most complete Isn't it time you experienced the excitement of

Jamily of DLT products- high speed backup? To find out how to drive home
[from single drive subsystems i

. S ~qlar ) 2 \ Vol 7 - N &
o multiple drive mid-range Scalar 218, contact your local ADIC

hresrios reseller, or call us. 1_800_336_1233 @'

www.adic.com

of Windows NT,
NetWare, or UNIX
systems.

Scalar 218 ADIC: Whenever You're Backing Up.
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Jim Fox works as a
systems programmer for the
University of Washington.
He writes and maintains
distributed applications
that run on a variety of
UNIX systems—and some
non-UNIX ones. He is
also the deputy manager
for the Interoperability
Project for SHARE's
Open Systems Group.
Email: fox@cac.
washington.edu.

A

B wizard’s apprentice
A
AA super user
AAA wizard

® 1 enjoyed reading your article on
the Argus monitor (“Keeping an
Eye on Those Daemons,” April 1997, Page
67). Is there a similar or comparable program
to monitor normal system functions? I'd like
to know how well my system is running and
be able to answer questions such as: Are the
disks full? Are there any looping processes
using up the CPU? and so on. AA
John Fitzgerald
Carson Manufacturing Inc.

@ Well, there might be. However,

@ watching your UNIX system will
require more than a few red light, green light
indicators. The question is greater than sim-
ply wondering if the system is up. We want
to know, in the terminology of parents, what
the system is “up to0.”

Time was when you could actually see
what your computer was doing by just look-
ing at it. In the old days, computers had lots
of lights that showed, through register values,
what was going on. I recall working on a
Xerox Corp. Sigma 7. Just by watching the
address of the current instruction, which was
part of the LED display on the front of the
machine, I could tell what percentage of time
was spent in user address space, what percent-
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hat’s the
System Up To?

age was spent in the system code, sometimes
even which system service was working.

We don't have the front-panel LEDs any-
more, but let’s look at some UNIX tools that
will help us see what our system is up to.

vmstat at a Glance

Your first look at the system is with
vmstat. This shows at a glance what the
CPU is doing, how memory is allocated and
what’s happening with 1/O. Figure 1 shows
vmstat’s output (with an argument of 5 for
every five seconds) during a busy time on a
well-loaded system. I have omitted the first
display line, which shows counts since boot
time and is not all that useful.

The cpu numbers are important. They
show, from left to right, the percentage of
time the CPU is working in user code, sys-
tem code (in kernel mode), idle and wait-
ing for I/O completion. There are some
common patterns in this display. A system
doing nothing will show the CPU idling,

for example,

us sy id wa

0 099 0
1 O 99
0 0099 0



There’s plenty on the menu when you
order DLT from TTi. Among our tastiest
features is an exclusive front panel display
that lets you see the amount of tape
remaining and also helps you monitor tape
quality and wear.

Another TTi favorite is our configurable
SCSI interface. It provides plug-and-play
compatibility with DEC, Sun, HP, SGI,
Sequent, IBM AS/400, RS/6000, PCs and
compatibles, Macintosh and more.

We serve our dual drives with extra
capabilities like mirroring mode for
writing the same data to two tapes
simultaneously and caseade mode which
automatically writes data to the second tape
when the first tape is full. Off-line copy
mode allows you to copy the contents of
one tape to another without host involve-
ment, while independent mode lets you
operate each drive independently.

Like all fine establishments, we pride
ourselves on our service and support. Our
backup experts can help you choose exactly
the right subsystem for your needs. And
once your system arrives, our technical
support team is always as close as your
phone. We also ofter SW.A.P—Service
With Absolute Priority. If we can’t solve
your problem over the phone within
24 hours, a replacement subsystem will be
sent to you overnight.

Find out why nobody does DLT like TTi.
Call us today for complete information on

our entire DLT family.
y 7 A
l I TRANSITIONAL
TECHNOLOGY, INC.
(714)693-1133
Y0 FAX: (714) 693-0225
0 E-mail: info@ttech.com
c:n.r-'}:\n http:// Www.ttt(;rh.com

*Capacities and transfer rates based on compressed data.
DLT is a trademark of Quantum Corporation.
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Figure 1. vmstat on a Busy System

# vmstat 5

Ythr  fmemery . = ST D emage il
ri'b avm fre re pi-po fr sr cy
g 1 2989 52064 0 0 0 0 0 0
sl 2998 B20h5 0 0 0 0 0 0
1% 2007 52051 g 0 o 0 0 0
g 0 0 0 0 0 0

3002 52051

A system busy with a CPU-intensive job, on the other hand,
will put all the CPU time in user mode:

us sy id wa
99 0 0 O
99 1 0 O
99 1 0 O

And a job doing lots of disk I/O generally has a split of CPU

between user and kernel modes:

us sy id wa
74 14 12 O
81 16 3 O
81 12 7 O

Notice there is no waiting if the disk cache can be used
effectively. Otherwise, you will see some waiting:

us sy id wa
4 30 1 64
5 31 1 63
7 42 1 50

The latter was the result of my running
a find command. Disk caching is of

faults cpu
in 8y (s us sy id wa
342 2970 27 70 12 18.0
a81 3377 99 8D 185 R D
328 2553 25 65 14 22 0

364 3023 24 68 16 170

iostat Shows Disk Activity

If you see there’s a whole lot of I/O going on, use iostat
to see what’s happening with the disks. Figure 2 shows a por-
tion of the iostat command on a system showing disk I/O.
The first line shows tty activity, light in this case, and the
CPU percentages. Again, these have the characteristic mark of
an I/O bound system, lots of system time and wait time. The
rest of the display shows activity for each disk in absolute
terms over the period specified.

It is easy to see from this report which disks are working
and which are idle. In Figure 2, some irrelevant lines are omit-
ted to make the figure tidy. As with vmstat, ignore the very
first display, it merely shows activity since system boot.

A similar tool, netstat, can show activity related to net-
work communications. It only shows totals since system start-
up and is not as easy to use as a monitoring tool.

monitor is Easy to Interpret

What we'd really like is a single display that shows all of
those statistics: CPU, memory, I/O and communications.
That's where the monitor program comes in. It combines the
information of each of these programs into a single xterm.

Figure 2. iostat on a Busy System

# iostat 5

little utility with the find command.
) The -ot.her useful columns are pag- tEy: S fin tout avg-cpu: % user % sys % idle % iowait
ing statistics and the fault counts. A Ag s 13.2 65.9 0.0 21 .0
nonzero page-in count, pi, indicates
virtual memory swapping, often‘ the Disks: % tm_act Kbps tps Kb_read Kb_wrtn
cause of a sluggish system. The inter-
rupt count, in, is another indicator l:xc.l::xsk13 oo g 5o 0 0
of I/O activity, as is the system call hdiskld o 0.0 0.0 0 0
SRR = hdisk20 43.0 2447.8 19.1 12288

I’ve never been able to learn much hdiskal 16.5 612.0 A8 3072
from the memory columns. AlX tries o2 10y o i . o -
to make good use of all the memory, Ratabay 0.0 0.0
so there’s very little unused. Also, hdiské 3ip 12,7
the numbers seem to be truncated hdisk? 0.0 o
when the system’s memory reaches - ‘ ' .
a gigabyte. o
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Figure 3. monitor Display on a Busy System

AIX monitor vl.14: ashur Thu May 8 21:01:49 1997
Sys 55.6% Wait 8.8% User 35.6% Idle 0.0% Refresh: 10.01 s
0% 25% 50% 75% 100%
TN S e e s b e b s b e e e e e b e
Runnable processes 4.99 load average 3:89. 3. .31 . 5 57
Memory Real Virtual Paging (4kB) Process events File/TTY-I0
free 8.5 MR 723 7 MB 147.2 pgfaults 1994 pswitch 784 iget
procs 367.6 MB 300.3 MB 0.5 poin 3334 syscall 86 namei
files 655.9 MB 9.0 pgout 811 read 125 dirblk
toral 1024 .0 MB 1024 .0 MB 0.0 pgsin 212 write 4180663 readch

0.4 pgsout 0 fork 6876465 writech
DiskIO Total Summary 0 exec 0 ttyrawch
read 4771.4 kByte/s Client Server NFS/s 0 rcvint 0 ttyeanch
write 2005.8 kByte/s 5.1 0.0 calls 0 xmtint 52 ttyoutch
transfers 6] 6 tps 0.0 0.0 retry . ‘ .
active 11/30 disks 3.0 0.0 getattr Netw read write
. . B8 00 dookup - de0. . J3sto 215142 kB/s ‘
TOPdisk read  write busy 0.5 0.0 read - an 1 2086.2
“hd. 4768 S0% <. 1.0 . 0.0 write enQ 0. 7 [ .

. i3% 0.0 0.0 . -

S
5

Figure 3 shows sample output on one of our systems. The
display is quite intuitive and easy to interpret. In this case, I
already know something of what the system is supposed to be
doing; it’s part of an archive. Files are copied from the network
onto a disk cache, and from there onto tapes. Looking at the
display, I see a lot of system and user CPU time, some wait and
no idle CPU. This is indicative of a busy system doing I/O.

I also see all the memory allocated, most of it to file buffers;
little paging activity; a lot of disk activity, about 5 MB/s being
read and 2 MB/s being written; no NES activity; and 2 MB/s
of data arriving on the FDDI (£0) interface. All of this is consis-

other

tent with what I expect of the system. Data arriving from the
Internet is written to the disk cache. Data on the cache is being
copied to tape. By watching monitor, I am confident the sys-
tem is busy doing its job.

Get monitor by anonymous ftp from ftp. funet. fi,
in the /pub/unix/AIX/RS6000 directory. The latest ver-
sion, as of this printing, is monitor-2.1.2.tar.z. It
builds exceptionally easily. Using my AIX 4.2 system, I only
had to untar the file and type make. No editing at all!

Well, now you know how to see what your system is up to.
Next month, we'll try out a similar tool-but one with lights. =e

World Wide Web Sites

* Virtual Reality

A o anaors ot Word Wi Web s | N T H E SEPTEMBER
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o \ _! l L [ l o « Load Balancing
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Systems Wrangler

ZEleen Frisch is Systems
Wrangler for a very hetero-
geneous network of computers
and workstations. She is
also the author of the
book Essential System
Administration (O’Reilly
& Associates Inc., now
in its second edition). In
her spare time, she enjoys
painting and lounging
around with her cats,
Daphne and Sarah. Email:

aefrisch@lorentzian.com.

AIX Network

4 Monitoring

and Tweaking

his month’s column focuses on

two useful network-related facilities:

the netstat utility for monitoring
network activity and the AIX-specific no
command for setting networking kernel
parameters.

Monitoring Network Activity

The netstat command is one of those
multipurpose monitoring tools that UNIX
is so fond of. It has a variety of options that

control what information about network
activity it displays. We'll look at its most
useful options here.

netstat’s basic mode (without any
options) displays a list of all current active
network connections to the local host. List-
ing 1 shows an example of netstat’s out-
put in this mode.

On this system, iago, there are network
connections to six other systems. The address
forms for both local addresses and foreign
addresses are hostname.port. Port numbers are
translated to the corresponding service name
on the receiving host. Thus, in our example,
zago has four incoming rlogin sessions,
from lear, romeo, othello and godot, and one
outgoing rlogin session to puck. The two

Listing 1. Example Output in netstat’s Basic Mode
S netstat
Active Internet connections
Proto Recv-Q Send-Q

Local Address

tcp 0 0 iago.1022
tep 0 0 iago.1023
tcp 0 0 iago.shell
tcp 0 0 iago.login
tcp 0 0 iago.login
tep 0 3 iago.login
0 0 iago.login

tep
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Foreign Address (state)
puck.login ESTABLISHED
hamlet.1021 ESTABLISHED
hamlet.1022 ESTABLISHED
lear.1022 ESTABLISHED
romeo.1021 ESTABLISHED
- ESPABYLICHED

othello.1021
godot. 3.021 ‘

ESTABLISHED
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Listing 2. Sample Output for en0

input (en0) output
packets errs packets errs colls
668 0 664 0 0
847 0 843 0 0
1002 0 1000 0 0
1168 0 1164 0 0
911 0 909 0 0
1068 0 1060 0 0
964 0 963 0 0

Listing 3. Sample Output for the -i Option

Name Mtu Network Address

100 16896 <Link>

100 16896 127 . loopback

en0 1500 <Link> 2 .60 8ec.2p.72 ;1
en0 1500 193.0.9 iago

sl0 296 <Link>

sl0 296 193.0.12 iago2

entries for hamlet are the result of an incoming rsh com-
mand used to execute some command remotely on Zago.

netstat can also be run in a mode that continuously lists
current network statistics. For example, the command

$ netstat -I en0 5

will produce a summary line every five seconds for network
interface en0, an Ethernet adapter (the default interface is the
loopback interface 100). Sample output is shown in Listing 2.
Note that we've omitted the initial line giving overall statistics
since the last system reboot.

The left half of the display in Listing 2 gives the statistics
for the selected network interface, while the right side displays
the data for the network as a whole. During this period, this
system experienced only moderate network traffic. Here, we
see that all of the error and collision counts are zero, although
small nonzero values need cause no concern.

The -1 option to netstat lists all of the available network
interfaces on the local system. Its output is given in Listing 3.

input (Total) output
packets errs packets errs colls
668 0 664 0 0
847 0 843 0 0
1002 0 1000 0 0
1170 0 1166 0 0
911 0 909 0 0
1068 0 1060 0 0
965 0 964 0 0
Ipkts Ierrs Opkts Oerrs Coll
7020 0 7104 0 0
7020 0 7104 0 0
204568 0 237712 0 0
204568 0 217742 0 0
42552 0 45903 0 0
42552 0 45903 0 0

Listing 4. Active Routing Tables for TCP/IP

Destination Gateway Flags
Route Tree for Protocol Family 2:
127 loopback U
193.0.9 iago U
193.0.1¢C saturn UG
193:0 10 saturn uG
193.0.11 crunch UG
193.0.11 crunch UG
godot iago2 UH
192 .0 .13 lear UG
76

On this system, 7ago, there is an Ethernet adapter (having
the Ethernet address 02:60:8c:2¢:72:01). The netstat output
also lists the network loopback interface and a SLIP connection
to the 193.0.12 subnet via the alternate hostname 72g02.

netstat -r -f inet lists the active routing tables for
the TCP/IP protocol family. The resulting output is displayed
in Listing 4. Currently, there are routes to three subnets,
193.0.10, 193.0.11 and 193.0.13. The Flags field indicates
the status of each route. The code letter U indicates that the
route is up, and G and H indicate routes to a gateway or a single
host, respectively. The remaining fields show the current num-
ber of references to each route, the total number of packets sent
via the route and the network interfaces involved. For example,
we can see that the route to host godot is via a SLIP connection.

netstat -mdisplays memory use-oriented statistics for
the network. The most important items in its output, shown in
Listing 5, are the mbuf statistics. The memory buffers are used
for the kernel data structures required for every network trans-
action. Running short of memory for mbufs will significantly
degrade network performance.

The output shown in
Listing 5 is divided into
three sections. The first sec-

Refs Use Interface : y
tion gives overall memory
usage statistics for the mbuf’
3 5290 +in pools}; Lm; 4 indicates t}ll(e
Si shosee i number of times networ
requests have been denied
0 0 en0 =>
due to memory shortages.
: = If chis value is persistentl
5 29 o this value is persistently
nonzero, you will want to
0 0 en0 der i o th
3 iasey “10 consider increasing the
o it memory allocated for mbufs.
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Listing 5. The mbuf Statistics

54 mbufs in use:

1 mbuf cluster pages in use

17 Kbytes allocated to mbufs

0 requests for mbufs denied

0 calls to protocol drain routines

Kernel malloc statistics:

khkkkkkk CPU 0 * k% Kk ok k%

By size inuse calls failed

32 ~ 2677

this output, headed by Kernel malloc statistics,
gives a more detailed breakdown of current mbuf usage by
buffer size (memory buffers are allocated in discrete chunks
of increasing powers of 2). The final section, headed By
type, lists the amount of actual memory consumed by
mbufs as well as the maximum amount of memory that
can be allocated for them, in the columns labeled memuse
and memmax, respectively.

There are a few other useful netstat options:

*-r -s List routing statistics.
* -5 Summarize overall statistics by protocol.
*-D List overall packet count statistics by

interface and by protocol.

When to Say no

AIX offers the no command for setting various kernel
network options, hence its name. The form no -a will list
the current settings of all settable options. Most of these
never need to be modified by the systems administrator. In
fact, you need to be careful when using the no command,
as it does not perform error checking and will allow you to
enter illegal or unworkable values for parameters.

The general syntax for setting an option using the no
command is:

# no -o option = wvalue ...

where option is the name of the option to be set and value is
the value to be assigned to it. The form no -d option can be
used to reset an option to its default value.

There are a few no options with which you should be familiar:

* ipforwarding — When this option is set to one, the sys-
tem will forward IP packets not destined for the local hosts,
allowing the system to act as a gateway between two subnets.
The default value is zero.
* thewall — Maximum size of the memory buffer pool (in
kilobytes). The default is 2,048, which corresponds to a pool
size of 2 MB. If the system is short of memory for mbufs, you
should consider increasing this value.

For example, the following no command enables IP forward-
ing and sets the maximum memory size for mbufs to 3 MB:

# no -o ipforwarding=1 -o thewall=3072

* tcp_sendspace and udp_recvspace — The options set
the default socket buffer size for the system. The default value
is 4,096, but the system network initialization files, /etc/rc.
net and /etc/rc.bsdnet, set both of these options to
16,384, which improves TCP/IP performance.

Note that most no settings do not persist across system
boots, so you will need to add any custom settings to one of
the system initialization scripts—the end of /etc/rc.net
is often a good location.

It is with mixed feelings that I announce my retirement
from writing Systems Wrangler. In the 59 columns I've writ-
ten since October 1992, I've learned a lot about the care and
feeding of AIX systems, and I've enjoyed sharing that infor-
mation with all of you. Thanks to all my faithful readers and
correspondents for your insights, suggestions and witty quips
over the years. 'm looking forward to my new column on
Windows NT and hope to continue to hear from all of you
in that context. =o
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Datagrams

by John S. Quarterman

Haiti and
Internet

(yovernance,
Part 1

n March 6, 1997, REHRED visible in the InterNIC WHOIS server.

John S. Quarterman is (a French acronym for Haitian InterNIC is the recording agency for all
president of Matrix Infor- Telematic Network for Research top-level domain registrations.
mation & Directory Ser- and Development) received notification Just one week later, REHRED received
vices Inc. (MIDS), which p he I Assiened Numb I ; 1 . TANA (
Jublithes Marti Mips rom the Internet Assigned Numbers an electronic mail message from L (see
Quarterly, Matrix News Authority (IANA) that its registration Figure 1) without any warning, discussion,
(monthly) and the MIDS of the top-level domain HT for Haiti nor even a copy of the fax from the Haitian
Internet Weather Report was completed, and that registration was government.
(daily). John has written or
co-authored seven books,
but the best known one is Figure 1
still The Matrix. For more
information, see http: / / Date: Thu, 13 Mar 1997 16:10:31 -0800
www.mids .org. He can From: iana@ISI.EDU
be reached by email at Posted-Date: Thu, 13 Mar 1997 16:10:31 -0800
jsq@mids.org, by veice To: rehred@acn2.net
at (512) 451-7602 or by fax Subject: Re: HT domain
at (512) 452-0127. Cc: iana@ISI.EDU

Bernard,

We recently received a FAX from the Haitian government, asking us

to redelegate the HT domain to another company for the time being.
The Internic has been informed, and we suggest you stop all activity
concerning the HT domain. FOCUS DATA has now been given the rights

to the HT domain. Please comply with this decision. The Internlc will
redelegate the domain to this company ASAP. Thank yeu for your
cooperatlon

Josh and —jon
Internet Ass:v.gned Nmnbers Authamty
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All the electronic mail messages REHRED exchanged
with TANA as well as many others are available through
its Web site, http://www.ht.refer.org/rehred/
domaine/. For Focus Data, apparently the Web server is
http://www.haitiworld.com, which claims to be
HaitiFocus.

The Old Rules: RFC 1591

It may seem normal for a national government to determine
the assignment of a national domain. However, in IANA’s own
published guidelines, REC 1591 of March 1994 (see http://
ftp.internic.net/rfc/rfcl1591.txt), “Domain Name
System Structure and Delegation” by Jon Postel, there is no
mention whatsoever of any involve-
ment of national governments in
the selection of registrars for top-
level domains. RFC 1591 does
mention “significantly interested
parties,” and presumably a national

Figure 2

government could be one of those.
But the RFC 1591 does not say

p 5 SM-105.97
that such parties may determine the

assignment ofa doma.m., nor thata e T
national government is in any way
a specially designated party.

RFC 1591 does say:

“The TANA tries to have any
contending parties reach agree-
ment among themselves, and gen- USA
erally takes no action to change
things unless all the contending Dear Mr. FOSTER:

parties agree; only in cases where

only be one registrar for a top-level country domain and, thus,
“non-exclusive” doesn’t apply. It’s also strange that the company
actually appearing now in the InterNIC WHOIS database as
the owner of HT is named Hintelfocus, not Focus Data.

It is hard to see how this fax could have been considered
an authoritative request to reassign the HT domain without
further clarification as to what it meant. Unless, of course,
IANA had received previous correspondence asking how to
get the domain reassigned and had told the interested party
that a communication from the Haitian government would
be sufficient or required. One would think it would be a
simple matter of looking in the online files of domain

requests that JANA keeps. Except that if IANA keeps such

MINISTETE DES AFFAIRES ETRANGERES .

March 13, 1997
Port Au Prince, Haiti

Associate Director of Networking
International Assign Numbers Authority (IANA)
USC/Information Sciences Institute

4676 Admiralty Way,
Marina del Rey, CA 90292-6895

Suite 1001

the designated manager has sub-
stantially misbehaved would the
IANA step in.”

Clearly, IANA did not follow
its own guidelines in this case.
There was no indication from
TANA that there was contention
that needed resolution and no
allegation of misbehavior on the
part of the existing registrar.

What did the Haitian govern-

ment actually request? After several

inquiries from REHRED, IANA
transcribed the fax (see Figure 2)
and mailed it electronically to
REHRED.

The wording is rather strange:
“non-exclusive basis, the right to
use Haiti’s Top Level Domain.”
That reads like the government
wants to be sure Focus Data can
have subdomains under HT. It
doesn’t seem consistent with asking
for Focus Data to be the registrar
for HT because there really can

Here are the sp' lﬁﬁatisns of

The Ministry of Foreign Affairs of the Republic of Haiti is
pleased to inform you that it has decided to gra.nt: to FOCUS
DATA, on a non—exclu31ve bas:xs, tphe x:lght to use H— 3.t.l s “I‘o
Level Demam. Focus DA‘I’A is a company duly regl

as an mtarnet servwe Prmr;de" (18p) . .
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files, online or not, it is not clear where or how to access
them. Transparency is lacking in this process.

This is also not the first time that IANA has suddenly
changed the registrar for a national domain and then refused
to reconsider its decision. The same thing apparently happened
with DO, for Dominican Republic, see gopher: //gopher.
funredes.org:70/11/english/M3/M3.4/M3.4.14.

[ know that when I mentioned to Jon Postel that people in
Haiti were concerned about setting a precedent of a national
government being able to dictate a top-level domain, he told
me that HT would not be a precedent, because the precedent
had been set long ago.

Meanwhile, REHRED has never accepted the domain
reassignment for HT and has made it clear at each step that
it does not do so.

IANA has been asked several times, by parties in at least
three different countries, to observe that there is no agree-
ment that the Haitian government actually did request for
the HT domain to be reassigned, and that it might be appro-
priate to cancel the reassignment and revert to the previous
assignment of the HT domain until the situation is resolved.
Despite its own previous comment that the domain was re-
assigned “for the time being,” IANA declined to do this and

instead issued a new rule.

IANA's New Rule

The email message from IANA
(see Figure 3) promulgates a new
rule of TANA procedure that IANA
appears not to have documented
elsewhere, so I quote it in full here.  To:

As near as I can tell, [ANA can  Cc:
make any rules it chooses to, so

Figure 3

From:

rehred@acn2.net

this new rule itself is not a prob-
lem. One may wonder about the
wisdom of this specific rule, as
there are few governments that
understand the Internet and plen-
ty of bad governments. Would
one really want the old govern-
ment of Zaire, for example, dictat-
ing anything concerned with the
Internet? But let’s put that aside
for the moment.

REHRED has pointed out
that this rule was only announced
after it was applied. So the parties
involved were expecting RFC
1591 to apply, complete with its
rules of due process, and were
caught by surprise.

IANA has pointed out (for
example, in email messages sent
to fewer addressees than the one
printed below) that people in
Haiti need to come to some
arrangement among themselves.

This is no doubt true, and I haven’t heard anyone argue
against it. The only catch is that apparently most people
involved in Haiti thought they already had an agreement
among themselves and with IANA until IANA’s abrupt re-
assignment of the domain.

Who should be the registrar for the Internet Domain
System top-level domain HT? I don’t know. My concern is
with the process. I was asked by several people in half a
dozen countries to observe, advise and comment on this situ-
ation, and finally to write and publish an article about it.

If the Haitian government didn’t mean to redelegate authori-
ty for the HT domain, why doesn’t it say so? Or if it did mean
to, why doesn't it say just that? These are interesting questions.

I can think of several possible reasons, for example, no govern-
ment likes to admit a faux pas and probably at this point the
ministry involved isn’t going to stick its neck out again, which
leaves the prime minister’s or president’s offices as the only
recourse. What the real reason for lack of further communica-
tion from the Haitian government is, however, I do not know.

Is a Domain Worth the Controversy?

What are these people arguing about? In effect, the right
to handle registration for domains under the TLD HT, and to
run name servers for HT. Such a registrar could theoretically

Date: Thu, 3 Apr 1997 22:58:09 -0800
postel@ISI.EDU (Jon Postel)
Message-Id: <199704040658.AA02499@zephyr.isi.edu>

iana@ISI.EDU, postel@ISI.EDU, isoc@isoc.org, lhl@cs.wisc.edu,
burack@isoc.org, heath@isoc.org, shahn@umd5.umd.edu, archie_marshall
@Qumail.umd.edu, george.sadowsky@nyu.edu, pimienta@funredes.org,
lanfran@bellanet.org, lanfran@yorku.ca, jsg@mids.org, mids@mids.org,
lpress@ISI.EDU, lgrodrig@conicit.ve, capaid@acn2.net, martine@acn2.
‘net, ebene@acn2.net, fdsmail@acn.com, cohan-brd@acn.com,

~ abruno@haitiworld.com, schillerjb@acn.com, patrick@ht.refer.org,
_gstgermain@palais.acn2.net, aremy@haitiworld.com, iana@ISI.EDU,
domreg@internic.net, hostmaster@internic.net, sheila.laplanche@

~ syfed.ht.refer.org, cresfed@acn.com, secid@acn.com, mtptc@acn2.net,

~ gstgermain@acn2.net

Subjéct:' Re: [NIC-961127.4583] HT seventh-step reaction

of thé‘gdyernmen' a
manager for the
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charge for its services, following the
precedent of InterNIC, but no one in
this case has suggested doing so or sug-
gested registration fees as a topic of con-
tention. So why do they care? The reg-
istrar gets to spend money to provide a
service with few, if any, tangible bene-
fits to the registrar. Who would want
such a position?

There are a number of less obvious
concerns. Among them are:

* The desire to fairly represent all of

Haiti without favoritism.

* Concern that another party might
not do so.

* Concern that another party may
have ties to groups or ideologies
that might cause favoritism or lack
of competence.

* Technical competence.

* Managerial competence.

* Financial competence.

* Legitimacy: The registrar of a
national domain is a stakeholder
in national network policy
decisions.

* Process.

That last item, process, is what has
made this case something more than a
bit of temporary local confusion.

There are still more plot twists in
this tale of international intrigue,
including a meeting of most of the
affected parties that was held in Haiti
and which appeared to produce a con-
sensus on the part of all the attendees
(including a Haitian government dele-
gate), except Focus Data. That meet-
ing nonetheless did not change IANA’s
decision. You can read all the gory
details in the URL previously cited.

I don’t want to get into the person-
alities involved. Suffice it to say that
the people involved are from several
different cultures and different educa-
tional backgrounds, not to mention
that many of them consider each other
personally offensive. I don’t think these
are the real issues, or at least they
shouldn’t be.

Let’s get on to the bigger issues.

ALyC and Monroe

People in ALyC (a commonly used
Spanish acronym for Latin America and
the Caribbean) have been wary of the
acts and intentions of their big neigh-

Datagrams

bor to the north since even before U.S.
President James Monroe declared that
the United States would not tolerate
interference in the western hemisphere
from outside powers.

IANA is, insofar as it assigns names
and numbers for the entire Internet,
presumably not acting as an arm of the
U.S. government. But it is nonetheless
located in the United States and staffed

entirely by U.S. nationals. More to the
point, the organization to which JANA
redelegated the HT domain allegedly
has ties to a U.S.-based telecommuni-
cations company, MCI Communica-
tions Corp., while the organization
from which the domain was taken is
apparently entirely Haitian. And this
was done with no due process and on

the basis of a rule that was only pro-

Is it new...oris it Radiant?

Now you can breathe new life into your
operating budget with repowered equipment
from Radiant. Because Radiant delivers the
same powerful performance you get from
new—for a lot less money.

And we do it with hyper speed. “Immediate
delivery” gets you on-line in no time, with a
top quality system that looks and performs
exactly like new.

Even our warranty is as good—or better—
than brand spanking new. With an overnight
replacement guarantee—for absolutely any
reason. And on-site technical support any
time that you need it.

The only difference is the price!

Only the price brings the difference to
light=up to 50% less than new!

So take a giant step up to Radiant new...
and milk the difference for all its worth!

- Radiant
7, Resources,Inc.

Repowered Computers
For The Next Generation

15 Southwood Drive, Morris Plains, NJ 07950
201-984-2120 FAX-201-984-1464
sales@radiant-resources.com

Call Toll-Free—800-500-7675

Your Leading Provider of Repowered Computer Equipment @ Sun

un Compatible @ Hewlett-Packard
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mulgated after the fact. How could this
situation not appear to favor a U.S.-
based multinational at the expense of

a locally based company?

Such suspicions become even more
rampant when one considers that the
president of Hintelfocus (according
to WHOIS -h rs.internic.net
HINTELFOCUS) is Archie Marshall,

a former assistant to Saul Hahn of the

YOU CAN'T CHOOSE &
THE RIGHT PATH

/

/

ackup, restore and archive process
B have become a central issue in
network management. The amount

of data generated in networks is exploding at
an average rate of 50% or more per year
while the value of this data is continuing to
increase dramatically. More distributed
network environments are implementing
Hierarchical Storage Management programs
to help automate file management and save
valuable magnetic disk space. A typical
network has approximately 75% of it’s files

Datagrams

Organization of American States
(OAS), who is in charge of ALyC net-
working and was involved in the sud-
den change of domain registrar for the
Dominican Republic domain, DO,
which we mentioned earlier.

Were any of these things factors in
IANA’s decision? I don’t know, but
they are more than enough to awaken
ALyC fears of U.S. intervention, par-

, WITHOUT THE
RIGHT OPTIONS

omputer Upgrade Corporation offers

users all the answers to these problem

questions. Utilizing our OmniLib

series of automated libraries, with AMASS

and DataMgr software from EMASS. We

offer turnkey solutions for all your archival

requirements. Turnkey backup solutions are
also available.

ubsystems range from 20 to 1,000
cartridge Optical libraries and 7 to 900

which have not been accessed within 30 | 470GB Jukebox

days. Your storage solution

atonly 13¢ per MB
Turnkey

EMASS

cartridge DLT libraries, all with onsite
maintenance, software support and turnkey
installations. For more details call 1-800-874-
8807 or email — cuc@optical.com for your
storage needs today throughout tomorrow.

B Storage Management Software
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ticularly in a country that has a long
history of U.S. armed occupation and
even now has U.S. troops stationed
there, however benign their purpose.
The point here is not to allege that
IANA is an agent of U.S. imperialism;
I don’t know that it is, and I sure hope
that it is not. It is rather hard to imag-
ine Jon Postel acting from nefarious
motives. However, [ANA could not
have done a better job of making people
think it is an imperialistic tool if it had
tried. The point is that ANA’s actions
in this case have been devoid of political
common sense.

Nonprofit vs. Commercial

Larry Press, OTI emerging nations
editor, goes into the issue of nonprofit
research networks vs. commercial net-
works and the HT domain in his arti-
cle “Seats at the Policy-Making Table”
in the July/August 1997 issue of the
Internet Society (ISOC) periodical,
OnThelnternet (OTI), see http://
www.1lsoc.org/isoc/whatis/
publications/oti.html. In many
countries around the world, nonprofit
research networks have pioneered
Internet access and then been over-
taken by commercial networks. Net-
workers in ALyC have heard me go
on ad nauseam about how nonprofit
networks don’t scale and only for-pay
networks can handle Internet growth.
Not to mention that MIDS is a for-
profit corporation and one of our peri-
odicals, Matrix News, is the oldest and
the first nonacademic for-pay newslet-
ter distributed over the Internet. Yer,
one of the primary topics of that news-
letter is research networks, including
REHRED, see http://www.mids.
org/mn/308/ht.html.

But we're not talking about running
a network here; we're talking about run-
ning a domain registry, which is an
endeavor with different financial and
political parameters. In addition, the
real issue here is not for-profit vs. non-
profit; the issue is decision processes.

Continued Next Month

The next installment of this two-part
series will examine who reviews JANA,
where TANA came from, and what can
be done about the Haiti situation. =
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time addressing complex security issues

imposed by our networked application
environment. I suspect the same is true for
most systems designers and administrators.
We all want to share information, but only
with our close friends and neighbors. When
it comes to electronic dollars and cents, you
want to pick your friends very carefully.
Network commerce is a fact of life, and we
as developers and implementors must
ensure the privacy and integrity of the data
that flows through the wires of the cyber
webs we spin. It’s a difficult problem.

What I find interesting is that while
we're all collectively scratching our heads
and proposing elegant solutions to “net-
work insecurity,” real-world applications
are still being deployed based on the use
of a single password for authentication.

I seem to be spending a great deal of my

Demand always seems to overcome para-
noia even when money is involved. This
means that we need to make certain our
existing password infrastructure is in good
working order while we continue to pon-
der the “what-ifs” of electronic access con-
trol and data encryption. The bottom line
is that if you have to rely on passwords,
make sure they’re good ones.

SunExpert Magazine B July 1997

The Basics

Let’s begin with some basics. Any
security system you design is going to
be limited by both policy decisions and
infrastructure restrictions. One will affect
the other. For example, you can’t require
periodic password changes if your operat-
ing system doesn’t support it. If you don't
already have a good password system in
place, here are a few things to think about
that will assist you in refining base-level
system security.

Begin by asking yourself what makes a
good password? It has to be easy to remem-
ber but not a plain-text word or phrase like
your mother’s name or words from the dic-
tionary. Does your operating environment
support rules and restrictions on formulat-
ing and choosing good passwords? Does it
provide mechanisms for requiring periodic
password changes and enabling password
expiration? How often should you require
users to change their passwords? When will
you expire passwords that have not been
changed? Are encrypted password files
readable by unprivileged users? It should
be well understood by your user commu-
nity that PASSWORDS MUST NOT BE
SHARED. It really doesn’t matter what
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security system you put in place if the procedures aren’t
ardently practiced by the masses. Sometimes the old dogs
will have to learn a few new tricks or a bad dog will come
along and take away all the bones! Finally, who in your orga-
nization requires shared access to privileged accounts and
how will you audit access?

In general, most operating systems support the password
security requirements listed above. The following discussion
focuses on how they are implemented in AIX. However, the
concepts are extensible to other UNIX implementations. I'll
also cover tools for converting other UNIX password files
into the corresponding AIX format.

Shadow Files
One of the biggest problems with traditional UNIX pass-

word implementations is that the /etc/passwd file contains
the encrypted password for each user and it is world-readable.
Although the passwd command uses one-way encryption,
crack programs can encrypt common strings and compare the
results against the encrypted password represented in /etc/
passwd. In the 1960s, this was deemed to be an algorithm
that would take hundreds or thousands of years of CPU time
to compare all the possibilities. By using dictionaries and com-
mon password patterns, faster crypt () routines and higher
speed processors available today, you can crack most common
passwords in a reasonable period of time: a nice weekend proj-
ect for a kid and a Pentium.

How do you fix this problem? You move the encrypted pass-
words into a secure file and directory that requires the use of
secure setuid subroutines to access the information. This is

what IBM has implemented in AIX. A placeholder character, !,

Example 1. AIX Password File Structure
/etc/passwd - mode 644

Almighty ‘Qwérs‘e‘er: /:/bin/ksh

Example 2. Password Restriction login.cfg

/etc/security/login.cfg

is inserted in the passwd field of the /etc/passwd file. A
secure shadow password file, /etc/security/passwd,
contains the encrypted password for each user (see Example 1).

Rules and Restrictions

Most users are not inclined to use esoteric passwords, and
they do not like to change their password more than once in a
lifetime. Unfortunately, this breaks the fundamental laws of
account security. AIX allows systems administrators to remind
users periodically that it’s time for a password change and that
they need to be imaginative in their new choice. Once the
“maxage” limit has been exceeded, users are required to select
a new password at next login. You don’t want to be a nag,
so don’t require changes too often. Also, you don’t want to
require users to be so cryptic in their choice of password that
they have to write it down on a sticky note posted on the
front of their workstation.

Under AIX, you can tailor default password aging and
character restrictions in the pw_restrictions stanza in
/etc/security/login.cfg (see Example 2) or in the
“default” stanza of /etc/security/user files. Per-user
restrictions may be set in /etc/security/user by invok-
ing SMIT mkuser (see Example 3).

From time to time, you will have to reset a user’s password
and, thus, procedures must be in place to facilitate this event.

It doesn’t seem to matter whether a password is cryptic or a
common word; people are just forgetful. A common complaint
from systems administrators is that AIX requires root’s password
to be entered before allowing you to reset a user password. In
fact, AIX does require root’s password if you are not a member
of the “security” group and if you don’t use the pwdadm com-
mand (see Example 4) or SMIT to update passwords. As a
member of the security group, you are still required to enter
your own password to validate who you are before proceeding.
There’s always a cost to security.

Superuser Access

As mentioned earlier, care should be taken when deciding
who has shared access to root’s password and how it is used.
Users with access to privileged accounts should first log in
using their own nonprivileged account and then use the
su command to setuid to privileged accounts. The su
command logs all invocations to the /var/adm/sulog
file. This provides an audit trail of who logged in and when,
and the success/failure for
each su invocation.

AIX provides an additional
level of su security by allow-
ing the systems administrator
to define whether an account
can be accessed via the su
command or restrict access
to a particular set of group
IDs (see Example 5). These
restrictions are applied on a
per-user basis in the /etc/
security/user file.
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Auditing Passwords

Even with adequate password
restrictions and rules in place, it is a
good idea to periodically audit the
passwords on your system. One of the
ways you might do this is to employ
one of the many password cracking
tools used by the hacker community.
Might as well use the tools of the
trade. You can monitor newsgroups
like a1t .2600 for the latest and
greatest password killer cracker.

If you're less inclined to play on the
wild side of the street, try the COPS
or SATAN packages available from
Computer Emergency Response Team
(CERT). These packages contain vari-
ous tools and password crackers for
validating network security. These
tools are available via anonymous ftp
from cert.org.

AIX also provides its own set of
password validation tools. These tools
are part of the larger security system
called the Trusted Computing Base
(TCB) (see Table 1). These tools may
be invoked individually or as part of
the overall system validation using the
tcbck command.

Converting

Password Files

If you are moving a large user com-
munity from another UNIX platform
onto AIX, fear not, AIX provides a
means for converting standard UNIX
/etc/passwd files into the corres-
ponding AIX format. The same tools
used to audit password file consistency
can be used to convert password files
from other systems.

First, copy the password file onto
AlIX as /etc/passwd. Once the
password file is available, execute the
pwdck command to create /etc/
security/passwd entries:

# pwdck -y ALL

Next, create user stanza entries for
each user in the /etc/security/
limits and /etc/security/
user files using the usrck command:

# usrck

Finally, update /etc/group with any

AlXtensions

Table 1. TCB Password Validation Commands

pwdck  Checks consistency of the /etc/passwd and
/etc/security/passwd files.

grpck  Checks cans:stency of the /etc/group and
. / etc/ secu rz.t.yJ group ﬁ!es .

eliable,
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and he’ll
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you take
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Example 3. SMIT mkuser

Days to WARN USER before
password expires

Password CHECK METHODS
Password DICTIONARY FILES
NUMBER OF PASSWORDS before reuse

WEEKS before password reuse

Weeks between password
EXPIRATION and LOCKOUT

Password MAX AGE
Password MIN AGE

Password MIN LENGTH

Pasrs‘word MIN ALPHA
Pas‘éwo?zi:é‘ zgijN orﬁﬁa
Pas’sawicrd‘MAX,REfEEATED '
Passy#»cﬂr‘c’i: MIN p;FFgRENT

Password REGISTRY

Example 4. Resetting a Password
# pwdadm sleepy

Changing password for "sleepy"
<your> Password:

sleepy’'s New password:

Re-enter sleepy’s new password:

Example 5. su Restrictions
robin:
. 5 <true/false> ,
sugroups = <ALL|list>

86

Number of days to warn user
with message at login.

Rules for validating proper
passwords.

Word dictionaries used to
validate passwords.

How many passwords before
reuse.

How long before reuse.

How long after expiration
before restricting access.

Maximum time before
requiring a password change.

Minimum time before a
password can be changed.

How short a password can be.

Minimum number of
alphabetical characters.

Minimum number of
nonalphabetical characters.

Maximum repeated
characters allowed.

Minimum number of
different characters required.

Authentication mechanism.

Users may su to this account.
Groups that may su to this account.
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GIDs and group members that exist-
ed on the old system. Once updates
have been completed, execute the
grpck command to create /etc/
security/group entries:

# grpck

If you happen to be working
under an enhanced security environ-
ment such as Distributed Compu-
ting Environment (DCE), you can
synchronize AIX password informa-
tion with the DCE registry using
the passwd_import and passwd_
export commands. For example,
invoke passwd_import to read
your existing AIX password informa-
tion and initialize your DCE registry.
The passwd_export tool can be
used to read from the registry and
create AIX password files.

# passwd_import
AlX password data to DCE registry.

# passwd_export
DCE registry to AIX password data.

As uneasy as we are when it comes
to network security and password
systems, you have to admit that they
do an admirable job of providing
basic access control. Sure there is a
fair amount of network hacking,
but consider the number of machines
and operating systems in the world
that depend only on passwords for
access control. Judicious use of tools
like . rhost files or enhanced sys-
tems such as Kerberos and DCE
can take the technology one step
further by eliminating clear-text
passwords flowing between systems
over a network. These tools will
reduce your exposure to network
eavesdropping attacks. Secure Sockets
Layer (SSL) protocol provides a simi-
lar function when using passwords
in a Web environment. Maybe all
we need to do is use the audio and
video support on most workstations
and implement the old secret knock
routine. Two knocks and the big
gorilla gives you the once over
before letting you access your bank
account. =o
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mkdir RCS
gl =1 =

hese two lines are 90% of what you

need. If you're waiting for a bus,

or for a compile to finish, or eating
lunch, we can help you kill some time. Kill,
yes. Waste, no. If you already use Revision
Control System (RCS), then by the time
you're done reading this column, you'll feel
more comfortable about what’s going on
underneath and you'll know some new
tricks. But if you don’t use RCS, start now.

Not knowing about the basics of RCS is

as silly as not knowing the basics of sed or
awk. It’s a fundamental and useful tool,
freely available, that runs on just about
every kind of machine you can imagine,

UNIX and non-UNIX. We use it daily.

‘Use the Right Tool for
the Job’ - Mr. Natural
What's the job that RCS is the right tool
for? Revision control. If you already know
about revision control, skip this section.
Last month, we talked about how to
make backup copies of files. We've all inad-
vertently deleted files, so we don't have to be
sold on the idea of making snapshots of our

SunExpert Magazine B July 1997

Practical RCS

work, but making frequent copies clutters
up our directories, uses up a lot of space and
becomes hard to organize and administer.

A lovely, and now venerable, alternative
is provided by Walter E Tichy’s RCS,
which lets you store all your backup snap-
shots of a file in a single repository.

To illustrate some advantages of RCS,
let’s look at a real example: pclmain.c, a
file from one of the products that we work
on. We have versions of pclmain. c that
date back to 1992. The file itself is currently
642 lines long, and we have 152 distinct
versions. Some of these versions are inter-
mediate development versions, but others
are actually parts of commercial releases,
currently in the field, which require ongoing
maintenance.

And pclmain.c is only one of 445
files that we use to build our interpreter for
Hewlett-Packard’s PCL printer language,
which is just one of many components that
go into our products.

Keeping track of all of this variation
could be a tremendous amount of work.
However, all the versions of pclmain.c
are stored in a single file, pclmain.c, v,
which is only about 5,500 lines long, near-
ly 1,000 of which are administrative notes
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outside the source code itself.
The file has grown substantially in the last
five years. However, even if it had stayed at its

Figure 1. File jeff,v Under Revision Control
S 0l jeEf,

s head 1.1;
original size (about half its current size), storing 2  access;
all our revisions would have required more than 3  symbols;
10 times as much space if we had stored them as 4 . Llocks; strict;
complete files. 5 comment @# @;
So RCS saves space and keeps the file system gt g
mampspace manageable, What eles? 7  date 97.05.02.16.50.41; author jsh; state Exp;
* RCS automatically assigns identifiers to P D
every stored revision, to permit future retrieval. 9 next ;
We can also group components of a system
under a single symbolic name, rather than need- 10 desc
ing to know the identifying number for each 11 ' @This is a test file
individual source component. 12, to illustrate the basics of RCS.
* RCS tags cach revision of a file with the name a2
of the person who made the revision and the exact sq iy
time the revision was made. It also stores the 15 165
author’s comments on the revision external to the 16 @Initial revicion
code itself, cleanly separating revision history from 17 e -
sources while joining the two physically, so there’s 18 text - -
no danger that one or the other will be lost. ;g SUSG the right tool for the job.

* RCS controls access to the files, allowing
everyone to read any version (RCS calls these
“revisions”) of a file, but only letting one person at
a time lock a version of the file to make changes.

One of the things we like about v1i is that we're not afraid to
make global, sweeping changes; if we make a mistake, we can
always undo them with a single keystroke. RCS gives us a file-
level “undo” key. We keep even trivial files (such as this column)
under RCS control, confident that whenever we go down a
dead-end street, we can always retreat to an earlier version—all
the way back to our first draft, if necessary.

How's It Work?

Lets look at an example:

$ echo "Use the right tool for the job." > jeff
$ ci jeff

jeff,v <-- jeff

enter description, terminated with single '.' or
end of file:

NOTE: This is NOT the log message!

>>

Here, we create a test file, then use the ci (check-in) command
to put it under revision control. We'll use ci again later to
check in revised versions of our file, but ci can tell that our test
file isn't already under revision control, so it begins by asking for
a description of the file, NOT the log message!. We type in
an answer:

>> This is a test file

>> to illustrate the basics of RCS.
>> .

S 1ls

jeff,v

(Note: The UNIX n

When we started, we had a file called jef £. Now, we have
a file called jef£, v. What does it look like? (See Figure 1.)

Fact number one: It’s a simple UNIX text file; you can
read and make sense of it. (If we had tried to put a binary file
under revision control it would have worked, but the extra
information added by RCS would still have been ASCII.)

In Figure 1, lines 1 to 5 contain administrative informa-

tion. We'll talk more about them in a minute, but they con-
tain keywords, such as head and locks, together with val-
ues, such as 1.1 (the last version number).

Fact number two: Its a file full of key-value pairs. Lines 10
to 13 contain the description we typed in. Notice that the key is
desc, but the value—our description-is surrounded by @ char-
acters. This is how RCS represents strings. If we have an @ sign
within our text, RCS handles that by duplicating our @ sign.

The remainder of the file is a series of versions, or “deltas,”
which let us extract any given version of the file. The easiest
way to see how they work is to add a few versions and look at
the file again (see Figure 2).

What is all this stuff? Well, first, let’s look at the current
revision, which we get by checking it out:

$ co jeff
jeff,v. --> Jjeff
revision 2.1

done

$ 1ls jeff*

jeff jeff,v

We now have both an RCS file, jeff, v, and the current
version of the file, jef £ (which is up to revision 2.1). We
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know what the RCS file looks like, but what about the
other one?

$ cat jeff
#$1d: jeff,v 2.11997/05/0217:44:44 jsh Exp $

Snowy, Flowy, Blowy,

Showery, Flowery, Bowery,
Hoppy, Croppy, Droppy,
Breezy, Sneezy, Freezy.

-- George Ellis, "The Twelve Months, "

This, too, is a regular file, even though it’s very different
from where we began. (How often do you suppose Sun-
Expert prints poetry? Though contrast this with the names
of the months in the French Revolutionary Calendar used
between 1792 and 1806: Vintage, Fog, Sleet, Snow, Rain,
Wind, Seed, Blossom, Pasture, Harvest, Heat and Fruit.)
The first line may look mysterious, but it’s only there
because we put it there; it isn't required for RCS.

Now, let’s look at the RCS file shown in Figure 2.
Lines 1 to 5 are still administrative, global information
about the file, and tell us that the most recent version
is now 2.1.

Lines 6 to 17 list the individual revisions. Among
other things, they tell us the number of each revision,
who created it, which revision it was created from, and
when it was checked in.

We occasionally find that we want a version of a file
from a specific date or time. Accordingly, RCS takes dates
and times very seriously. The check-in date is stored in
UTC (what we used to call “Greenwich Mean Time”),
which means that even if you have the RCS file on a file
system that's NFS-mounted across time zones (yes, we
sometimes do that!), the date will still make sense.

On the other hand, it’s critical that all the machines
that manipulate an RCS file have their clocks synchro-
nized. On Suns, you can do this using rdate. For oth-
er machines, there are publicly available packages that
use the Network Time Protocol. If all else fails, you
can even create your own time-synchronization utility,
which we showed you how to do a few months ago in
RS/Magazine (see “Let’s Synchronize Our Watches,”
January 1997, Page 30, or check out the software on
ourv%b[mgeathttp://www.alumni.caltech.
edu/~copeland/work.html).

The next part, the description, is unchanged. This is
provided by the person who created the file and describes
the file as a whole, not any particular revision, so there’s
no reason that creating new revisions should change any-
thing. Comments on individual revisions will come later.

But what do you do if you want to change the
description? This brings us to the catch-all command
rcs. A quick look at the rcs man page reveals that this
command lets you do all sorts of out-of-the-ordinary
operations, including things like rcs -t- 'Here'’s
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Figure 2. File jeff,v with Some Revisions

$ nl jeff,v

1 head 2.1;

2 access;

3 symbols;

4 locks; strict;

5 comment e# @;

6 2.0

7y date 97.05.02.17.44.44; author jsh; state Exp;
8 branches;

9 next 1.2;

1

11 date 97.05.02.17.40.38; author jsh; state Exp;
12 branches;

13 next 1l.1;

14 1.1

15 date 97.05.02.16.50.41; author jsh; state Exp;
16 branches;

17 next

18 desc

19 @This is a test file

20 to illustrate the basics of RCS.

21 @

22 2.1

23 —log

24 @A third version, which changes a line.

25 The file is now so different

26 that we’ve given it a new major revision number.
27 @

28 text

29 @# 5 Id:8

30 Snowy, Flowy, Blowy,

31 Showery, Flowery, Bowery,

32 Hoppy, Croppy, Droppy,

33 Breezy, Sneezy, Freezy.

34 -- George Ellis, "The Twelve Months,"
35 @

36 1.2

37 log

38 @Create a second revision by adding a few lines.
39 @

40 text

41 @dl 1

42 al 1

43 Use the right tool for the job.

44 471 2

45 @

46 1.1

47 1log -

48 @Initial revision

48 @8 / .

50 text

51 #d2 5

@
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a new description.'

Fact number three: When all else fails, the rcs (1) man
page often provides a solution. (This is, we note, a corollary
of the more general Fact number zero: RTFM.)

The remainder of the file is a series of “deltatext” seg-
ments, each consisting of a revision number, a log comment
and a string enclosed, as always, within @ symbols. The first
of these, the “head” or “top-of-the-tree” revision, is the cur-
rent version of the file. The command co jeff retrieves a
copy of that text.

Before we go any further, we'll digress to point out line 29,
the RCS 1d keyword. RCS provides several such keywords,
described in the co (1) man page, which let RCS insert various
kinds of descriptive text into files as they are checked out. In
Figure 2, the checked-out version of our file is labeled with the
name of the repository, the version, the date and time that the
version was created, and the developer who created it.

The deltatext segments that follow are instructions on how
to reconstruct each version from the version that follows it.
For example, lines 36 to 45 say that Version 1.2 can be con-
structed from Version 2.1 by deleting line 1, (line 41), adding
one line after line 1 (line 42), the text of which is "Use the
right tool for the job"and then the information on
line 43 of the RCS archive tells us to delete several lines start-
ing at line 2 of the file.

Of course, these instructions look just like instructions to
ed. Instead of reinventing the wheel, RCS just uses existing
UNIX tools to generate these deltatexts. A quick glance at the
man page for diff or diff3 will show you that both these
utilities have options that generate ed scripts of this sort.

Broken down like this, the RCS file becomes quite compre-
hensible, and you can imagine that it would be simple both to
generate and to interpret such files. You may be thinking you
could write your own RCS substitute without much trouble.
You probably could. For example, Brian W. Kernighan and Rob
Pike do just that in 7he UNIX Programming Environment pub-
lished by Prentice-Hall, 1984, ISBN 0-13-937699-2. Their ci
equivalent, put, is a 30-line shell script, counting blank lines
and comments. Their co equivalent, get, is three lines longer.
“get is more complicated than put,” they comment dryly,
“mostly because it has options.”

So what makes RCS any better than a roll-your-own ver-
sion, and why has it swept the field, nearly completely displac-
ing commercial competitors and its intellectual parent, SCCS
(an older, historically important, UNIX version control system
developed at AT&T by Marc Rochkind)? We can’t speak for

anyone else, of course, but we like it for these reasons:

1. It doesn’t break.

Once you put a source under RCS (or anything like it), the
RCS repository stores the accumulated history of that file: who
worked on it, when it changed, why it changed and so on. In
practice, RCS files are kept, used and maintained for years,
and nothing that handles them can ever afford to break. RCS
files become like the family jewels, and you can't afford to have
them stepped on when you run into an obscure error condi-
tion that someone’s forgotten to consider.

2. If's available in source code form, for free.

Not only does the price fit everyone’s budget, but the
availability of source means that as your organization switch-
es from Suns running SunOS to DEC Alphas running
OSF/1 to Pentium Pros running Linux, your old RCS files
will migrate smoothly from each system to the next. In fact,
there are versions of RCS for DOS, Windows and OS/2 for

the unconvertible Microsofties out there.

3. If's easier fo use than not fo use.

First, RCS comes with scads of options and several auxil-
iary commands, but almost all of the work is done with two
basic commands, ci and co, which you can learn in less
than a minute.

Second, we all back up old versions in various ways, but
with RCS, you end up backing them up into a single file and
not cluttering up the directory listing. Better still, if you create
a subdirectory called RCS, RCS will automatically store and
look for its repository files in that directory. (See the first cou-
ple of lines of this column for an example.)

Third, several other ubiquitous UNIX software development
tools, including emacs and GNU’s version of make, know
about RCS and RCS files. Fourth, RCS is built around simple
command-line tools and normal files. UNIX has long made it
relatively easy to build elaborately tailored interfaces on top of
simpler ones, and graphics toolkits such as Tk now make it pos-
sible to layer on an attractive GUI. Going the other way is
another story: It’s usually extraordinarily hard to take an elab-
orate, integrated, one-size-fits-all, source-code-control database
and tailor it for environments not contemplated by the vendor.

In addition to the three commands we've already men-
tioned—co, ci and rcs—RCS provides a handful of other use-
ful, related utilities—including ident, rcsclean, resdiff,
rcsmerge and rlog—that have their own man pages, which
we encourage you to look over (review Fact number zero).

4. It's a de facto standard.

RCS is certain to be installed at nearly every company you
will ever work for, and on almost every machine that you will
ever work on. Time invested in learning RCS will continue to
pay back for years, and once you've learned it, the knowledge
will stay useful across projects, machines and employers. What's
more, it’s easy to continue to build your knowledge over the
years by rereading the man pages every few months to learn
something new.

Some Drawbacks

Over the years, we've learned that whenever someone tries
to sell us on a new tool, product or idea, the question that cuts
through the hyperbole faster than any other is this: “What’s it
not good for?” If we get an answer like, “It’'s good for everything.
You should always use it,” we say, “Gosh, thanks. Well, will you
look at the time? We really must be going.” Haemer was the
first of us to discover this trick, which he applied at the first
Usenix Conference on “very high-level languages” in October
1994. He asked everyone what C++ wasnt good for. The some-
times interesting answers are discussed in his conference report
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in the February issue of the Usenix newsletter ;/ogin:.

What are RCS’ shortcomings?

1. It's space intensive.

Whenever you have a lot of users looking at each file simul-
taneously, it’s space intensive. RCS lets you extract a copy of any
version you want, but if five people each get their own copy,
then they take up five times as much disk space as a single copy.

2. File locking can be abused.

We once took charge of a source-code-control database with
thousands of source files. A little investigation uncovered dozens
of files that had been locked for years, most of them by employ-
ees who no longer worked at the company.

3. There is no way to force useful log comments.

This one is a little like complaining that there’s no way to
force programmers to write readable, maintainable C or Perl,
but it’s still a problem. We have seen too many log comments
like “Fixed bug.”

like that ourselves.) Worse still, there’s not even a way to force

(To be honest, we've even written too many
nonempty log comments.

4. RCS is built to handle files, not projects.
No project we've ever worked on has been confined to a

single file. When we work on particular releases, we don’t want

’%oking Jor the hest
storage management software”
The wxiting is'on the wall,”

* Scales to mill _
¢ Drives high per'formance tape and optical-at
stheaming Speeds
. * Retovers rrﬁlhons of files in minutes
e Standard tar format allows for transportable media
\

Stop searching; contact LSC to learn = . =
more about dur SAM-ES storage
man ementg :
software for pen systems today'

. Contact us at 61 2-4824535
|nfor‘rri@|sc:| com, or

Circle No. 28

to say, “Give me Version 1.3 of foo.c and Version 2.91 of
main.cand ...” we want to say, “Give me Release 2.02 of
the product.” Similarly, when we make changes, we're typically
checking in new versions of a suite of files rather than a single
file. Moreover, RCS has no provision for saying: “When we
check out revisions older than January 1, 1995, the checked-
out file should be called jeffrey, but for all newer revisions,
the file should be called jeff.”

On a related note, if we delete a file from a project, we
must not delete the RCS file—otherwise, we could never recon-
struct older releases—but RCS has no convenient way of mark-
ing the RCS files that correspond to deleted files. Files added
partway through a project pose analogous problems.

One way to handle these sorts of problems is to abandon
RCS for a product that has the needed functionality. This
throws the baby out with the bath water. Another is to write
a layer on top of RCS that provides the needed functionality.
Most of us who have been in the UNIX industry for several
years have done this more than once.

The good news is, that’s no longer necessary. A few years
back, Brian Berliner, at Prisma, wrote such a layer, called
Concurrent Versions System (CVS), that has many of the
advantages of RCS: It’s mature, it’s stable, it’s well-designed,
it’s available in source form and it’s free. Next month, we’ll
talk about CVS.

Until then, happy trails. =o

ALPHANUMERIC
PAGING FOR UNIX

Email forwarded to pager automatically
Pages can be generated from scripts, and
network monitoring programs
GUI and command line interface

* Works with any paging service
Automatic email confirmation, history logs
and error reporting
Client-server technology
Works with digital and alphanumeric pagers

Personal Productivity Tools
for the Unix Desktop

14141 Miranda Rd

Los Altos Hills, CA 94022
Email: sales@ppt.com
Tel: (415) 917-7000

Fax: (415) 917-7010
http://www.ppt.com

Circle No. 33
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to market DB2 the way it:could.

s, Granted databases aren't IBM'S =

core competeﬁcy, the wgy they are
market leader Oracle Corp.’s. But

" still, DB2 doesn’t get the resped;,

P

it deserves, espétlalfy on the
RS/6000. After all, according to il
IBM, there are more than é mlllldn
copies of DB2 mstalied worldwide:

Wg&ore than 750,000 on 05/2;
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250,000 on AS/400s; 7,000 on
VS/OS/SQO, another 7,000 on
VM and VSE (SQL/DS), and close

to 10 000 on UNIX platforms.

: “Another way of looking at the

\ers, says Janet Perna, general
manager of data management for
IBM’s software solutions division,
is to realize that DB2 is used by
more than 100,000 corporations
and 30 million users worldwide.
And, according to a 1996 survey
of 130,000 U.S. computer sites
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conducted by La Jolla, CA-based Computer Intelligence, 84%
of the sites with more than 1,000 employees use DB2. In
other words, even though Oracle always seems to come out on
top with market share numbers, DB2 is a very big player with
solutions for just about any application need.

Most customers still use DB2 for online transaction pro-
cessing (OLTP) applications, but a growing number are har-
nessing its power for decision support
and data warehousing and for doing e-
commerce. L.L. Bean and Eddie
Bauer, for example, both use
RS/6000s, DB2 and Net.Data to do
business over the Web. As Perna says,
referring to Geoffrey Moore’s books
(Crossing the Chasm and Inside the
Tornado, both from HarperCollins
Publishers Inc.), object-relational and
multimedia are still deep into the
technology phase—perhaps only just
beginning to move into the visionary
phase. Nevertheless, Perna says that
increasing numbers of DB2 customers
are both interested in data warehous-
ing (IBM’s Visual Warehouse is a
$20,000 bundle for creating 50-GB
data marts, but DB2 itself can host
much larger data warehouses), and
using technology offered by DB2-
based products such as Digital Library.

So DB2’s Universal Server (planned
for release by the time you read this or
soon after) deserves your scrutiny, and
IBM even makes it easy for you to do
just that. Surf to http: //www.
software.ibm.com/data, and you
should find a link that invites you to
download a free 60-day evaluation copy of DB2 for Windows
95 or NT. This isn't an “Oracle Lite” type product—it’s the
real thing, a general-purpose “universal server” that lets you
do OLTP, data warehousing and data mining, even over the
Web if you so desire. Read this month’s cover story on univer-
sal servers (“RDBMS:s in the Spotlight,” Page 44) for more

about where DB2 is today and where it’s going—as well as a

IBM’s 'data extender' approach expands
the traditional DB2 system catalog
tables with additional metadata tables.

look at the other RDBMS and ODBMS vendors. In this arti-
cle, the focus is more DB2-centric, with an emphasis on using
the DB2 Universal Server.

And, by the way, if you havent checked out IBM’s database
page (http://www.software.ibm.com/data) recently,
you should, because it gives you a great overview of IBM’s
database-related tools (see Table 1).

TABLE 1

Common Server Yields to UDFs, UDTs

Today, IBM maintains three separate code bases: IBM DB2
2.1 Common Server (for AIX, OS/2, Solaris, HP-UX, SCO,
SINIX, Windows N'T and 95), DB2 for MVS Version 4.1
(Version 5.0 is in beta) and DB2/400. All three siblings share
an increasingly consistent SQL that’s “close to SQL92 Entry
Level” compliant, says IBM’s Perna, but aren’t likely to ever be
consolidated because of backward com-
patibility problems—the mainframe and
AS/400 versions of DB2 are simply too
tightly integrated into the MVS and
OS/400 operating systems.

DB2 was the first RDBMS to ship
support for object-relational data types
(such as image, video, audio and text),
starting in June 1996, and is poised to
expand that with the DB2 Universal
Database (UDB) Server. Plus, with
user-defined functions (UDFs) and
user-defined types (UDTs), users can
define their own. IBM’s “data extender”
approach expands the traditional DB2
system catalog tables with additional
metadata tables: one of these has infor-
mation about which extenders are
installed, and other tables are created
as needed, per database table and per
extender. No cartridges, no Data-
Blades, no new middleware API to
master—just a few UDTs to use in your
Data Definition Language and some
UDFs to qualify your data in INSERT,
DELETE and UPDATE statements.
Developers also have the option of run-
ning the extenders either inside or out-
side DB2’s kernel address space.

Depending on the data extender you choose, you'll use the
UDFs to harness special search engines (see “DB2 Universal
Database Architecture”) that support, for example, IBM’s
innovative Query By Image Content.

You may not need to use the multimedia extensions, howev-
er, because IBM has enhanced its base data types with a binary
large object (BLOB) data type that can now accommodate up to
2 GB of data, character large objects (CLOBs) and
double-byte character large objects (DBCLOBs).

Even if you aren’t interested in using DB2’s
multimedia extensions, UDB offers many new fea-
tures, especially for data warehousing or data mart
applications, including support for 64-bit memory,
bit-mapped indexes, star joins and new ROLLUP
and CUBE functions. DB2 Universal Server, which com-
bines DB2 Common Server and Parallel Edition into a com-
mon code base-symmetrical multiprocessing (SMP) and
massively parallel processing (MPP) support is offered at no
extra cost—also offers built-in support for user authentication
and directory services using Distributed Computing
Environment (DCE), bi-directional replication, and
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enhanced Internet support via Net.Data and
Java database connectivity (JDBC).

DB2 for AIX and Windows N'T now offer
double-byte character capabilities required to
support Asian customers with native-language
interfaces and clustering support in a variety of
operating environments for load sharing and
redundancy, point-in-time tablespace and
table-level recovery, and fast restart. DB2 is also
certified with C2 level security and ships with
support for more clients, including Apple
Computer Inc. Macintoshes and Silicon
Graphics Inc. systems.

IBM is also working with vendors such as
Environmental Systems Research Institute Inc.
(ESRI), which markets the popular GIS (geo-
graphical information systems) mapping soft-
ware, to provide additional extenders, and
with firms such as SAP America Inc. to make
sure SAP for DB2 continues to be what IBM
says is the best platform choice for a tightly
integrated application/database combination
for S/390, UNIX, AS/400 and N'T users.
(IBM and SAP have just opened a new
IBM/SAP integration and support center at
IBM'’s Santa Teresa Laboratory in San Jose,
CA, augmenting the SAP and IBM teams
already in place at SAP’s Walldorf, Germany, headquarters.)

Earlier this year, IBM and Arbor Software Corp., Sunny-
vale, CA, announced that they will work together to integrate
technology from Arbor’s Essbase directly with DB2, creating a
new online analytical processing (OLAP) offering called the
IBM DB2 OLAP server. The new server, which will allow net-
worked clients to access multidimensional data through Web
browsers and is scheduled for delivery later this year, matches
similar OLAP products from Oracle (Express) and Informix
Software Inc. (MetaCube).

LCompanies Mentianed in this Articla

DB2 Universal D"'ﬁt'abaséfArchitéctu?e

SAP and Arbor are just two of IBM’s 1,000+ partners with
more than 2,000 products that work with DB2 (for more
information, see http: //www.mfi.com/softwareguide/
DB2-Solutions), and, as you saw from the list of tools on
IBM’s database page, IBM has a slew of its own products that
work with DB2 to provide the following:

* Heterogeneous data access, i.¢., to non-IBM data, with
DataJoiner (ODBC and JDBC are built into DB2 along
with Distributed Relational Database Architecture, DRDA).

¢ Web enablement with Net.Data.
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¢ E-commerce with Net. Commerce.

* Data warehousing using data marts with Visual Ware-
house (management component available on NT or
OS/2 only), including optional Visual Warehouse
Adapter extension to support IMS and VSAM data files.

* Data mining with Intelligent Miner.

* Analysis with Lotus Development Corp.’s Approach and
Intelligent Decision Server.

* Developer tools like VisualAge for BASIC (with support
for ActiveX as well as CORBA), VisualAge for Java—and
other VisualAges for Cobol, Smalltalk and C++.

Getting Started

Prodded by competition from Microsoft Corp. and even
Oracle, IBM has made DB2 installation a lot easier than it
used to be. Still, the beta copy I reviewed included a 179-page
installation manual. Although you might get away with
installing Microsoft’s N'T-based SQL Server without reading
the manual, DB2, like Oracle, is a bit more complex. It pays
to read that manual carefully and even attend database admin-
istrator (DBA) classes.

The manual provides useful information on planning the
installation along with all the combinations and permutations
you may need, such as host access, help migrating data from
previous versions, access to DB2 from the Web and/or API
access via the DB2 Software Developer’s Kit. (You have to

install database extenders from a separate CD-ROM.) The
manual also has about 50 pages devoted to installing client
software and configuring DB2 communication with CCA,
and a helpful appendix on suggested naming rules. DB2’s
entire manual set is available on CD-ROM in PostScript for-
mat, with subsets also available in HTML and Adobe Systems
Inc. Acrobat PDF format.

Once you've installed DB2 and logged into the system, I'd
recommend installing the SAMPLE database to get your feet
wet—similar to the pubs database that ships with SQL Server
or the starter database you can create during Oracle installa-
tion. With SAMPLE, IBM makes it easy both for DBAs who
are new to DB2 and developers who want to experiment with
DB2. You'll find easy-to-follow steps in the installation man-
ual—even instructions on how to get started writing your own
Java or Call Level Interface/Open Database Connectivity
(CLI/ODBC) program. o

Karen Watterson is an independent San Diego, CA-based
writer and consultant specializing in client/server and data
warehousing issues. She writes monthly columns for Windows
NT Magazine and DM Review, is editor of Pinnacle Publish-
ing’s Visual Basic Developer and SQL Server Professional news-
letters, and has written two books for Addison-Wesley: Visual
Basic Database Programming and Client/Server Technology for
Managers. Email: 1119390@mcimail . com.

Ultra SCSI End to End

[FT-3102U

Height
* Active-Active Failover
* Global Spare
* Expandable RAID

* 486DX2-66 CPU, 3-1/2” Half
Height

* Active-Active Failover

* Global Spare

* Expandable RAID

* 3 Ultra Wide SCSI Channels

* 64 MB Cache Memory (EDO)

Infortrend v

RAID Controller Specialists Since 1992

* 486DX2-66 CPU, 5-1/4” Half

* 6 Ultra Wide SCSI Channels
* 128 MB Cache Memory (EDO)

1

R
-
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IFT-2101U

* 486DX2-66 CPU,
PCI-SCSI Half Size Card

* Global Spare

* Expandable RAID

* NT GUI RAID Manager

¢ 2 Ultra Wide SCSI
Channels

* 64 MB Cache Memory
(EDO)

INFORTREND’S RAID
CONTROLLERS ARE FAST
...VERY FAST!
Ultra SCSI End to End

Rose Datasystems Inc. (US Distrubutor)
1630 Oakland Rd, Suite A110

San Jose, CA 95131 USA

Tel: (408) 453-9168 Fax: (408) 453-9166
www.rosedata.com sales @rosedata.com
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To advertise your product/service in the next issue of

the RS/Magazine MARKETPLACE section or for more
information, please call Carol Flanagan at

Email: caflanag@aol.com

(508) §39-4016

Check Out Our Web Site http:/ www.cpg.com

Why Pay More?

IBM RS/6000

From an IBM National complete Line distributor

IBM 8MM 5-10 GB 7208 $2400
IBM GUARANTEED IBM 3151 Terminals  $295

SAVE OVER GOING DIRECT TO IBM

FULL LINE SUPPLIER / SYSTEMS IN STOCK
417 @ 250 » 25T @« 25W ¢ C10 » C20
42T ® 43P » C20 @ 320H * 340 * 350
360 © 370 * 380 @ 390 ® 39H ® 550

58H @ 59H e 590 ¢ R30 * J30 * J40
G30 ® G40 » E30 * F30 * F40  R40

J50 © R50 ® G50 ® F50 o SP2

JNational Data - |

EMAIL: RS6000@natdata.com *MEMORYe
http:/ 4 www.natdata.com CPU upgrades
u Storage
SSAeRAID

CALL : 800 - 406 1811
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RS/Magazine MARKETPLACE

RS/ 6000

BUY-SELL-LFASE
| BRANDS  [WARRANTIES

NEW & USED . IBM-IBM/OEM |  30-Day & Original |
'Features-Disk-Tape | - Kingston-Seagate | . Manufacturers )

|

- Machines-Memory | - & More | . Agreements

S S s e ==

**FREE In-House Technical Support**

Frank Orlando Jr. & Co., Inc.

IBM is a registered trademark of International Business Machines Corporation.
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To Find Out More About Computer Publishing Group Visit Our Web Site.
http://www.cpg.com

RS/6000 S RS/6000
New & Used M I New & Used

ORACLE Minnesota Systems International, Inc. ORACLE
Enabling the Information AgeTMBUY ® SELL ° TRADE Enabling the Information Age™
Systems * Features * Peripherals * Memory * Parts * RAID
All Hardware Guaranteed * Visa & MasterCard Accepted

CALL TODAY 800-947-0811

Former IBM RS/6000 sales staff available for immediate answers to all your hardware questions.

1701 East 79th Street » Suite 11 « Minneapolis, MN 55425
Phone: (612) 883-0808 FAX: (612) 883-0893
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RS/6000

NEW & RECERTIFIED RS/6000 PRODUCT
4 IN-HOUSE TECHNICAL SERVICES
% SAME DAY SHIPPING (UNTIL 7:00 PM CST) E \/- O L \/- I N G
- UPGRADES ~ PARTS ~ FEATURES

KINGSTON PRODUCT DISTRIBUTOR

SPECIALISTS IN RS/6000
RS 2. (3
EVOIVING PRODUCTS & SERVICES

—g—= N
SOLUTIONS SOLUIITONS

SHORT-TERM RENTAL/LEASE

|
6525 CECILIA CIRCLE BLOOMINGTON, MN 55439 612 .944 . 9200
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DICKENS

D AT A S Y8 T E M §

B

JOIN A LLEADER
IN THE UNIX

MARKETPLACE

COME GROW WITH US...

Due to our continued and impressive growth, Dickens
Data Systems, Inc., headqguartered in Atflanta, has several
local and nationwide career opportunities available.

Prnifessional Seevices (nationwi
Systems Engineer — provides planning services, configura-
tions, installation and administration services and support
for the IBM® RS/6000™ SP'™ (Scalable POWERParallel”).

Systems Administrator - provides hot-line support, trouble-
shooting and installation support for the IBM RS/6000.

Dickens offers highly competitive salaries, benefits and Employee
Stock Option Plan. For consideration, fax your resume to: (770) 442-
7975 or send to: Dickens Data Systems, Inc., 1175 Northmeadow
Pkwy., Suite 150, Roswell, GA 30076, attention: Rick Bawsel. See us
on the Web at www.dickens.com. Dickens is proud to be an Equal
Opportunity/Affirmative Action Employer.

The IBM logo is a registered trademark and the IBM Business Partner emblem is a
trademark of International Business Machines Corporation and are used together
under license. IBM and Scalable POWERparallel are registered trademarks and
RS/6000 and SP are trademarks of International Business Machines Corporation.

Send Resume To The Above Listed Address
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FAX: 612 .944 .9292

Reach Over

93,000

Buyers In the UNIX
Client/Server Market.

Advertise your product/service in the
SunExpert or RS
Marketplace Section.

Call Carol Flanagan

(508) 839-4016

UNIX STUFF!

IBM, SUN,

WordPerfect 7.0 1st user 495 425
Netscape Communications Server 995 925
FrameMaker 1-user (floating license) 2500 2225
Informix-4GL Development 5-user 4500 3870
Informix-SE Development 5-user 2500 2125
Term Communications Software 695 595
LP Plus Print Manager/Spooler 4-printer 695 575
SoftWindows MS-Windows Emulator 549 475
Spatch alphanumeric paging 4-user 350 310
DoubleVision Remote Support S/W 695 575
Uniplex I+ (20-user) 5500 4395
Disk_Pak Disk Optimizer/Defragger 1495 1230
Cheyenne Arcserve/Open Backup SW 1995 1575
Legato Networker Backup S/IW 2500 2195

Digiboard 16 port I/O card/concentrator 2395 1995
WangDAT 8GB 4mm DAT Tape Ext 1495 1095
Exabyte 14GB 8mm Tape Backup ext. 3275 2395

DDS Ethernet Card 16bit MC (10Mbps) 595 495
PC Enterprise WIN 95 NFS, emulation 645 545
FTP OnNet TCP/IP & NFS DOS/WIN 450 350
Hummingbird PC X-Server Win, NT,'95 545 425

FAX from UNIX!

Put VSI*FAX, the PREMIER UNIX
fax solution on your UNIX server.
Then send/receive faxes from
your terminal or Windows PC's!

VSI*FAX 2.1 Fax Software 1995 1795
(Postscript, PCL, GUI, CUI Support)

VSI*FAX Windows Client 5-user 495 425

Multitech 19.2 FAX/DATA Modem 269 145

I ] EXPRESS! |

Your direct source for the best
UNIX & networking pr
45Whitney Road, Suite B8, Mahwah.NJ07430

100's of other UNIX products available!

Fee 1-800-445-9292 r.

Shipping! hitp://www/osexpress.com Delivery!
Ask for our free product list!

Fax: 201-847-8899 MC/NISA/AMEX,

E-mail: wiz@osexpfess.com C.0.D. & Net Terms
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Buy < Sell - Lease « Short Term Rental

- RS/6000

New/Used © SP2 Systems
« Sun SPARCstations

» Routers

One of the Largest RS/6000 Inventories in the World.

Machines - Printers - Peripherals

Disk Tape Memory
Original Manufacturers and Third Party Product

Call Sales Department Toll Free: 1-888-222-0929
847-788-0208 or Fax 847-788-0209

Newcourt Technologies, 5100 Newport Drive, Suite 6 [ Newcourt

Rolling Meadows, Illinois 60008 technologies
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RS/6000

NEW - REFURBISHED

BUY . SELL - LEASE

SYSTEMS - PARTS
PERIPHERALS

)

= -
— {

T T ey o St i e ey 7,
Worldwide Trade Corporation

' N ¢ \ 5253 Edina Industrial Blvd.

b Edina, MN 55439

IECHNOLOGY GROU A (612) K41 8004

Fax (612) 8317018

Upgrades + Memory » Peripherals * Tape * Disk
Buy » Sell » Lease  New and Recertified Systems feirsio Mo, an3

Call: 1-800-880-0202, Fax: 1-210-308-0255
E-Mail: encore@connecti.com
or our website: www.encoretech.com
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NEW PRODUCTS

The product descriptions are compiled from data supplied by the vendors.
To contact them for more detailed information, circle the appropriate reader

Box Accelerates
Veritas File System

Sites running Veritas Software Corp.’s
Veritas File System and Volume Manager
may want to consider MegaRam-VA, a
Veritas accelerator from Imperial Tech-

nology, which is said to improve the
software NES-RAID throughput by 2

pectra Lognc has released the

Spectra 5000 family of auto-
mated tape libraries. Based on
new 4mm DDS-3 tape drives,
the Spectra 5000 series delivers
double the data transfer rate and

triple the data capacity of previous

4mm DDS-2-based tape libraries,
Spectra says. The new libraries
offer up to 1.4 TB of compressed
data at aggregate transfer rates
of up to 34.6 GB/hour.

An entry-level, single-drive,
20-tape cartridge model is being
offered, which boasts 240-GB

(480-GB compressed) capacity and a 4.3-GB/hour
(10.75-GB compressed) transfer rate. If required, users
can install up to three more drives to increase data
transfer to 17.2-GB/hour (43-GB compressed). Custom-
ers can upgrade to 40 cartridges for 480-GB (1.2-TB
compressed) capacity or a maximum of 60 cartridges
for 720-GB (1.8-TB compressed) capacity.

The Spectra 5000 tape libraries feature a Windows-

service number on the card located elsewhere in this issue.

to 1. Imperial suggests that large data-
base environments are good candidates
for the new MegaRam-VA technology
because they have fast I/O throughput
requirements.

The MegaRam-VA uses solid-state
disk technology to improve system
performance. The company says access
time for the MegaRam-VA is 0.035
msec, or about 3,000 times faster
than conventional disk technology.
MegaRam-VA also offers a 20-MB/s
sustained data transfer rate.

MegaRam-VA appears to the host
to be just another SCSI disk. A built-in
data retention system ensures that no
data is lost due to power outages.

The product ships in six models.
Prices range from $6,250 to $9,750.

Imperial Technology Inc.

2305 Utah Ave.

El Segundo, CA 90245

http.//www.imperialtech.com
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EIS Offers Ultra AX Clone

EIS Computers, a provider of low-cost
UNIX workstations, has come up with an
offering built around Sun Microsystems
Inc.s Ultra AX motherboard. This new
platform, named Fusion, is a step up from
EIS’ Dual Pentium Pro chassis. The com-
pany is positioning Fusion as a midrange
SPARC workstation and departmental
server with flexible configuration options.

One sample configuration includes
an Ultra I CPU running at 170 MHz
with 512 KB of cache and 64 MB of
DRAM. It is packaged in a rack-mount
chassis and offers an Enhanced
Integrated Drive Electronics (EIDE)
interface, 12X CD-ROM. A 2.5-GB
hard drive comes standard as well as a
1.44-MB floppy, PS/2 keyboard and
PS/2 three-button mouse. The monitor
is a ViewSonic V17GS with 1,280 by
1,024 at 66-Hz resolution. This model
also includes a 2-MB Enhanced Data
Out (EDO) DRAM PCI video card.

like graphical user interface and
- use atouch-screen design. Func-
tions include cartridge entry/exit
port password security, drive and
library condition status and a
queued unload feature that sim-
plifies off-line media vaulting and
archiving. An optional bar code
reader is offered for cartridge
inventory and management func-
tions. The new 4mm DDS-3 drive
technology offers a 200,000 mean
time between failure rate at a 20%
duty cycle. The 5000 series is said
to support many industry backup

and hierarchical storage management packages.

Prices range from $8,550 to $30,420, depending on
the number of drives, cartridges and other options.
Spectra Logic Corp.

Boulder, CO 80301
http://www.spectralogic.com
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The price for such a configuration is
$6,599. Tower and desktop versions are
also available.

Fusion will run any software applica-
tion compatible with a Sun workstation,
including all Netscape Communications
Corp. servers. EIS integrates a wide
variety of Internet and intranet software
products, including storefront, security,
credit card payment and high-perfor-

New Products

mance Web and database servers onto
Fusion servers to develop turnkey Web
commerce solutions for customers.

Other supported peripheral options
include a Sun UltraSPARC II CPU,
250-MHz, 1-MB cache plug-in replace-
ment card, Sun Creator Graphics 2D or
3D video accelerators and a PCI Fast/
Wide Ultra SCSI host adapter. Contact
EIS for pricing and availability.

projects, yet depend
on a ten dollar mouse.

Go figure.

That simple little mouse on your desktop could be costing you time and productivity.
And that means money. So visit our website and learn more about
MOUSE-TRAK trackball mice. You'll find them a welcome addition to any computer system.

Visit today and register to win a notebook computer.
www.mousetrak.com

PERSONAL
MOUSE-TRAK

PROFESSIONAL
MOUSE-TRAK

P s »

@
b
¢ /

O~

N

$99.00

$149.00

INDUSTRIAL
MOUSE-TRAK

EVOLUTION
MOUSE-TRAK

&

§295.00

ITAC Systems, Inc. 972 494-3073 Fax 972 494-4159 800-533-4822 www.mousetrak.com
© Copyright 1997 [TAC Systems, Inc. 3113 Benfon Street Garland, Texas 75042
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EIS Computers Inc.

207 W. Los Angeles Ave.
Ste. 303

Moorpark, CA 93021
http://www.eis.com
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SPARCalike Web Servers
Unwrapped

Ross Technology, maker of the hyper-
SPARC microprocessor and Solaris-com-
patible systems, has announced two high-

i performance Web servers. These systems
i are designed as cost-effective alternatives

You create million dollar

to Sun’s Netra i family of Web servers,
the company says.

The hyperSTATION Web Server sys-
tems, in either 200-MHz or 125-MHz

configurations, come fully equipped with

Netscape Communications Corp. Suite-

: Spot, for full Internet functionality.

SuiteSpot includes Netscape’s Enterprise
Server, Catalog Server, Proxy Server, Mail
Server and News Server.

The 200-MHz hyperSTATION
RTHS30-WEB is configured with 256
MB of RAM, a 7,200-RPM 4-GB disk

drive, a 7,200-RPM 2-GB OS/application

drive, 100BaseT Ethernet, 6X CD-ROM

and Solaris 2.5. The 125-MHz hyper-

STATION RTHS20-WEB has 64 MB of
RAM, a 7,200-RPM 2-GB disk drive,
10BaseT Ethernet, 6X CD-ROM and
Solaris 2.5. Pricing for RTHS30-WEB

i and RTHS20-WEB is $23,950 and

$14,650, respectively.
Ross Technology Inc.
5316 Hwy. 290
West Austin, TX 78735
http://www.ross.com
Circle 103

Applets Can Process
Analog-to-Digital Data

A new Java-based toolkit called the
NetAcquire Java Toolkit from Real Time
Integration reportedly enables Java applets
to acquire, process and update real-time
analog and digital data over an Ethernet
network. The Java applets, the company

i says, rely on a TCP/IP network to com-

municate with the NetAcquire server,

i which contains analog-to-digital conver-

sion hardware.
The NetAcquire toolkit contains a
package of Java classes that provides

¢ stream-based communications with the



NetAcquire server hardware. The classes
are responsible for handling all low-level
details of network I/O, flow control and
error handling. Sample applications are
also included, featuring real-time chart-
ing, industrial process control, laboratory
monitoring, distributed test and measure-
ment and real-time simulation.

The NetAcquire server hardware
runs an optimized real-time operating
system with an onboard Intel Corp. 486
processor. Sensor inputs include volt-
age, current, digital signal and contacts;
and control outputs include waveform,
pulse and levels. The NetAcquire server
also includes a Web server, allowing

New Products

developers to upload their Java byte code,
making the applets available to the entire
organization.

Applets written with the NetAcquire
Java Toolkit run on any Java-enabled
browser, and the toolkit is compatible
with JavaSoft’s Java Developer’s Kit
1.0.2. The NetAcquire control hard-
ware is priced at $5,495, and the Java
Toolkit costs $495.

Real Time Integration Inc.

10900 N.E. 8th St., Ste. 900

Bellevue, WA 98004

http://www.realtimeint.com
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XEDIT Emulator for UNIX
Introduced

Treehouse Software has unveiled
SEDIT, a UNIX editor that emulates
mainframe XEDIT and PDF editors.

SEDIT provides both character- and
GUI-based editing modes. According
to the company, it also provides many
features not found in XEDIT/PDE,
such as cut/copy/paste, unlimited undo,

copy/move of rectangular blocks of text,
search and replace of FORTRAN or C
variables, interaction with compilers and
more. SEDIT also includes an FLIST-like
utility that simplifies the browsing of
UNIX directories.

Also unveiled by Trechouse is S/REXX,
a UNIX macro language that emulates
the IBM mainframe REXX language.
S/REXX can be used to create macros for
SEDIT, perform systems administration
functions and even develop applications,
the company says. S/REXX supports pro-
grams of virtually unlimited size, contain-
ing any number of nested parentheses,
variables and so on.

S/REXX supports Motif or OpenLook
dialog boxes, with buttons, toggles, input
zones and so on. S/REXX also interacts
with C programs and UNIX system com-
mands. The software is available for IBM
AIX, HP-UX, SunOS and Solaris, Silicon
Graphics IRIX and other UNIX flavors.

Also available is the S/REXX Debug-
ger, a GUI-based debugging environment
for the S/REXX macro language. The

OLAR[S tcdmoloo\ rom Sun. Now you can

Get the most from the hottest new

Master New Terrain

master th( complex terrain of a pplying

and maintaining Ultra Enterprise Servers in your mission-critical
environment. Comprehensive education for Ultra Enterprise
Server users is now available.

Here are just some of the skills you will learn:

e Utilize new server features

® Diagnose system problems

e [nterpret system status and information

e Troubleshoot hardware and software failures

Sun Enterprise
Server Training

That's Not All. Polaris Also Provides:

® Sun’s complete curriculum of technical and end-user training
e Hewlett Packard Training Programs

e Custom, On-Site, and Personalized Training ’”{”SZ!H

Solutions to meet your needs At

Sun Authorized training programs from Polaris give students
personalized attention to learn the skills they need in their
everyday work environments. Our courses feature a combination
lecture/lab format, friendly, expert instructors, comfortable
learning facilities, limited class sizes, and excellent student-to-
equipment ratios.

For all of your Sun education needs, contact Polaris at 1-800-
541-5831 X224 in the US or +31-26-3116068 in Europe, or
send an Email message to training@polaris1.com in the US or

, . training@polaris.nl in Europe.
Support Ser

W \\.p()laris

ission-Critical Client-Server Networks.

POLARIS

Sun, Sun Microsystems, and the Sun Logo are trademarks or registered trademarks of Sun

Let Polaris education help you reach new horizons!
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New Products

S/IREXX Debugger reportedly allows the
: user to step through the execution of S/

- REXX programs, locating and fixing bugs.

SEDIT with a fixed CPU-specific

 license costs $600; a floating license costs
$660. A fixed-license S/REXX costs $600,
. and a floating license costs $660. An
¢ S/IREXX Debugger fixed license costs
: $300; $330 for a floating license.

Treehouse Software Inc.
409 Broad St., Ste. 140
Sewickley, PA 15143
http://www.treehouse.com
Circle 105

 ORB Features CORBA
- Security Services

A new Object Request Broker (ORB)

¢ from ICL, the DAIS ORB, is said to be
i the first of its kind to offer Common
i Object Request Broker Architecture
(CORBA) security services, as specified
. by the Object Management Group
(OMG). OMG hopes the inclusion of a
i security framework in the CORBA
+ architecture will result in its widespread
: acceptance in business environments.

CORBA security services are said to

. equip the DAIS ORB with the following
. functionality: user authentication, access
. control, security associations (e.g., ex-
changing of credentials), message protec-
! tion, automatic auditing of user actions,
. and security and policy administration.

DAIS ORB runs on more than 30

platforms, including Solaris, AIX, HP-
i UX, Windows NT and 95, as well as
: VMS and OS/2. Support for develop-
. ment languages includes C, C++, Visual
C++, Visual Basic, Java, COBOL and
: OLE. DAIS ORB is compliant with
. other CORBA-compliant ORBs.

DAIS ORB costs $2,995, and CORBA
security services cost $150 per user.
ICL Inc.
11490 Commerce Park Drive
Reston, VA 20191
http.//www.icl.com
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- ODBC Driver Unlocks
- Nonnormalized Files

Basis International has announced

- Release 1.1 of its ODBC (Open Data-
. base Connectivity) Driver, which is said
- to allow business software developers to
t access legacy data without having to

SunExpert Magazine W July 1997

normalize files. The driver lets users un-
lock Business Basic data files created using
Basis’ BBX programming language, the
company says. BBX is a multiuser, multi-
tasking version of Business Basic, released
in 1985, that runs on several UNIX
flavors, including AIX and SCO, and
Windows and DOS operating systems.

Release 1.1 of the 32-bit ODBC
Driver can read and write both nonnor-
malized and normalized data files. Legacy
data is commonly nonnormalized, thus
fields may have subfields, data may be
aligned on half-byte boundaries and more
than one type of record may exist in the
same file. With the ODBC Driver, Basis
says, any application can access nonnor-
malized Business Basic files. Without the
driver, legacy data would have to be con-
verted to a normalized format. The
ODBC Driver also provides international
character set translation, time stamps and
support for shared drives.

License fees cost $150 per copy; vol-
ume discounts are available.

Basis International Ltd.

5901 Jefferson St. N.E.

Albuquerque, NM 87109

http.//www.basis.com
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All-in-One SCSI Converter,

Extender, Isolator

Atto has introduced SCSI Sidekick,
an OS-independent SCSI signal convert-
er, SCSI bus extender and bus isolator.
Sidekick is said to enable administrators
to combine single-ended and differential
SCSI devices, triple SCSI cable lengths
and remove a single SCSI device without
taking down the entire system.

Sidekick converts the SCSI signal from
the host adapter, enabling communication
between single-ended and differential
SCSI devices on the same SCSI bus. This

way, users are said to benefit from noise

reduction and extended cabling found in




differential SCSI devices, while working
with low-cost, single-ended products.

Sidekick also addresses the cabling
limitations of Ultra SCSI, Atto says, by
“repeating” incoming SCSI signals be-
fore sending them to their target device.
Meanwhile, Sidekick protects itself against
heavy bus operations with a 1.5A fuse.

SCSI Sidekick is equipped with a
number of features to make integration
easy, the company says. For example, a
male connector allows a direct connection
with another device, and a dual connector
enables multiple configurations. Other
features include dual porting, built-in
auto-termination circuitry, a choice of
form factors (3'/2- and 5'/4-inch) and
bidirectional operation.

The Atto SCSI Sidekick is available
for a suggested retail price of $295.

Atto Technology Inc.

Audubon Technology Park

40 Hazelwood Drive, Bldg. 106

Ambherst, NY 14228

http://www.attotech.com
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New Products

Java Development Platform
Builds Agents

ObjectSpace has announced Voyager,
a Java development platform for build-
ing agent-enhanced distributed Java sys-
tems. Available as shareware download-
able from the ObjectSpace Web site,
Voyager lets Java developers create net-
work applications for desktop computers
and embedded consumer devices. The
system borrows concepts from Object
Request Brokers (ORBs) and integrates
them with Java and agent technology.

Voyager is said to be able to remotely
construct and communicate with any
Java class, including third-party libraries,
without source code, and can construct
objects remotely using regular Java con-
struction syntax. It can remotely execute
static methods and automatically re-
throw remote exceptions to the caller.
It passes and returns serialized objects
by value.

The Voyager system takes up only
70 KB when stored in a compressed . jar

file (150 KB uncompressed), and requires
JavaSoft’s Java Developer’s Kit 1.1.
ObjectSpace Inc.
14881 Quorum Drive
Ste. 400
Dallas, TX 75240
http.//www.objectspace.com
Circle 109

Corel Ships WordPerfect 7

Corel has shipped Corel WordPerfect
for UNIX, a word processing package
that offers drawing and charting capa-
bilities. The suite of products supports
text editing, spreadsheet creation and
direct import of database information.
Corel WordPerfect for UNIX is avail-
able for both character terminals and
X Window systems and is available in
English only.

Corel WordPerfect Suite 7 for UNIX
supports a variety of UNIX operating
systems, including IBM AIX 4.1.4, HP-
UX 10.01, SunOS 4.1.3 and Solaris 2.5.
The Windows version of WordPerfect
is now up to Version 8.0.

Internet and IT Costs Rising?

Minimize the Risk,
Rent or Lease a SPARC™ System.

Get Pre-Approved

Lease Line of Credit!

http:/flwww.rave.net

1-800-500-7283

SPARC® isa registered trademark of SPARC International, Inc. Products bearing
SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

___Rave Financial Services, Inc.

Fax: (810) 939-7431 » E-Mail: rent@rave.com
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New features include 130 fonts, 5,400
quick-art/4,500 clip-art images, 200
photos, 187 textures and 28 ExpressDocs
documents. New features tailored for
the X Window System are said to include
Internet Publisher, QuickCorrect, Make
It Fit, a customizable interface, Spell-
As-You-Go, unlimited undo/redo, page
numbering x of y, database import of
Oracle, file compatibility with DOS and
Windows, and a remote window to other
X terminals.

Corel WordPerfect 7 for the X Win-
dow System requires 9 MB of memory
for the first user, 2.5 MB memory for
each additional user and 43 to 104 MB
of hard disk space, depending on plat-
form and install options. Corel Word-
Perfect 7 for character terminals requires
2 MB of memory for the first user, 1.5
MB of memory for each additional user,
and 31 to 40 MB of hard disk space,
depending on platform and install
options.

Corel WordPerfect 7 for UNIX has
a list price of $495, with upgrades avail-
able for $249.

Corel Corp.

1600 Carling Ave.

Ottawa, Ontario

Canada K1Z 8R7

http://www.corel.com
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Automate Problem
Diagnosis

System Management ARTS has
announced InCharge Event Correlator,
a software product designed to identify °
the root cause of network, system and
application problems. InCharge is based '

on the company’s patented Codebook

Correlation and Diagnostic Modeling
technologies. Target users of InCharge
include network and system managers
who require high levels of system avail-

ability, the company says.

InCharge reportedly diagnoses prob-
lems by analyzing network, system and '
application data. Codebook Correlation
relies on the fact that every problem caus-
es particular symptoms in the networked
system as a whole, often propagating far :
from the original faulty component, the
company says. These symptomatic events
create a unique “code.” Diagnostic Model-

ing recognizes that each element has

New Products
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characteristic problems. Thus, InCharge
relies on Codebook Correlation to do a
fast comparison of monitored data and
events with problem codes, the compa-
ny says. And because codes contain
redundant symptoms, lost events and
false alarms do not affect the accuracy
of the result.

InCharge cross-correlates network,
system and application data and events;
automatically generates correlation rules
and updates them when the topology
changes; tolerates lost and false alarms;
provides SNMP, CORBA and proprietary
data and event sources support; and has
a Java-based GUI, the company says.

TooLs, CODE SAMPLES, AND
MORE FOR IN-HOUSE AND
COMMERCIAL DEVELOPERS

InCharge Event Correlator is available
for Solaris and will be available on HP-
UX and Windows NT later this year.
Pricing starts at $25,000.

System Management ARTS Inc.

14 Mamaroneck Ave.

White Plains, NY 10601
http:;//www.smarts.com
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Event Correlator UPS with
Power-Saving Features

A line of uninterruptible power sup-
plies (UPSs) from Exide Electronics
Group are said to be the smallest rack-
mount units available at their power level.

Called the NetUPS SE line (also
marketed by Exide’s subsidiary, Deltec
Electronics, under the PowerRite Pro II
moniker), the UPSs occupy 3'/2 inches
of rack space in the 1000VA and
1500VA units and less than 5'/2 inches
in the 2000VA and 3000VA units. All
four devices are bundled with LanSafe
III power management software and
feature hot-swappable batteries and

ON
SUBSCRIPTIONS
TO

THE

SUN

CATALYST
DEVELOPER
PROGRAM

The Sun Developer CD is a single-point
resource for developers working with current
and emerging Sun technologies. You'll save time
searching for vital technical information, and
gain access to new tools and techniques that
can help you develop high-quality, leading-edge
software solutions.

As a subscriber, you will receive 4 updates of the
CD per year, a 20% discount on SunSoft Press
books, and exclusive access to upcoming
developer resources on the World Wide Web.

JAVA

@ Sun
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network/modem surge protection. When
used with Exide Electronics’ PowerPlexer
cards, the devices can support multiple
operating systems and network protocols
simultaneously.

The units are also equipped with the
company’s Advanced Battery Manage-
ment (ABM) and buck and double-boost
voltage regulation to help battery service
last longer. ABM technology warns users
60 days in advance of pending battery
failure. It also has a load-shedding feature
that controls individual power receptacles
on the back of the UPS and schedules the
less critical devices to shut down first
upon a power failure, the company says.

The NetUPS SE and the PowerRite
Pro II are protected by a 10-year prorated
warranty. Pricing starts at $699 for cabinet
units, and at $829 for rack-mount units.

Exide Electronics Group Inc.

8609 Six Forks Road

Raleigh, NC 27615

http://www.exide.com/exide
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Ultra Enterprise Server
Training Offered

Polaris, a company that provides pro-
fessional services for mission-critical
client/server networks, has announced
the addition of Ultra Enterprise Server
Education to its curriculum.

The courseware is designed to give stu-
dents the skills they need to master instal-
lation, configuration and maintenance of
the Ultra Enterprise Server line. Students
are trained using the Ultra’s 64-bit Ultra-
SPARC processor technology, enhanced
memory and bandwidth capabilities,
Solstice SyMONr monitoring features
and other server capabilities, Polaris says.
The course trains students to configure a
system; configure and interpret Power On
Self Test results; and troubleshoot and
repair a faulty system to the field replace-
able unit (FRU). These and other topics
are taught in a program that emphasizes
personalized attention and the real skills

New Products

students need for their everyday work
environments, the company says.

Ultra Enterprise Server Education is
available at Polaris locations in Massa-
chusetts, The Netherlands and at cus-
tomer sites. The course costs $3,500
and lasts four to five days. An additional
training course for Ultra 1 and 2 users
can be taken after the server course.

Polaris Service Inc.

257 Cedar Hill St.

Marlboro, MA 01752

http://www.polaris1.com
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Schedule Manager for
Data Warehouses

Prism Solutions has announced Prism
Schedule Manager, a software package
that automates data warehouse produc-
tion planning, and scheduling and man-
aging the transport of information from
operational sources into a data warehouse.

Designed to simplify the data ware-
house planning process, Prism says, the
software lets users graphically construct a
plan or schedule that defines execution
parameters for each step in the production
process. Once assigned, all job control
language, scripts, programs and schedul-
ing information is uploaded in a single
step from the user interface to the sources
and targets. The software can also capture
metadata from the operations process,
which can then be used to audit changes
to warehouse schedules, plan future ware-
house versions, conduct failure analysis,
identify resource load demands, tune
warehouse performance and communicate
the time that jobs were run and specific
tables affected, Prism says.

Integrated with the Prism Warehouse
Executive, which automates the design
and construction of a data warehouse,
Prism Schedule Manager consists of
four components:

e Application Services—Administration,
planning and monitoring facilities for
Windows NT or 95 development seats.

* Sentinels—Components for UNIX or
NT platforms that act as communications
vehicles between sources and targets and
the Windows-based user interface.

* Integrator for CA-7—An optional
component that allows production sched-
ules created with the Prism Schedule
Manager user interface to be uploaded to

SunExpert Magazine WM July 1997

the mainframe and controlled by CA-7.

* Developer Toolkit—Users can inte-
grate the Prism software with other sched-
ulers by writing interpreters to map com-
mand sets of the two packages.

The Prism Schedule Manager carries a
$7,500 license fee, which includes the
Application Services and two Sentinels.
Additional Sentinels cost $1,000 each.
The CA-7 Integrator costs $10,000.

Prism Solutions Inc.

1000 Hamlin Court
Sunnyvale, CA 94089
http://www.prismsolutions.com
Circle 114

Gigabit Ethernet
Switches Unveiled

Acacia Networks has added Gigabit
Ethernet to its NovaSwitch family of
high-bandwidth, stackable and program-
mable 10/100/1000 LAN switches. The
NovaSwitch 10000gx Gigabit Ethernet
switch and the GigaLink 1000 Gigabit
Ethernet module are both stackable and
designed for high-speed connections to
servers and the LAN backbone.

The 10000gx reportedly provides
10 switched, autosending 10/100-Mb/s
ports plus one 1000Base-SX Gigabit
Ethernet port. Four 10000gx switches
can be stacked to support up to 38
10/100-Mb/s ports, and up to four
Gigabit Ethernet ports, Acacia says.

The GigaLink 1000 Gigabit Ether-
net module is IEEE 802.3z-compatible
and costs $2,995. This module is said to
support short wavelength fiber optics for
up to 300 meters of 62.5/125-micron
multimode fiber (or 550 meters of
50/125-micron fiber).

The NovaSwitch 10000gx includes
10 10/100 ports and one GigaLink port
for $7,945.

Acacia Networks Inc.

650 Suffolk St.

Lowell, MA 01854

http://www.acacianet.com
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Web-Ready Windows-to-
UNIX Software Out

The Santa Cruz Operation (SCO) has
introduced SCO Vision97, an Internet-
ready version of its Windows-to-UNIX
integration product. SCO Vision97
includes SCO XVision Eclipse, SCO
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VisionES, SCO SQL-Retriever, SCO
TermVision and SCO SuperVision.

SCO Vision97 is installed and man-
aged from a central UNIX server. This
reduces the time and resources required
to support and manage Windows users
who need access to UNIX applications
and services, the company says. Config-
uration changes, and the distribution of
software to individual Windows PCs can
be accomplished without the PC being
connected to the network, and occurs
when the user reconnects, SCO says.

SCO Vision97 includes Internet inte-
gration features such as Internet Work-
groups, Windows Internet Naming
System (WINS), encrypted passwords,
ActiveX and JavaScript support.

SCO Vision97 costs $395 for a sin-
gle-user license or $14,750 ($295 per
user) for a 50-user license. All SCO
Vision97 products run on SunOS and
Solaris, AIX, HP-UX, Digital UNIX,
SCO UnixWare, Open Server and
Open Desktop Release 3, DG-UX,
Dynix and SINIX.

New Products

The Santa Cruz Operation Inc.
400 Encinal St.

P.O. Box 1900

Santa Cruz, CA 95061
http://www.sco.com
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Maxoptix Ships
22-GB MO Library

Maxoptix has announced its MX335
magneto-optical (MO) library. This prod-
uct is an expansion of the MX family of
5'/4-inch jukeboxes and is targeted at

small LANs and single-user environments.
The MX335 is an ISO-compliant MO
library with a 22-GB capacity and offers
backwards compatibility. It is based on
Maxoptix’s 640-MB drive, the 640s.

Compatible with any PC, Macintosh
or UNIX system via standard SCSI cable,
both the 640s and the MX335 are report-
edly read/write compatible with ISO-stan-
dard 640-, 540-, 230- and 128-MB media.

The MX335 has a 35-disk capacity,
3-MB/s data transfer rate and an average
seck time of 35 msec. Maxoptix suggests it
as an extension to existing online storage.
It can be used for applications such as
document imaging, CAD/CAM, Internet
authoring or video and sound editing.
The MX335 supports all four ISO-stan-
dard 3'/2-inch MO disks and LIMDOW
media. List price is $3,995.

Maxoptix Corp.

3342 Gateway Blvd.

Fremont, CA 94538

http://www.maxoptix.com
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UPX1000 PCI-Bus,

- UltraSPARC-Based Systems

Axil Computer has announced the

~ availability of its UPX1000 workstation
and server family of PCI-bus, Ultra-
- SPARC-based systems. The systems come
- with either a 167-MHz or a 250-MHz
- UleraSPARC processor and PCI 1/0.

. The systems’ UltraSPARC processors
¢ rely on the Ultra Port Architecture (UPA)
- crossbar switch system bus for high-speed
- memory and graphics I/O. The UPX1000
s capable of digital multimedia because of
- the UltraSPARC’s Visual Instruction Set
- (VIS), which uses only 3% of the proces-
- sor. The VIS performs on-chip encoding
- and decoding of MPEG-2, Axil says.

: UPX1000 comes bundled with Solaris
- Internet Server Operating Environment,
: Solstice WebScout, Sun WebServer,
- Sunscreen SKIP and Solstice Internet
- Mail Server. Pricing for the UPX1000
* family starts at less than $8,500, which
includes a 167-MHz UltraSPARC
. processor, 12X CD-ROM, 64 MB of

 memory and Solaris runtime.

This is a free CD OFFER for people
interested in software and hardware
products for the Sun environment. The
SUN SOLUTIONS CD integrates
the power of CD-ROM technology and
seamless interaction with the World
Wide Web utilizing JAVA™. Inside each
issue, you'll discover a wide range of
product and industry information, a
complete catalog of all available
software for the Sun technologies,
product demos... even free software
in most issues. Sign up for a
FREE SUBSCRIPTION to this |

comprehensive information tool.

Subscribe Today:
nvare-form@ - Axil Computer Inc.
3151 Coronado Drive

Santa Clara, CA 95054
http.//www.axil.com
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New Products

» Softway Systems has announced a major upgrade of
its OpenNT UNIX operating subsystem for Windows NT.
This latest release, OpenNT 2.0, adds support for sockets-
based networking, X11 Windowing System, OSF/Motif
development environment and extended multiuser capa-
bilities, including a telnet server. OpenNT consists of
several products: OpenNT Workstation 2.0, a single-user
UNIX subsystem for Windows NT, which costs $379;
OpenNT Server 2.0, which adds a multiuser shell login

to the NT Server and costs $979 for a 25-user license;
OpenNT Software Development Kit 2.0, a development
kit for porting and developing UNIX character-based,
network and graphical applications and costs $199; and
OpenNT, which is an implementation of the OSF Motif
1.2.4 Window Manager and Motif libraries for compiling
Motif applications natively on Windows NT and costs $99.
Softway Systems Inc., 185 Berry St., Ste. 5514, San
Francisco, CA 94107, http.//www.softway.com. Circle 119

» Visual Thought 1.3, a diagramming and flowcharting tool
from Confluent used to model business processes and
object-oriented software designs, adds several new features.
It now runs under native Windows 95/NT, in addition to
Sun0S, Solaris and HP-UX. Visual Thought also includes a
new image editor, which allows the editing of images con-
tained in an object; support for more image formats (TIFF,
FrameMaker MIF, GIF89a and Web imagemaps); and several
usability enhancements, such as Drop & Split, Create &
Connect and Delete & Connect. The package comes on a
CD-ROM, and pricing starts at $495 for a single-user license.
Confluent Inc., 132 Encline Court, San Francisco, CA
94127, http://www.confluent.com. Circle 120

» Version 3.0 of On-Line! Detective for Sun Servers, an
online tool for diagnosing and repairing hardware-related
problems in Sun systems, has been announced by
SoftTech Solutions. SoftTech claims the program'’s full-
color photographs and diagnostic flowcharts can sub-
stantially reduce the time it takes to troubleshoot a hard-
ware problem. This latest version features hypertext
information on all Sun part numbers, and new support
for disk drives, SBus boards and SPARC Storage Arrays,
as well as guidelines for mixing SCSI technology with
SPARCservers 1000, 2000, Ultra Enterprise 3000 and Disk
Arrays. The product comes on either a UNIX- or PC-com-
patible CD-ROM for a onetime price of $1,995, plus a $495
yearly subscription fee, which entitles licensees to three
updates a year. SoftTech Solutions, 3525 Elizabeth
Lake Road, Ste. A, Waterford, Ml 48328, http.//www.
stsolutions.com. Circle 121

» Black & White Software has released Version 2.0 of
DB/Enable, a software development kit that consists of a
set of CORBA-based adapters for encapsulating relation-
al databases as object-based servers. With this version,
DB/Enable offers a C++ interpreter, used to test code on
the fly; a three-tier architecture based on CORBA IIOP;
optimized connections across multiple dissimilar data-
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bases; and the ability to store relational database queries
such as dynamic SQL and stored procedures as reusable
objects. DB/Enable also includes a “convenience library”
of encapsulated user interface classes, said to ease the
process of porting applications to Motif, Windows or
Java. Add-on tools such as the XRT family of widgets
and Web/Enable for Java are also available through
DB/Enable’s Full Integration Manager. DB/Enable runs
on Solaris 2.x and HP-UX 10, on top of the company’s
UIM/Orbix development tool, or lona Technologies

Ltd.’s Orbix Object Request Broker. It costs $3,000.
Black & White Software Inc., 1901 S. Bascom Ave.,
Ste. 700, Campbell, CA 95008, http://www.blackwhite.
com. Circle 122

» A new econometrics module is now available for
Leading Market Technologies’ Expo product, an analytics
package for the financial community. The Expo/Econo-
metrics module is said to be the first package to offer a
full suite of econometric tests, model estimation and
forecasting techniques to traders working with real-time
financial data. Tests include ARCH, rolling regression,
multivariate regression, seasonal adjustment with mov-
ing averages, post-regression residual tests and multi-
collinearity testing. Expo/Econometrics costs $3,995 and
is available for SunOS, Solaris, HP-UX, AlX, Digital UNIX
and Windows NT/95. Leading Market Technologies

.Inc., One Kendall Square, Cambridge, MA 02139, http:/

www.Imt-expo.com. Circle 123

» Legato Systems has announced the latest release of
its popular storage management suite, NetWorker 5.0
for UNIX. The focus of the new release is on easing the
administration of distributed, heterogeneous clients,
Legato says. NetWorker 5.0 also benefits from a large
language localization effort; the concept of Saveset
Staging and Disk File as supported devices; prioritized
client backup; and detailed disaster recovery manual
generation. NetWorker 5.0 for UNIX is available for
Solaris, AIX and HP-UX and costs $3,000. Legato
Systems Inc., 3210 Porter Drive, Palo Alto, CA 94304,
http://www.legato.com. Circle 124

» SCH Robot Version 6.0, from SCH Technologies, now
supports robotic tape libraries from Emass Inc., allowing
customers to back up data to a wider range of tape media
formats through SCH's Reelbackup and Reellibrarian back-
up software packages, the company says. SCH Robot has
been integrated with Emass’ AML/2, AML/E, AML/J and
AML/S libraries, which support tape sizes such as 4mm,
8mm, DLT, Sony DTF and IBM Magstar. This integration
allows customers to use state-of-the-art backup software
without having to reinvest in contemporary tape media
technology, the company says. SCH Robot runs on most
UNIX systems and is available as part of the Reelbackup
system, which starts at $1,000. SCH Technologies Inc.,
895 Central Ave., Cincinnati, OH 452022, http.//www.
sch.com. Circle 125
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Buy any Ross Ross hyperSPARC CPU
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COMPUTER SOLUTIONS

“Specializing in Mass Storage and SPARC Workstations and Servers”

* SUN and SUN Compatible Workstations and Servers *In Stock Lowest Price Guaranteed
* RAID Solutions from ECCS and ICS Serpent Series *8 GB through 2 Terabit
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* Huge SUN spare parts inventory SPARC 2 — UltraSPARC-2 *Overnight Delivery

* Ross hyperSPARC CPU Upgrade’'s *Lowest Price Guaranteed
¢ OVERNIGHT DELIVERY ON ALL PRODUCTS

2nd Quarter Ross CPU Blowout
Ross hyperSPARC CPU Upgrade for SPARC 10 and 20
Ross 110/1M Single CPU Upgrade $895.00 / Dual $1700.00
Ross 125/1M Dual CPU Upgrade $2600.00
*Price subject to change upon inventory liquidation

Call Maurice Ball at:

800-838-2850

E-MAIL: maurice@icomsol.com

Circle No. 403

SUPER VALUE
Just Off Lease
SUN 4/25 FM32 ELC

$375.00

This is the lowest price SPARC system we have
ever offered. System includes 17" monochrome
monitor, 32 Mb memory & keyboard kit. Use as
X-Terminal, teaching tool or network security
link. Volume pricing available.

(DaraLease

(800) 456-6233

FAX (714) 632-9248
Circle No. 410

ICCI

SUN MICROSYSTEMS
WORKSTATIONS
PRINTERS SERVERS MEMORY
OPTIONS DISK TAPE

1-800-444-7003

BUY ¢ SELL « RENT » LEASE ¢
UPGRADE * EXCHANGE

InterContinental
Computers, Inc.
4824 W.96th St., Minneapolis, MN 55437
VOICE (612) 835-4555 FAX (612) 835-3936
EMAIL: 1grif@worldnet.att.net

SYSTEMS & CPU S
S20TX1-72-32-P46 ...$ 8,150.00
S20TX1-151-32-P46.... .5 8,250.00
S10GX-151-32-P46 .$ 6,300.00
4/15FC-16-P43......coovne. $ 95000
HS151 — $ 2,800.00
SMBT .o v 2,200.00
SM71. ..$ 2,000.00
SM50.... — — $ 275.00
ULTRA 2/200 .............................. S $ 3,900.00
ULTRA 2/167. S 2,250.00

MEMORY & DISKS
1GB SS20/88......cooumsiinies $ 375.00
2GB SS20/S5......... wn$ 72500
23GBGB Seagate .$4,000.00

X164PC 64mb SS20/Ultra............. nd 550,00
X132PC 32mb SS20/Ultra.......... end 375.00
GRAPHICS & MONITORS
650.00

S 1,250.00

$ 1,800.00

i 150.00

Creator 3D.. SSR—:. L |0 X1
20" color ............ . e 1,250.00

SPECIAL S20TX1N-50-64-P46
$ 4,950.00

Large inventory of hardware including spare parts,
workstations, peripherals, memory, and 3rd party
products.

12 month warranty with same day shipping on all in
stock items.

Check our web page for weekly specials
Email: sales@gshiis.com : o
techinfo@gshiis — | |
www.gshiis.com ~ E—-—=—- \@

* Call for full product line and availability
* Trades accepted, and purchase options
available on all excess used equipment

GSH
Intelligent Integrated Systems, Inc.
95 Fairmount Street Fitchburg, MA 01420
Tel: (603) 529-7880 Fax: (603) 529-7884

Circle No. 428

101 First Street
Utica, New York 13501
Phone: (315) 724-2209

LARGE SAVINGS ON

REFURBISHED SUN/SGI
Sell * Buy ¢ Rent ® Exchange

* Sun Workstation/Servers

* System Configuration

* Monitors Repair (Functional & Cosmetic)
* Sun Parts & Peripherals (Depot Repair)

e Weitek & Ross Tech Authorized Dealer

QUALITY * SERVICE * RESPONSE
800-566-4SUN i7s6)

Fax: (315) 724-0794
Email: fsstv@aol.com

ccny@netace.net

COMPUTER CONNECTION
OF CNY, INC.

http://www.ccny.com/

180 DAY SYSTEM WARRANTY*LARGE INVENTORY*FAST DELIVERY*INTERNATIONAL SHIPMENTS

Circle No. 436
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100% SPAR
Compatable
©  Clones

-800-842-4781

; Drive, Minneapolis, MN 55416
fax: (612) 512:1072

Circle No. 455
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~great systems a §
down- -to-earth m'lcesl

custome; Blown Away
Naow  FoWiie WD, By Low Prices

2.1 Gb Ultra SCSI1 7200 rpm 8ms 746 844 892

External Disks

45Gb Ulro SCSI 7200 pmBms 1051 1176 1203 e R
9.1 Gb Ultra SCSI 7200 rpm 8ms 1611 1808 1834 iias * Jientais » Leasgs* Ensoanpes S Kapuis
23 6b Ultra SCSI 4751 4877 4919 e 120 Doy by

External Tapes Call today to buy, sell or trade SUN and

Narow  FastWide  FW Diff Silicon Graphics equipment with Security!

8 Gh DDS2 DAT 973 1031 n/a
96 Gh DDS2 DAT Loader 2189 2246  n/a
24 Gh DDS3 DAT 1633 1707 n/a
14 Gb Exabyte 8mm 1805 1926 n/o
40 Gb Mammoth 8mm 4558 4620 4776 622 Rossmor Building * 500 North Robert Street ¢ St. Paul, MN 55101
;g (G;Il: gg gfg; ggﬁg ggg? 612/227-5683 * FAX: 612/223-5524 * seccomp@seccomp.com
280 Gb DLT Loader 9146 «ll call Circle No. 438

It's Not Just for the Desktop Anymore.

Liberale compression from the desktop, and you've got a strategic business weapon.
Such vision prompted the initial release of PKZIP UNIX. realized in October 1992
through an agreement with PKWARE.

As the pioneers of open systems compression, we ve developed compatible compression
for 34 new operating systems to revolutionize the way you do business. Call us today or
visit us on the Internet for more information.

e AR

* 32-bit CRC error checking

* One step multiple file archiving and compression
(no $ tar)

. rector ecursion
‘ﬂ * Achieve disk storage savings of 50-90
* Cut data transmission costs and time up

PKZIP UNIX Operating Systems

AIX « AT&T S5V4 - BSD 386 « Coherent » DEC UNIX
DYNIX PTX - 88 OPEN/DG AVIiON + HP/UX
ICL DRS/6000 - LINUX » MIPS 1 * MIPS 2
MIPS/SGI « Novell UnixWare « SCO * Solaris x86
Solaris/SUN OS + ULTRIX = Univel » XENIX

v . 'supeﬂor produc? know!edge ;
erepairs v *over 30 years in the indusiry

Platform Support: RS/6000, SUN, SGI, HP. COMPAQ, DEC + Novell & NT

1-800-714-SCS1
233 Greenwood Avenue, Bethel, Connecticut 06801

Tel: 203/791-9511 © Fax: 203/778-4535
www.dynamicdisk.com ¢ email: info@dynomicdisk.com

Call (937) 847-2374 Today

for a FREE Evaluation o™
Deowntoad
Yes IT NOW! C]/ QOlohl Leader Sn

I wrpr st Nolutions
WWW.GSlZIP.CQm/SU"

Circle No. 439
Circle No. 442
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LOWEST PRICES ON MEMORY

 Reliable products backed by free tech. support
» Wide product range for all your systems
« Simple ordering process with fast delivery
* “No Strings Attached” lifetime warranty

Save time, money dealing directly with Manufacturer

® 25 Birch St.
g Milford, MA 01757
. (800) 253-2778
Fax (508) 473-0112

] . www.ultranet.com/~memory
Clearpoint Enterprises, Inc. Email clearpt.std.com

“If My Memory Serves Me Right...It Must Be Clearpoint”

Circle No. 302

ekl I
Bal’ N System

BAR CODE
DATA COLLECTION

NOVELL, UNIX, AND NT
PLATFORMS

...the upgrade specialists

Shipping/WIP/Inventory Modules

InSpec Tech, 1-800-635-6804

www.inspectec.com

Sun Microsystems
and more.......

alphanumeric paging
software for UNIX

Now UNIX users can

send text messages to
alphanumeric pagers from a user,
an application, or an E-mail system!

Interactive User Interface Now
Event Monitoring available on
IntraNet/InterNet Paging Windows NT
E-Mail Forwarding

Easy Application Integration

Starting at only $199

THE HYDE COMPANY

5805 State Bridge Rd., Ste. G-327 Duluth, GA 30155
phone 770/495-0718 fax 770/476-7626
www.spatch.com

spatch @ america.net

Circle No. 401

MICHAURA SYSTEMS CORPORATION

calt 0¥
(617) 937-0010
fax: (617)837-0808

All trademarks are the property of their respective owners.

Circle No. 411 Circle No. 327

Don’t Pay More For SPARC Solutions!

We provide customized high-performance SPARC™-compatible solutions to fit your budget. As a leading
manufacturer and supplier of reliable, standards-based SPARC and Intel~/Solaris™ workstations, servers,
and peripherals—we're your single source for cost-effective SPARC solutions.

Products

« Ultra SPARC workstation (series 1/140, 1/170,

1/170E, 1/200E, 2/167, 2/200)

« Solaris x86 Pentium™ 200 MHz notebook

* RAID storage

» WatchDog failover management software
Upgrades o

« System upgrades for SPARC 5, 20, Ultra SPARC

* Memory upgrades with lifetime warranty
Services

« Comprehensive technical support

* Quick turnaround

* Repairs

We accept
ca” TO" Free For Deta"s Corporate/Government Purchasing Card

1.888.222.5255 e o

I International Systems Group Fax: 510.661.2385
% Customizing SPARC Solutions for Less Web: http://www.intlsys.com
47913 Fremont Blvd., Fremont, CA 94538 Email: sales@intlsys.com

Circle No. 405
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Reach Over
93,000

Buyers In the
UNIX

Client/Server Market.

Advertise your product/service in the
SunExpert Marketplace Section.

Call Carol Flanagan

(508) 839-4016

Call the above listed number
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IN THE WORKS

AUGUST

Clustering

® MPP vs. SMP @ Scalability
* High Availability e Interconnects (HIPPI, ATM, etc.)

RS Supplement:

wgCs$ gives value a
new twist!”

BONUS DISTRIBUTION
Internet Expo, WebWorld, Electronic Mail

Boston, MA 1, =
Windows NT Intranet Solutions - San Francisco, CA cuStomep S Head smns ﬂ\lel'
Java Internet Business Expo - New York, NY Great neals
SEPTEMBER Call today to buy, sell or trade SUN and Silicon Graphics
@ equipment with Security! Unbeatable value, unparalleled
Ne'work orgﬂl‘llzers service -- no wonder so many heads are spinning]

e Terminal and Communication Servers
* Sharing Peripherals ~ ® Segmenting a Network
RS Supplement: Network Management
BONUS DISTRIBUTION

IT Forum (Formerly UNIX Expo) = New York, NY
Software Development East - Washington, DC

622 Rossmor Building * 500 North Robert Street * St. Paul, MN 55101
612/227-5683 * FAX: 612/223-5524 * seccomp@seccomp.com

Circle No. 347 Circle No. 348

8% America's Largest

) Independent Reseller
Matrix of Refurbished Sun
For quick response & competitive pricing get into SPARCstations, Servers, Clones,
SEEENE TR Parts, Disk & Tape Subsystems
Call for fulfillment all of your SUNg requirements 1¢800¢3332SUN
Workstations Tel: 6174910400
CPU’s Fax: 6174917710
Memory SunSoft OEM
Disk & Tape Drives Valid
Right-to-Use
Up g fades Licenses

Authorized Distributor of KINGSTONg Memory

with a Lifetime Warranty r Sun Trained Technicians
Visit Our Website At

Call 603/433-7500...Extension 223 or 227 http://www.concorde.com

Fax 603-433-1613 The Concorde Group, Ltd.
Trade-in Programs Available
Circle No. 349 Circle No. 350
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The

Manu

UNI

facturers of @
% /

('[1('(1‘/{//3:(,\ §

All Encompussing Distribution & Accounting Software

m
z

]

3

3
3
2

2

ol

S

tH

d dystems
s/Disks ® Workst

N DIGITAL %

ciscopro
UNLIMITED

CASH

FOR YOUR
SURPLUS
EQUIPMENT

" EXABYTE '.':“;"‘"
REPAIR no Ext:

*BUY
*SELL
*RENT
*REPAIR

® New and Used Equipment

1tion ® Servers

Call UNIDATA Tod.
1-800-427-0400 =
Fax: (916)797-1414 7,

s@u¢ idatal.com 1

8331 Sierra College Blvd. * Suite 212
Roseville » California » 95661

? |

Discover Solar Systems
with hundreds of Suns.

Refurbished Sun Microsystems equipment at great
prices. Fully-tested inventory on hand, same-day
shipping, satisfaction guaranteed.

» Workstations &
Servers

» Upgrades & Parts

* Storage Options

* Rental & Leasing
Available

e Cycle 5 Master
Reseller

» SunSoft Authorized
Reseller

1o buy or sell,

~\ ) l,—

% 1.800-253 5764

snmn Ext. 220 YT

SYSI[MS Dutside the U.S. call (206) 222-7588 Fax (206) 222-7388 ‘m,um
http://www.solarsys.com

120

TRIDENT

TECHNOLOGY SOLUTIONS

Circle No. 333

Get in Touch
with Trident.

TOUCH SCREEN TECHNOLOGY EXCELS AT
Simplifying computer input

Saving space

Supporting fast, frequent computer operations
Reducing maintenance costs and down-time

AND NOW, YOU CAN HAVE TOUCH WITHOUT
MODIFYING YOUR EXISTING APPLICATIONS.
TRIDENT'S TOUCH SOLUTIONS INCLUDE
Touch-configured monitors, X terminals and Netstations
Touch screen integration with your monitors

Touch screen hardware and driver software

All major touch technologies

Rack mounting or ruggedized NEMA enclosures
and kiosks with touch

Touch application software development services

TRIDENT'S TOUCH SOLUTIONS WORK WITH
UNIX Workstations X Terminals UNIX PC’s
DOS & Windows Netstations Macintosh

Trident puts you in touch.™

TRIDENT SYSTEMS INC.
TEL 703.273.1012
FAX 703.273.3763

email: touch@tridsys.com
url:http://www.tridsys.com/cpg

Circle No. 325

Circle No. 408

Don’t get
EXA-”Bitten”!!

Save Money, Extend your
EXABYTE Warranty
EXB-820x, 24 hr Repair (6 mo war): $ 250*
”Hot Swap” Repair (6 mo Warr.):  $ 325*
One Year Maintenance Agreement: $275*
“Hot Swap” Maintenance Agreemnt: $ 325*
* Add $100. for EXABYTE EXB-850x

SUN Microsystems

Servers & W/S
Repairs, Buys, Sells, Spares

West Coast Computer
Exchange, Inc.
11167-A Trade Center Drive
Rancho Cordova, CA 95670
Call: 916-635-9340,
FAX: 916-635-9485

Circle No. 409
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“When it comes 10 service,
Py m"- Mey mld‘-

In the time it
takes to master
your new software,
: your workstation
: could become obsolete.

It doesn't take long for today’s technology to become outdated.
No sooner have you paid off your latest workstation purchase when c G A n
it's fime for an upgrade. At Comdisco, we redlize there are significant uStumer oes pe "el‘

technological and financial risks that come from owning your equipment. t .
That's why we offer strategic asset management solutions—such as leasing— G s
to help you make the most of your equipment inventory. Leasing affords I‘ea el‘v'ce
you access fo the latest technology, allowing you to upgrade as your needs Call today to buy, sell or trade SUN and Silicon Graphics
change. You enjoy substantial cost savings. Greater asset control. And vt wiil, Cognitne: Tintsisailill Py i bl
increased flexibility to meet changing technology needs. equipment with Security. Unparalleled service, unbeatable

\Lllllk‘ — No w(mdcr SO many PC(JPIC are g()il]g ape.

Flexible configurations and the
option to purchase or lease

® Names you trust including Sun, IBM, ¢ 3
Silicon Graphics, Hewlett-Packard | COMDISCO
and DEC 3

® Quality reconditioned equipment
Strategic asset management

CALL JIM DISKIN, TOLL FREE: .

1.800.525.8000, ext. 5951 622 Rossmor Ihuhllng * 500 North Robert Street ® St. Paul, MN 55101

Worldwide disaster recovery services hitp:/ /www.comdisco.com
T RS A

612/227-5683 * FAX: 612/223-5524 * seccomp@seccomp.com

Attention ULTRAFAST SBus A/D
World Wide Web Managers gy

ebServer || M8
QL\‘_ \‘_ : sy

a0

, , 10 MHz DATA ACQUISITION
The |q|'es|' mformq"on fo help The ultimate 12-bit data acquisition board can

f acquire 8 Million A/D samples while simultaneously

WEb pl’OfESSIOnGIS mandge outputting 8 Million D/A samples and TTL vectors,
o o 0y 00 all without CPU intervention.

and optimize their site is just | | Fournaiog inputs. twin 5 MHz 12-Bit AD and

] :
D/A converters, 5 MHz TTL input/output vectors,
a dICk away. and huge 16 MB RAM allow use in the most

demanding scientific and industrial applications.

h"p://webserverocpgocom ULTRAVIEW CORPORATION email: ultrav@netcom.com

34 Canyon View, Orinda, CA 94563
Telephone: (510) 253-2960  Fax (510) 253-4894

Circle No. 418
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SUN
Sparc 20 * 299/mo*
lowest price with 2D-3D Graphics
Sparc 20 ZX-61-64-P46(2)
E1M:Proseor

64Mb Memory
20" Color Monitor

r-------_----_----_----—--—

4. 0.4
Tde MM ow&

WORKSTATION MEMORIES at AFFORDABLE PRICES
LIFETIME WARRANTY

211,058 Disks SILICON HP/APOLLO SUN
Keyboard Mousa & Pad GRAPHICS WORKSTATION
*Lease for 24 mo. @ 299./mo then it’s yours for
$1.00 - or - purchase for $5950. IRIS INDIGO 9000 SERIES STATIONS /SERVERS
.::;II::: tl:a;:;::lamp:rl‘:’a;:r auto mfg. Subject to supply on hand. Lease C IRISN::INEDSYERIES ;EOTSE/:;SE(; SSEER'R'EESS I /2/5/&] 0/20
IRIS CRIMSON ENVIZEX 630/670/690
INDIGO 2 EXTREME ENTRIA 330/370/390
(800) 456-623 3 IRIS POWER 4D SERIES Also CLASSIC/CLASSIC X
PERSONAL WORKSTATION Printer & N K ELC/IPC/IPX/LX
FAX (714) 632-9248 PROFESSIONAL WORKSTATION Memg:yef' Of' MS:BSOth o VOYAGER
Circle No. 363 ONYX
Je— -
i
ot 1-S800-2247-MCH (6244)
i

Fax software from the S
:1’| people who developed P
SunFax for Sun. e e =

l FREE FTP

i « Email/Fax gateway
.S‘ (send & receive faxes by email)
B
i

« Web/Fax gateway

(send & receive faxes using a Web browser)
« easy integration with apps
¢ MS Windows clients (3.x, 95. NT)
o prices from $495

|\ Faximum

(604) 925-3600
f http://www.faximum.com

" fdx (604) 926-8182 - Email: info@Faximum.com
Yo
Prcduct names may be trademarks. 30-day evaluation free by FTP

Circle No. 346

Call Carol Flanagan
(508) 839-4016

122

Memory Card International, Inc.
2101 W. Crescenr #F

714-502-9085% Analieim, CA 92801 714-502-9361 Iax
e L L T T T

Circle No. 361

The Sun Is Falling!
The Sun Is Falling!

Save 25% n Sun At Vertex.

Systems, servers, storage peripherals, upgrades and custom
configurations. = All equipment is fully refurbished
and pre-tested. © Complete hardware and sofiware support.
Component repair. * Ross processors. © NCD products.
Several lease options available. = We buy used Sun equipment.

VERTEX
INTERINATIONAL

7 West Square Lake Rd. Bloomfield Hills, MI 48302

800 649-0665 » 810 858-9950 (M) * Fax 810 858-9951
E-mail; vertex@wwnet.com ® Web; http://www.vertexintl.com

Circle No. 362
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Keep up with the latest in Sun
technology with the best minds in the
industry. Use reprints to promote, inform,
and sell.

Reprint Management Services'
provides you the opportunity to obtain
reprints of reviews, articles, and features in
SunExpert Magazine.

High-quality editorial reprints will
help your company in many ways:

®m Increased EXPOSURE for your
product or service

m Credible, believable inform-
ation that consumersTRUST

m Excellent SALES tool for trade
shows, mailings and media kits

m Powerful EDUCATIONAL
RESOURGE for consumers
and employees

Reprints are completely customized to
your needs. Call today for additional
information!

CATHY HENSEL

Reprint Operations Specialist
REPRINT MANAGEMENT

SERVICES™

147 West Airport Road , P.O. Box 5363
Lancaster, PA 17606

Phone: (717) 560-2001 Fax: (717) 560-2063

UNIX Diagramming

& Flowcharting

4_? hought

Use Visual Thought for:

« Network diagrams with network component clip art

« Clickable Web diagrams with GIF/JPEG and
server/client-side imagemap export

« Framemaker documentation graphics with MIF, EPSI export

« Software design diagrams (Booch, Rumbaugh, Objectory,
Fusion, custom notations)

« Flowcharts for ISO 9000, TQM, BPR

« Dataflow diagrams, org charts

« Hyperlinked, hierarchical documents

« Arbitrary object rotation

« Complete text handling: subscripts, arbitrary fonts, sizes, colors, styles and justification

« Dozens of export formats: GIF8S, JPEG, MIF, TIFF, EPSI, XWD, SunRaster, others

« Presentation & business graphics
Additional benefits

« Available on Sun0S, Solaris, HP-UX,
and soon, Windows 35/NT

CD-ROM, FTP
& 30-day trial

o

{use code AE13)
http://www.confluent.com/
800-780-2838 ext.153
info@confluent.com

« Intelligent, rubberbanding lines
« Macintosh-like ease-of-use . .. on UNIX!
« Editable, WYSIWYG drag-and-drop palettes

Y\Ousar\ds of “Se

* Boe

o\core *Ing o
‘ﬂ 0+ HP=lony *Cs

* No 4
ya® Norte/,
«Smithg,, "€

( arp,

C}‘.\\S Nav‘/

lConﬂuent»

San Franciscc ( alifornia 94127
415-586-8700 Voice

415-586-8838 Fax

Direct Connect

Your Sun Server for Screamin’ WAN Performance

Use ADAX for
High Hits/Demanding TPS

Firewalls, Proxy, and Bastion Servers

Requiring Expert Technical Integration

ADAX, inc., 614 Bancroft Way, Berkeley, CA 34710, USA
Telephone 510-548-7047 Fax 510-548-5526 E-mail sales@adax.com

ADAX Europe, Ltd., 1 Southview Park, Caversham, Reading, Berkshire UK, RG4 54F
Telephone +44 1734 484444 Fax +44 1734 464922 E-mail info@adax.co.uk

Circle No. 345

ADAX Controllers with
Integrated T1, E1, \
CSU/DSU for SBus and PCI

ADAX Software—Frame Relay,
PPP, X.25, SNA, and SS7 for
Solaris, Windows NT and UNIX

ADAX Engineering Services—Your
Technical Partner

WAN Innovations

Wy

Circle No. 317
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Unattended

StraightLine’s 4mm and 8mm auto-
mated tape libraries offer the best
price, performance, and reliability in the
industry. Call us to find out why!

e Up to 108GB per hour throughput

e From 100GB to 7.5TB total capacity

* 8mm Sony SDX-300C (AIT),

Exabyte Mammoth or 8505XL

e 4mm, DDS-3 from Sony or HP

* From 1 to 5 drives

e From 10 to 150 tapes

e Compatible with Legato, Arcada,
Fbackup, and others

For more information call:
800-458-1273
www.igm.com

straightline

Sun Microsystems & Silicon Graphics

BUY SELL TRADE

SPARCstations SPARCservers
Boards Monitors Disks Tapes

DEPOT REPAIR CENTER
4 30% To 50% Cost Savings
¢ 2 - 5 Day Turnaround 4 Overnight “Swap” Service
@ 1 Year Warranty 4 Monthly Maintenance Contracts

/1E

ADVANTEC COMPUTER COMPANY

43272 Christy Street  Fremont, CA 94538
Phone: (510) 440-9700

Fax: (510) 440-9709
E-mail: sale@advanteco.com
http://www.advanteco.com

Circle No. 334

FREE DELIVERY World Wide
Memory Upgrades

SUN*AXIL*SGI*IBM

Workstation / Servers

for ALL models & sizes
- In Stock -
32MB, 64MB, 128MB, 256MB, 1GB
$§10, 20, Ultra 1, 2, Enterprise 3000 - 6000
02, Onyx, Challenge, Indigo, RS/6000 series

» Life Time Warranty - 100% Guaranteed

* Kingston & Dataram Authorized Distributor
* Free Delivery on orders > 5k

» Competitive prices — Always!

MCA Computer Corp.
http://www.MCAC.com
email: sales@mcac.com

Tel 714-491.7765 Fax 714-491-7715

Circle No. 425
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Circle No. 419

ATTENTION ADVERTISERS OF WEB SITE
HARDWARE/SOFTWARE

You can advertise to Web site professionals on-line
just call your area SunExpert sales representative to
get complete details.

To read WebServer Magazine Online FREE, go to
our Web site and click on the WebServer Magazine

Online logo.

Are you satisfied with just “news” and/or “click-
throughs?” WebServer Magazine Online offers much
more — advertising exposure to technical professionals
who specify the hardware/software necessary to
implement web site technology.

http://www.cpg.com

SunExpert Magazine W July 1997
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http://www.hds.com

Easy

Tired of hassling with PCs?

Try a Network (J(nn])mel - the @workStation

from HDS. It’'s much easier than a PC.

Runs everything
Windows™, UNIX, main-
frame, Java™ . Web brows-

ing - whatever.

Costs less

With prices starting at only

5749, they’ll save you some

serious bucks.

Call HDS today

See why Network Computers are

the best alternative to PCs.

1-800-HDS-1551

+610-277-8300

Java is a registered trademark of Sun
‘A‘f’l stered tre nh mark of Microsoft ‘orporation.

Circle No. 431

9000 & 3000

Disaster Recovery Services

o On-site Hot Spare Inventory
" Emergency Replacements
™ Remote Services

" Equipment Rentals

A ABTECH
800-474-7397

Ph: (760) 827-5100 Fax: (760) 603-0148
E-mail: info@abtechsys.com
Internet: www.abtechsys.com

Circle No. 420

2 things in life ére certain:}

100% fault tolerance with guaranteed message delivery
and hot failover isn't the only reason MClI, Platinum, ADP,
and NASA have chosen SmartSockets over every
other message-oriented middleware on the market
today. With dynamic message routing, a hierarchical
namespace, publish/subscribe communications,
graphical monitoring/administration, and multi-platform
support, SmartSockets offers unlimited scalability in
an open development environment.

Tired of trying to stay one step ahead of network and
system failures? Call 1-800-883-8050, ext. 137, for
our free booklet on everything you need to know
about today’s most powerful message-oriented
middleware solution. 100%
UNIX - .
reliable interprocess
communication has
arrived! SmartSockets.
VMS |t works. Out of the box.
Today.

SMARTSOCKETS

Built by Engineers for Engineers,
Interprocess Messaging across LANs, WANSs, and the Internet

Circle No. 365




SunExpert IMMARKETPLACE

BUY - SELL

SUN

& DATA GENERAL

PARTS - DISKS
MEMORY- SERVERS
WORKSTATIONS

AMES SCIENCES, INC

501 SOUTH STREET, EASTON, MD 21601-3846

410-820-8100
FAX 410-820-8179

(B 1
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WORLDWIDE
TECHNOLOGY EXCHANGE

® Sun Microsystems
m HP m Silicon Graphics

» Workstations/Servers/Peripherals
o Lowest Prices/Extended Warranties
¢ Will purchase all excess hardware

3198 Cains Hill Place, Suite 230
Atlanta, Georgia 30305

Tel. 404-816-9998  Fax: 404-816-9986

email: sales@worldtx.com www.worldtx.com

Circle No. 364

BUY ¢ SELL
TRADE ¢ and
SPARES

SuN MICROSYSTEMS
Servers and Workstations

(J Used

[ Refurbished

(] Parts and Subsysiems

' Same Da h|p|;

(1 Highest Kollur or Your Used Sun
(1 Consistently Competitve Prices
(1 Systems Custom Configures

We also handle other UNIX werkstations

ASR Solutions, Inc.
8910 Chefwood Drive
Colorado Springs, CO 80920
ph. 800-378-3522 ph. 7192823522
fox 719-282-3523
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"Within one year following the San Francisco 1
earthquake of 1989, 93% of the businesses that lost the use J&
of their data for 10 days or more, filed bankruptcy. Half \g
of those filed immediately." (Source: MicroWorld, April1991)

As the old saying goes, "An ounce of prevention is worth o pound of cure.”

When you compare the cost of losing your irreplaceable data fo the costof &
implementing n efficient and relmble data management plan, the answer

NetWorker backup software, and Purmers expertise is the ounce of
prevention your company needs.

A reliable data backup system will prevent:
* Lost Data * Reduced Productivity

* [ost Revenue o Stress
* Wasted Time * Late Nights

Partners

Data Systems, Inc.

Tip The Scales In Your Favor

3%@“’ E;% 800.550.3005

http: //www.partners-dsi.com

Circle No. 313

Career Opportunities

www.SUNBELTJOBS.COM

Want to move South? The Sunbelt Engineening,
Design & Manufacturing Job Network.

www.CADCAMRECRUITERS.COM
Search and Recruitment for permanent placement for
CAD / CAM / CAE / CNC management, Design, Engineering
and System professionals since 1981. (Vehicular, powertools,
hydraulics, telecom, computers, appliances, offroad, elc.)
All Fees & Relocation Paid. Resumes to:
CAD/CAM Recruiters
3400 High Hag\rlons Rd., Stele Charlom NC 28210
1-1100 s Fax: 704-541-7071

Send Resume To The Above Listed Address

Reach Over 93,000

Buyers In the UNIX Client/Server Market.

Advertise your product/service in the SunExpert or RS Marketplace Section.

Call Carol Flanagan

(508) 839-4016

SunExpert Magazine B July 1997
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SAVE BIG $$$$$ e ]
X-TERMINAL UVR l l
SALE * SCSlto m\m ;
ULTRA WIDE
Refurbished NCD X-Terminals
19R 19" MONO, 1024 x 768 $ 800 SCSI FIBER
17CR 17" COLOR, 1280 x 1024 $ 995
19C 19” COLOR, 1280 x 1024 $1495
MCX17 17” COLOR, 1152 x 900 $1200
HMX17 177 COLOR, 1600 x 1200 $1800
HMX20 20" COLOR, 1600 x 1200 $2000
Best Value
HMX21 21" COLOR, 1600 x 1200 $2200
Call Open Concepts Inc.
(800) 394-5114
E-mail at

craig @openconcepts.com

Open Concepts Inc. is an NCD Reseller

Circle No. 421

APCON, Inc
17938 SW Upper Boones Ferry Rd « Portland, OR 97224 USA
Phone (503) 639-6700 * Fax (503) 639-6740

Circle No. 422

SunExpert Magazine W July 1997

800-624-6808 ext 303
e-mail: sales@apcon.com
URL: http://www.apcon.com
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LINDA LIEBICH, National Sales Manager

New England/Upstate New York/
Eastern Canada

CAROL A. FLANAGAN

212 Worcester Street

North Grafton, MA 01536

Phone (508) 839-4016

Fax (508) 839-4226

email: caflanag@aol.com

New York/Mid-Atlantic/Southeast
ROBERT WENTZ

110 Pig Pen Point Court
Queenstown, MD 21658

Phone: (410) 827-5695

Fax: (410) 827-5789

128

Mid-West/Southwest/Central Canada
LINDA LIEBICH

9600 Great Hills Trail, Suite 150 W

Austin, TX 78759

Phone: (512) 502-3035

Fax: (512) 502-9988

email: lindal@concentric.net

Southern California/Arizona/
Nevada/Hawaii

TARA DUDAS

268 Avenida Montalvo #4

San Clemente, CA 92672

Phone: (714) 361-4908

Fax: (714) 361-1564

email: tara@cpg.com
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Northern California/Oregon/
Washington/Western Canada
JUDY COURTNEY

640 Forest Lake Drive

Pacifica, CA 94044

Phone: (415) 738-2132

Fax: (415) 738-2432

email: jcourtney@cpg.com

Product Showcase/

Classifieds/ Recruitment Ads

CAROL FLANAGAN Mgr, Telemarketing Sales
212 Worcester Street

North Grafton, MA 01536

Phone: (508) 839-4016

Fax: (508) 839-4226

email: caflanag@aol.com




The HDS @workStation™
Network Computer. . .

Rescues Your Company From PC Highway Robbery

Comes Armed with Leading-Edge
Technology

Think of the @workStation Network Computer
as your silver bullet — taking care of your
costly PC problems. And ready to meet all
your desktop needs, whatever system you use.

Capabilities are as powerful as anything
you'll find on a PC. For instance, you can use
the @workStation to run Windows® programs,
with an NTRIGUE™ multi-user Windows
application server, over a local area network,
a wide area network. or the Internet. Use its
onboard Netscape Navigator™ to access the
Internet or your intranet for enhanced busi-
ness performance. Or use it to access UNIX™
and legacy systems with 32 onboard terminal
emulators and the X-protocol.

More uses? Run embedded or stand-alone
Java™ applications with the Java virtual
machine. Or use our system's multimedia
capabilities to give your applications more im-
pact and take advantage of video conferencing.

Saves Financial Managers from
Notorious PC Costs

Every networked PC is a desktop bandit,
generating a cost of ownership that can
reach an exorbitant $8,000 a year. But our
@workStation reins in that high number by
delivering a cost of ownership as low as
$2.,000. That could save your company

up to $600,000 a year for just 100 desktops.

Apprehending this bandit rewards you
with increased profitability.

Defends Users from Infamous

PC Complexity and Obsolescence
Talk about holdups. How about the

ways PCs steal your productivity? Start
with the precious time that users lose
because of underpowered or outdated PCs.
Then add excruciating delays associated
with PC configuration files, drivers,
adapters, memory, and disk maintenance.
Eliminate these problems and increase
your productivity with the @workStation.

Protects System Administrators from
Ornery PC Maintenance

The @workStation makes out-of-control PC
maintenance bite the dust — ending all your
networked PC showdowns. Now you can stop
upgrading hundreds or thousands of PC
desktops for each new operating system
release or every latest office productivity
suite. And do away with memory and disk
space headaches and those varmint viruses.

Want to tame your
PC robbers? Call us
toll-free today or visit
our Web site. And let
our new @workStation
Network Computer
come 1o your rescue.

HDS Network Systems
1-800-HDS-1551

http://www.hds.com

© 1997 HDS Network Systems, Inc., 400 Feheley Drive. King of Prussia, PA 19406 USA. Phone 610.277.8300. FAX 610.275.5739. All rights reserved. HDS is a trademark of HDS Network Systems, Inc.
Java is a trademark of Sun Microsystems. Inc. Windows is a registered trademark of Microsoft Corporation. Other trademarks are the property of their respective owners.
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BIGGER

— —— 23 GBDRIVES ——————

FASTER

10,000 RPM DRIVES

MARTER

RAID BOX 5300 TURBO +

is simply a SMARTER hot-
swappable, modular RAID system
with dual failover controllers.

To get your free Box Hill
T-shirt* and more information on
the highest-performance UNIX
and NT storage system available,
visit: www.boxhill.com today.

The most reliable disk array
system now has even BIGGER
capacities, from 2 GB to 1.3 TB
using 23 GB drives. And it's
FASTER with transfer rates up
to 80 MB/s, Ultra SCSI and
10,000 rpm drives.

The RAID Box 5300 Turbo+

BoxHill

BIGGER. FASTER. SMARTER.
STORAGE & BACKUP

161 Avenue of the Americas, New York, NY 10013
PHONE: 212.989. 4455 or 800 127, 3863 FAX 212 989 6817 EMAIL: mfo@bothI com V\/EB www.boxhill.com

All products mentioned herein trade ] pective rs. *T-shirt of ng as supplies last
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