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FOREWORD

Microsoft Windows NT Network
“Administration

If you’re buying garden gloves or an apron, one size can fit all. But your best
business suit has to fit you like it fits no one else. That’s because, while simple
solutions are adequate for simple needs, your sophisticated needs generally require
equally sophisticated solutions.

When Microsoft first introduced the Microsofte Windows NTe operating system
four years ago, it was managed in relatively simple network installations and a
single, simple training course sufficed to educate IT professionals—who almost
always had other, primary responsibilities—in its use. What a difference a few
years can make. Today, Windows NT is the market-leading network operating
system and the fastest-growing, as well. It has scaled up to support the enterprise
needs of the largest corporations and, now, the new needs of intranets and the
Internet.

With all this growth in the market for Windows NT, a single training course is no
" longer enough. At Microsoft, we build courses around specific job titles, to ensure
that they’re relevant for the professionals who will take them. Over the past few
years, Windows NT has become important enough to most corporate users to
warrant a specific, new job title: the Windows NT administrator. But those
Windows NT administrators didn’t have a Windows NT course just for them.

The self-study course you’re holding in your hands responds to this need of
Windows NT administrators. And Windows NT administrators have responded to
it, in return. When the instructor-led version of this course was introduced in
July, 1996, Windows NT administrators made it one of Microsoft’s ten most
popular courses in just two months.

And no wonder. The only thing that’s growing as fast as the market for

Windows NT products is the market for trained professionals to manage them.
Microsoft has boosted the population of IT professionals trained on Windows NT to
more than 400,000 last year and the demand continues unabated. At the end of
1996, ComputerWorld rated Windows NT administration as the fifth-hottest skill
for IT professionals. ‘ v
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Windows NT administrators have also flocked to this course because it teaches
them exactly what they need to know to make the best decisions with Windows NT.
Microsoft believes in customizing each of its courses with hands-on, relevant

- training geared to the specific, daily needs of a single job title. This course in

Windows NT administration is no exception. Forget time-consuming histories of the
computer industry or the development of Windows NT. The course starts with the
information you need to be more effective—and to be seen as more effective by
current or prospective managers, employers, customers, or clients. After just the
first chapter, you’ll understand the key differences between the two Windows NT
products, the tools available to administer them, and the key components of the
Windows NT network.

Our emphasis on providing practical, hands-on information to help you make the
best decisions about implementing Windows NT has also led to another innovation:
This course is our first to be integrated with best practices. Windows NT
administrators want to know the options available to them, but they also want to
know the best option for their specific circumstances. Best practices information
meets this need, based on advice from the world’s leading Windows NT
administrators, developers, and solutions providers, as well as from Microsoft’s
own Windows NT team. What’s the best way to ensure the security of user
accounts and disk resources? To implement a plan for backing up files? To make
file and print resources available to network users? Whatever your needs , you’ll
find best practices tips and checkllsts to meet them.

. As a professional in technology education management, I'm delighted to héve

played a key role in spurring the creation of this path-breaking course. But my
enthusiasm runs even deeper, because I began my career as an IT administrator. So,
I know that this is the type of information that today’s IT professionals need,
presented in the way that they need it. Hundreds of thousands of IT professionals
already agree. I hope that very soon, you will too.

Nancy Lewis
General Manager, Training and Certification Worldwide
February 7, 1997
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About This Book

Welcome to Microsoft Windows NT Network Administration. This book provides
the knowledge and skills necessary to perform post-installation and day-to-day
Windows NT administration tasks in single-domain and multiple-domain networks.
It also helps prepare you to meet the certification requirements to become a

~ Microsoft Certified Professional.

The “About This Book” provides important Setup procedures that will prepare your
computer for the lessons. Read through “About This Book” thoroughly before you
start the lessons. All lessons depend on the completion of the Setup procedures in
“About This Book.”

The chapters in this book are divided into lessons. Most lessons include hands-on
procedures to practice or demonstrate key concepts and skills. At the end of each
lesson is a summary of key points, and when appropriate, references to additional
information ‘on the lesson material or related topics. At the end of each chapter is a
review of the critical points made throughout the chapter.



xvi Microsoft Windows NT Network Workstation

Intended Audience

This book is intended for those who administer Microsoft Windows NT Server and

" Windows NT Workstation, and for those who are on the Microsoft Certified
Systems Engineer Windows NT 4.0 Track.

Prerequisites

Working knowledge of an operating system, such as Microsoft MS-DOSe,
UNIX, Microsoft Windowse version 3.x, Windows for Workgroups,
Windows 95, or Windows NT.

Proficiency using the Windows 95 or Windows NT version 4.0 interface,
including the ability to use Windows Explorer to locate, create, and manipulate
folders and files, to create shortcuts, and to configure the desktop environment.

Working knowledge of major networking components, including clients, servers,
local area networks (LAN), network adapter cards, drivers, protocols, and
network operating systems.

Knowledge of basic computer hardware components, including computer
memory, hard disks, central processing unit (CPU), communication and printer
ports, display adapters, and pointing devices.

Fmdmg the Best Starting Point for You

The modular design of this book offers you con81derab1e ﬂex1b111ty in customizing
your learning. You can go through lessons in almost any order, skip lessons, and
repeat lessons later to review certain skills. Lessons in each chapter build on
concepts presented in previous lessons, so you may want to back up if you find that
you do not understand the concepts and terminology used in a particular lesson. If
the steps in one lesson require that you have completed the steps in an earlier
lesson, you are told of this fact at the start of the lesson.
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The following table recommends starting points depending on your Windows NT

experience.

If you

Follow this learning path

Are preparing to take the Microsoft
Certified Professional Exams (70-67,
Implementing and Supporting Microsoft
Windows NT Server 4.0, and 70-73,
Implementing and Supporting Microsoft
Windows NT Workstation 4.0)

Want to learn key Windows NT concepts
and skills

Want to set up and maintain user accounts
Want to make files available to network
users '

Want to secure disk resources

Want to set up a network print server

Want to back up network files

Need information on a specific topic
related to Windows NT

Need to know the definition of a
Windows NT term

Read “Getting Started”” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book™). Next,
work through Chapters 1-3 and

Chapters 5-6. Work through the other’
chapters in any order.

Read “Getting Started” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book”). Next,
work through Chapters 1-3 and

Chapters 5-6.

Read “Getting Started” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book™). Next,
work through Chapters 1-4.

Read “Getting Started” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book™). Next,
work through Chapter 5.

Read “Getting Started” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book”). Next,
work through Chapters 5-6.

Read “Getting Started” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book™). Next,
work through Chapters 7-8.

Read “Getting Started” and complete the
procedures in “Setup Procedures” (both
located later in “About This Book™). Next,
work through Chapter 11.

Refer to the table of contents or index in this
book, or refer to Windows NT Help.

Refer to the glossary in Windows NT Help or
at the end of this book.
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Conventions Used.in This Book

Before you start any of the lessons, it is important that you understand the terms and
notational conventions used in this book.

Features of This Book

Each chapter opens with an “About This Chapter” section, which provides an
overview of the chapter content.

Following “About This Chapter,” each chapter contains a “Before You Begin”
section, which describes the prerequisites and setup required for the chapter.

Whenever possible, lessons contain procedures that give you an opportunity to
build your skills. All procedures are identified through the following procedural
convention: »

The “Lesson Summary” provides a summary of the key points of the lesson. Use
this summary to gage whether you understood the important concepts of the
lesson.

The “For more information” table at the end of many lessons lists additional
resource locations for information on the concepts and skills covered in the
lesson. The information that is referred to covers product documentation, online
locations, or both.

The “Review” section at the end of each chapter is available to test what you
have learned in the lesson.

The “Answer Key” section contains all of the questions and corresponding
answers for each chapter. Each question is referenced by page number.

The “Glossary” presents a set of definitions for the technical terms that appear
in this book and some related terms.

Notational Conventions

Dialog box names, options, menu names, and menu commands appear in bold
type. .

Characters or commands that you type appear in bold lowercase type (unless

~what you type is case-sensitive).

Italic in syntax statements indicates placeholders for variable information. Italic
is also used for important new terms, for book titles, and for emphasis in the
text.

Names of files or folders appear in Title Caps, except when you are to type them
directly. Unless otherwise indicated, you can use lowercase letters when you
type a folder name or file name in a dialog box or at the command prompt.
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File name extensions appear in all lowercase.

Square brackets [ ] are used in syntax statements to enclose optional items. For
example, [file_name] in command syntax indicates that you can choose to type a
file name with the command. Type only the information within the brackets, not
the brackets themselves. :

Braces { } are used in syntax statements to enclose required items. Type only
the information within the braces, not the braces themselves.

. Keyboard Conventions

Names of keys that you press appear in SMALL CAPITALS—for example, TAB and
SHIFT.

A plus sign (+) between two key names means that you must press those keys at
the same time. For example, “Press ALT+TAB” means that you hold down ALT
while you press TAB.

A comma (,) between two or more key names means that you must press each of
the keys consecutively, not together. For example, “Press ALT, F, X” means that
you press and release each key in sequence. “Press ALT+W, L” means that.you
first press ALT and W together, and then release them and press L.

You can choose menu commands with the keyboard. Press the ALT key to make
the menu bar active, and then sequentially press the keys that correspond to the
highlighted or underlined letter of the menu name and the command name. For
some commands, you can also press a key combination that is listed next to the
particular menu command, such as CTRL+C for the Copy command.

You can select or clear check boxes or option buttons in dialog boxes with the

~ keyboard. Press the ALT key, and then press the key that corresponds to the

underlined letter of the option name. Or you can press TAB until the option is
highlighted, and then press SPACEBAR to select or clear the check box or option
button.

You can cancel the display of a dialog box by pressing the ESC key.
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Icons

The following table describes the icons that are used throughout this book.

Icon

Description

0
AN

i

Notes

Identifies content that applies only to computers running Windows NT
Server. '

Indicates a hands-on procedure for you to complete. If this symbol
does not appear next to a section with steps, it is not intended as a
hands-on procedure.

- Indicates instructions for starting a video. Videos are located on the
~ Supplemental Material compact disc in an .avi format.

Identifies content useful in plimning.

Indicates a best practice. A best practice is the way of performing a
task that Microsoft recommends you follow. '

Calls out cautions or warnings. Cautions indicate a possible loss of
data. Warnings indicate possible damage to hardware.

Identifies content that is useful in identifying and troubleshooting
problems.

Indicates questions for you to answer. Sometimes the questions
reference an illustration that you need to examine. Other times, the
questions are for the purpose of reviewing and reinforcing key
concepts. :

Indicates that two computers are required to complete the procedure.
Procedures that have this icon are not required to meet the lesson
objectives. Instead, they provide additional practice.

The following list describes the notes that appear throughout this book:

= Notes marked Tip contain explanations of possible results or alternative
methods of performing a task. These tips may be suggested as best practices.

 Notes marked Important are items that you should check before completing an

action.

_ = Notes marked Note contain supplementary information. -

» Notes marked Caution contain warnings about possible loss of data.

= Notes marked Warning alert you to possible hardware damage.
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Chapter and Appendix Overview

This self-paced training combines text, hands-on procedures, videos, and review
questions to teach you how to administer Windows NT Workstation and
Windows NT Server.

The self-paced training book is divided inte the following chapters and appendix:

Chapter 1, “Introduction to Administering Windows NT,” provides you with a
foundation of knowledge useful for all chapters in this book. It includes an
overview of Microsoft Windows NT Server and Windows NT Workstation,
describes the administrative differences between them in a workgroup and a
domain, and discusses directory services, the Windows NT Server services that
provide a single user logon, centralized administration, and access to domain
resources. It also introduces you to the administrative tasks and tools that you
will use throughout this book and the essential tasks that all users perform when
using Windows NT. The hands-on procedures guide you through Windows NT
basics.

Chapter 2, “Setting Up User Accounts,” introduces you to the three types of user
accounts and provides you with a planning strategy for implementing them. The

- hands-on procedures give you an opportunity to plan and create your own user

accounts.

Chapter 3, “Setting Up Group Accounts,” provides you with a groups planning
strategy and procedures for creating groups. The hands-on procedures give you
an opportunity to plan and implement local and global groups for a network.

Chapter 4, “Administering User and Group Accounts,” presents tasks related to
maintaining existing accounts and streamlining administrative tasks, including
creating template accounts, modifying multiple accounts at one time, planning
and implementing an account policy, maintaining domain controllers, and
troubleshooting user logon problems. The hands-on procedures give you an

. opportunity to implement and practice each task.

Chapter 5, “Securing Network Resources with Share Permissions,” explains
how to share folders and how to assign permission for gaining access to the
shared folders to user and group accounts. The hands-on procedures give you an
opportunity to plan and share folders and to secure them with permissions.

Chapter 6, “Securing Network Resources with NTFS Permissions,” explains
how NTES permissions secure local resources, and how when combined with
share permissions, NTFS permissions secure resources from users who connect
to resources over the network. The hands-on procedures give you an opportunity
to plan and implement NTFS permissions, and to troubleshoot common
permission-related problems.
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Chapter 7, “Setting Up a Network Print Server,” introduces you to Windows NT
printing. It explains procedures and guidelines for setting up and configuring a
network print server. The hands-on procedures give you an opportunity to
implement and practice these tasks.

Chapter 8, “Administering a Network Print Server,” presents the post-
installation and configuration print server administration tasks, including tasks

~ related to managing documents and printers, and identifying printing problems.

In the hands-on procedures, you will have an opportunity to perform many of
these tasks on your own printer.

Chapter 9, “Auditing Resources and Events,” introduces auditing and provides
guidance in planning and implementing a domain Audit policy. The hands-on
procedures give you an opportunity to plan and implement an Audit policy, to set
up auditing on files and printers, and to use Event Viewer to view audited events
and archive security logs.

Chapter 10, “Monitoring Resources,” provides an overview of Server Manager
and Windows NT Diagnostics and shows you how to use them to obtain key
information about network and computer resources. The hands-on procedures
guide you through viewing computer properties; viewing user sessions, shared
resources, and resources in use; setting administrative alerts; sending messages
to users; and gathering information about a computer configuration to use for
inventory tracking and troubleshooting.

Chapter 11, “Backing Up and Restoring Files,” describes planning strategies for
backing up files on your network and shows you how to use Windows NT
Backup to back up and restore files. In the hands-on procedures, you use a
Backup Simulation program to back up and restore files. This program simulates
Windows NT Backup.

Appendix A, “Planning Worksheets,” provides completed planning worksheets
for use with the planning exercises in Chapters 2, 3, 5, 6, and 11. Use them to
check your answers or use them as guides for implementing tasks.
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Getting Started

This self-paced training contains hands-on procedures to help you learn how to
administer Windows NT Workstation and Windows NT Server. To complete these
procedures, you must have the following:

One computer running Windows NT Server version 4.0 configured as a domain
controller, with an audio board and headphones or speakers; a CD-ROM drive;
and a VGA or higher-resolution monitor, minimum of 256 color support.

Note There are a few procedures in this book that require two computers to
complete them. Using a second computer is optional; it is not required to meet
the lesson objectives.

It is recommended that you set up a domain controller on its own network
specifically for this self-paced training because, to complete the lessons in this
book, you will need to make changes to the domain controller that can affect
other network users. However, you can use a domain controller on an existing
network.

You can use the evaluation copy of Windows NT Server that is included with
this book to set up a domain controller. The evaluation copy can be installed in a

" separate directory on an existing Windows NT-based computer. The evaluation

copy is good for 120 days from the date that you install it. To install it, you need
the following:

¢ On Intel and compatible systems: 486/33 MHz or higher, Pentium, or
Pentium PRO processor, and 125 megabytes (MB) of free hard disk space.

On RISC-based systems: RISC processor compatible with Windows NT
. Server version 4.0, and 160 MB of free hard disk space.

¢ 16 MB of memory (RAM)

* VGA, Super VGA, or video graphics adapter compatible with Windows NT
Server 4.0

e CD-ROM drive

Note All hardware must be on the Microsoft Windows NT 4.0 hardware
compatibility list (HCL).
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Use of the built-in Administrator account on the domain controller or any user
account on the domain controller with administrative privileges (one that is a
member of the Administrators group).

If you install the evaluation copy of Windows NT Server that is included with
this book, an Administrator account will be created for you.

A volume formatted with the Windows NT File System (NTFS). If you plan on
using an existing domain controller and it does not already have an NTES
volume, see your network administrator before you convert one.

If you do not have an NTFS volume and are prevented from creating one (for
example, if Windows 95 is running on the same computer), you will still be able
to complete most lessons in this book. However, you will not be able to
complete the lessons in Chapter 7, “Securing Network Resources with NTFS
Permissions” or Chapter 9, “Auditing Resources and Events.”

Cross-References to Windows NT Documentation

You will find references to Windows NT documentation and Windows NT Help
throughout this book. These references point you to more information about the task
at hand.

Microsoft Windows NT Server Concepts and Planning explains how to
implement and optimize Windows NT Server. It is designed for new and

" experienced administrators of small networks and advanced users of operating

systems. The online version of Microsoft Windows NT Server Concepts and
Planning is included on the Windows NT Server compact disc.

The Microsoft Windows NT Server Resource Kit (for version 4.0) provides
detailed information on implementing Windows NT Server in larger networks.

The Microsoft Windows NT Workstation Resource Kit (for version 4.0)
provides detailed information on the Windows NT Workstation operating
system, plus topics that are either new for version 4.0 or that reflect issues that
Microsoft Technical Support Engineers consider timely and important.

Windows NT Help, available online when you install Windows NT, provides
references and how-to information for all Windows NT tasks.
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-Setup Procedures

The following information is a checklist of the tasks that you need to perform to
prepare your computer for the lessons in this book. If you do not have experience
installing Windows NT or another network operating system, you may need help
from an experienced network administrator. As you complete a task, mark it off in
the check box. Step-by-step instructions for each task follow. :

Q' Create Windows NT Server Setup disks. These disk are required to install the
evaluation copy of Windows NT Server. If you plan on completing the lessons in
this book on an existing domain controller, skip this procedure.

O Install the evaluation copy of Windows NT Server (provided with this book),
and configure it as a domain controller. If you plan on completing the lessons in
this book on an existing domain controller, skip this procedure.

Note The installation information provided will help you prepare a computer for

- use with this book. It is not intended to teach you installation. For
comprehensive information on installing Windows NT Server, see the Microsoft
Windows NT Technical Support self-paced training, also available-from
Microsoft Press.

[ Install the self-paced trai'ning files. These files are required to complete the
lessons. You need 6 MB of free disk space to install them.

(1 Assign the Log on locally user right to the Everyone group. This will ensure that
all user accounts required to complete the lessons in this book have the ability to
log on the computer.

(O Create a user account named User] with a password'of secret (all lowercase) to
prepare for the lessons in Chapter 1.

(0 Share the Users and Profiles folders to prepare for the lessons in Chapter 2. The
Users and Profiles folders are created when you install the. self-paced training
files.

i Install Microsoft Internet Explorer 3.x. Internet Explorer 3.x is required only so
that you can view the Web page on the Supplemental Material compact disc. It
is not required to complete the lessons in this book. Sk1p this procedure if you
already have Internet Explorer 3.x installed.

O Install the Intel Video drivers requlred to play the instructional videos included
on the Supplemental Material compact disc.

O Set the color palette and desktop area for your monitor so that you can view the
-instructional videos included on the Supplemental Material compact disc. You
only need to complete this procedure if you do not configure the color and
resolution when you install the evaluation copy of Windows NT Server.
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>

To create Windows NT Server Setup disks

In this procedure, you create the three Setup disks that are required to install the
evaluation copy of Windows NT Server. To complete this procedure, you need three
blank, formatted disks.

Note This procedure requires that you have an operating system installed that
provides the ability to access the CD-ROM drive on that computer.

1. Insert the Microsoft Windows NT Server compact disc into the CD-ROM drive.
If a Windows NT CD-ROM windows appears, close it.

2. Go to a command prompt (If you are using a computer running Windows 95 or
Windows NT, click the Start button, point to Programs, and then click
Command Prompt.) and type one of the following commands:

On a computer running MS-DOS, Windows 3.1, Windows for Workgroups, or
Windows 95, type the following command, and then press ENTER.

cd_drive\i386\winnt /ox
where cd_drive is the appropriate letter for your CD-ROM drive.
—or— '

On a computer running Windows NT, type the following command, and then
press ENTER.

cd_drive\i386\winnt32 /ox
where cd_drive is the appropriate letter for your CD-ROM drive.

The Windows NT 4.00 Upgrade/Installation dialog box appears, prompting
for the location of the Windows NT Server files.

3. If the path to your compact disc does not already appear, type cd_drive:\i386
~and then click Continue.

4. When prompted, label a blank disk as Windows NT Server Setup Disk #3, insert
the disk into drive A, and then click OK.

Setup prepares Disk #3.

5. When prompted, label a blank disk as Windows NT Server Setup Disk #2, insert
the disk into drive A, and then click OK.

Setup prepares Disk #2.
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6. When prompted, label a blank disk as Windows NT Server Setup Boot Disk,
insert the disk into drive A, and then click OK.

Setup prepares the boot disk.

‘When-Setup has finished preparing the disks, the command prompt appears.

7. Close the Command Prompt window.
8. Remove the compact disc from the CD-ROM drive.

To install the evaluation copy of Windows NT Server

Note If your computer is part of a part of a larger network, verify with your
network administrator that the computer name, domain name, and IP address
information does not conflict with network operations. If they will conflict, ask the
network administrator to provide alternative values.

1. With the Windows NT Server Setup Boot Disk in drive A, restart the computer.

2. When prompted, insert Setup Disk #2, and at the subsequent prompts, insert
Setup Disk #3, and then insert the CD-ROM.

3. Read the online instructions carefully. For many of the instructions, you can

accept the default settings.

4. When prompted, supply the following configuration information.

When prompted for

Do this

A response to whether you are
upgrading or installing a new
version (fresh copy)

Partition information

File system information

A location to install
Windows NT files

If you are installing the evaluation copy of Windows
NT Server on the same computer as another version
of Windows NT, type N for new version.

Select a partition that has enough free disk space to
install Windows NT Server.

Select Leave current file system intéc_t.

If you are installing the evaluation copy of Windows
NT Server on the same computer as another version
of Windows NT, type a different name (for example,
\NTEval or \120Eval). Otherwise, accept \Winnt.
(The location that you specify will be referred to in
the lessons as systemroot.)
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(continued)
When prompted for

Do this

Your name and organization
The CD key

The licensing mode

A name for your computer
The server type ‘

The Administrator account
password

A response to the floating-point
workaround (only appears on
Pentium-based computers that
have floating-point arithmetic
problems)

Emergency repair disk

The components to install

How this computer should
participate on a network

Install Microsoft Internet
Information Server

Setup to start searching for a
Network Adapter

Network protocols

Type your name and your organization’s name.
Type 040 followed by 0048126

In the Per Server for box, type 10 for the
maximum number of client access licenses provided
with the evaluation copy of Windows NT Server.

Type a name that is unique to your network.
Click Primary Domain Controller.

Type a password for the default Administrator
account. Keep in mind that passwords are case-
sensitive.

Click Do not enable the floating-point

- workaround.

Click No, do not create an emergency repair disk
(you may want to create an Emergency Repair Disk
for your computer, but it will not be used in this
book).

Click Games (required for some lessons). The
default components should remain selected. -

If your computer is on a network, make sure Wired
to the network is selected.

Click to clear.

Click Start Search. If Setup cannot detect the
installed network adapter or if your computer does
not have a network adapter, click Select from list.
If your computer does not have a network adapter,
under Network Adapter, click MS Loopback
Adapter. Otherwise, select your network adapter.

Accept TCP/IP Protocol and NWLink IPX/SPX

" Compatible Transport.
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(continued)
When prompted for

Do this

TCP/IP setup. Do you wish to
use DHCP?

An IP address (appears if there
is no DHCP server)

A subnet mask (appears if there
is no DHCP server) ‘

A default gateway (appears if
there is no DHCP server)

A name for your domain
Time zone information

The display properties

» Click Yes if your computer is connected to a

network that has a DHCP server. (Check with your
network administrator if you are unsure.) Otherwise,

"~ click No.

Type 131.107.2.200 (If your computer is on a
network, check with the network administrator to
verify that this IP address does not conflict with an
existing IP address.)

Type 255.255.255.0 (If your computer is on a
network, check with the network administrator for a
valid subnet mask.)

If your computer is on a network, check with the
network administrator for a valid default gateway to
use. Otherwise, leave it blank.

Type a name that is unique to your network.
Specify your time zone. '

Set the Color Palette for 256 colors. Set the
Desktop Area for 800 x 600 pixels.

5. When prompted, restart the computer. |

‘Important If you do not have an NTES volume, you need to convert a file allocation

table (FAT) volume to NTFS. If your computer dual-boots with MS-DOS or
Windows 95, do not convert the MS-DOS or Windows 95 system volume or you
will no longer be able to boot those operating systems. For instructions on how to
convert a volume from FAT to NTFES, see “Convert Command” in Windows NT
Help. '

To install the self-paced training files

L.
2.
3.

Log on as Administrator.

Insert the Supplemental Material compact disc into the CD-ROM drive.
In the root of the compact disc, double-click Setup.exe.
A Microsoft Windows NT Network Administration Setup dialog box

appears.

4. Click Continue.

. In the Name box, type your name.
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6. Inthe Organization box, type the name of your organization (optional), and

then click OK.

7. Click OK to confirm that the Name and Organization information was entered

“correctly.

A Microsoft Windows NT Network Administration Setup dialog box
appears.

8. Under Folder, verify that the path points to a volume formatted with NTFS.

If the path points to a volume formatted with FAT, click Change Folder, and
then in the Path box, type drive:\Program Files\Admin Training (where drive
is the drive letter of your NTES volume) and then click OK.

If you are prompted to create the destination folder, click Yes.

9. Click the Setup button.

Setup checks for free disk space and then copies the Admin Training folder to
the specified path.

The LabFiles folder is copied to the root of the drive that you specified. For
example, if you specify D:\Program Files\Admin Training in the Path box,
LabFiles will be located in D:\LLabFiles. The LabFiles folder contains the folders
and files required to complete the lessons in this book. You may want to record
the drive location here.

10. When Setup has completed successfully, click OK.

The Setup program installed the required files on your hard disk, created a
Network Administration Training menu, and then added shortcuts to the files
on the Network Administration Training menu.




About This Book XXXi

The following list describes the shortcuts that appear on the Network
Administration Training menu:

Backup Simulation is a Microsofte Visual Basic program that simulates
Windows NT Backup, but does not require a tape drive in your computer.

* This program is required to complete Chapter 11, “Backing Up and

Restoring Files,” to simulate backing up and restoring files on your hard
disk.

Command Scheduler is a Microsoft Windows NT Server Resource Kit
utility (for version 4.0) that schedules batch and executable files to start a
process, such as a backup, at a specified time. This utility is required to
complete Chapter 11, “Backing Up and Restoring Files.”

Local and Global Groups Video is a six minute instructional video that
defines local and global groups and explains how they are used in single-
domain and multiple-domain networks. This video is required to complete
Chapter 3, “Setting Up Group Accounts.”

Overview of Directory Services Video is a five minute instructional video
that describes the components in a Windows NT network and the role of user
accounts in Windows NT Directory Services. This video is required to
complete Chapter 1, “Introduction to Administering Windows NT.”

Permissions Video is a five minute instructional video that shows the
effective permissions when shared folder and NTFS permissions are
combined. This video is required to complete Chapter 6, “Securing Network
Resources with NTFS Permissions.”

Server Manager Simulation program is a Visual Basic program that
simulates promoting and synchronizing multiple domain controllers in Server
Manager using a single computer. This program is required to complete
Chapter 4, “Administering User and Group Accounts.”

Supplemental Material is a Web page on the Supplemental Material
compact disc. This Web page provides information on the Microsoft
Certified Trainer program (including the Administering Microsoft
Windows NT 4.0 self-administered assessment), course materials, and key
Web sites. To open the Web page, in the root of the Supplemental Material
compact disc, double-click Open.htm.

Note The videos are the only files that are not installed on your hard disk. The
menu shortcuts for the videos require that the Supplemental Material compact
disc be in the CD-ROM drive. The videos can also be started directly from the
Web page on the Supplemental Material compact disc.
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» To assign the Log on locally user right to the Everyone group

1.

- 1.

Click the Start button, point to Programs, point to Administrative Tools, and
then click User Manager for Domains.

The User Manager for Domains window appears.

. On the Policies menu, click User Rights.

The User Rights Policy dialog box appears.

. In the Right box, click Log on locally, and then click Add.

The Add Users and Groups dialog box for your domain appears.
Under Names, click Everyone, and then click Add.

The Everyone group appears under Add Names.

Click OK to return to the User Rights Policy dialog box.

The Everyone group appears under Grant To.

Click OK to apply your changes and to return to the User Manager for Domains
window. '

On the User menu, click Exit.

» To create a user account named User1 with a password of secret

Click the Start button, click Run, and then in the Open box, type
drive:\labfiles\chapterl.cmd (where drive is the drive letter that you specified
when you ran the Setup.exe file to install the self-paced training files).

» To share the Users and Profiles folders

1.
2.

-Click the Start button, point to Programs, and then click Command Prompt.

Type net share users=drive:\labfiles\users and then press ENTER (where drive
is the drive letter that you specified when you ran the Setup.exe file to install the
self-paced training files).

A message appears stating that “Users” was shared successfully.

'Type net share profiles=drive:\labfiles\profiles and then press ENTER (where

drive is the drive letter that you specified when you ran the Setup.exe file to
install the self-paced training files).

A message appears stating that “Profiles” was shared successfully.

. Close the Cornmand Prompt window.
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» To install Internet Explorer 3.x

1. In Windows NT Explorer, expand the IE_Setup folder on the
Supplemental Material compact disc, and then double-click Msie30.exe.

2. When prompted to continue, click Yes.
The Internet Explorer License Agreement dialdg box appears.

3. Read through the license agreement, and then click I Agree to accept its terms.
The Setup program copies files to your hard disk.

4. When prompted to restart your computer, click Yes.

5. Once your computer has restarted, log on-as Administrator.

» To install the Intel Video drivers required to play the videos

1. In Windows NT Explorer, expand the Videos\Codec\32bit folder on the
“Supplemental Material compact disc.

2. Double-click Setup.exe.
A Welcome dialog box appears.
3. Click Next..
The Software License Agreement dialog box appears.
4. Read through the agreement, and then click Yes to accept its terms.
The Select Components dialog box appears. Windows NT system is selected.
5. Click Next. _
The files are copied to the systemroo\System32 folder.

6. When prompted, if you would like to read the README file, click Yes;
otherwise, click No.

7. Close all windows.

» To set the color palette and desktop area for your monitor
Complete this procedure only if you did not configure this information during
installation.
1. Right-click a blank area of your desktop, and then on thé menu that appears,
click Properties.
2. In the Display Properties dlalog box, click the Settmgs tab.
3. Under Color Palette, click 256.



XXxiv Microsoft Windows NT Network Workstation

4. Under Desktop Area, move the slider to 800 x 600 pixels (if it is supported), |
and then click Test.

5. When prompted to test the new settings, clickv OK.

A bitmap appears for five seconds, and then you are asked if you saw the test
‘bitmap properly.

6. If you did see the bitmap properly, .click Yes, and then click OK. Otherwise,
click No and reset your the desktop area to 640 x 480 pixels.

Cleanup Procedures

Use the following procedures to remove user accounts, group accounts, and files
that are created specifically for use in the lessons in this book.

Removing User and Group Accounts

Most chapters use batch files (Chapterx.cmd, where x is the chapter number) to
create user or group accounts necessary to complete the chapter lessons. Account
names include the number of the corresponding chapter. For example, Userl is
created for use in Chapter 1. User5 is created for use in Chapter 5. This was done
so that chapters do not depend on the completion of other chapters and can be done
out of sequence.

After you complete all of the lessons in a chapter, you may want to remove the
accounts that you create in the “Before You Begin” section of each chapter. You
can do this at any time—when you finish all of the lessons in a chapter or when you
finish all of the chapters.

» To remove accounts created at the beginning of a chapter
1. Log on as Administrator.
2. Insert the Supplemental Material compact disc into the CD-ROM drive.
3. Start Windows NT Explorer, and expand the Cleanup folder.
The following files appear:

DeleteChapterl.cmd DeleteChapter7.cmd
DeleteChapter3.cmd DeleteChapter8.crnd
DeleteChapter4.cmd DeleteChapter9.cmd

. DeleteChapter5.cmd DeleteChapter10.cmd

DeleteChapter6.cmd : DeleteChapter11.cmd
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4. Double-click the DeleteChapterx.cmd file (where x is the chapter number) that
corresponds to the chapter.

Note The DeleteChapterx.cmd files only remove the account or accounts that are
created by running the corresponding Chapterx.cmd files. They do not remove any
user or group accounts that you created as part of a lesson.

Removing Self-Paced Training Files

If you want to remove all files and shortcuts that were created when you installed
the self-paced training files, you use Add/Remove Programs in Control Panel.

To remove the self-paced training files

1. Click the Start button, point to Settings, and then click Control Panel.
The Control Panel window appears.

2. Double-click the Add/Remove Programs icon.
The Add/Remove Programs Properties dialog box appears.

3. On the Install/Uninstall tab, click Microsoft Windows NT Network
Administration, and then click Add/Remove.

The Microsoft Windows NT Network Administration Setup dialog box
appears.

4. Click Remove All.

A message appears asking if you want to remove Windows NT Network
Administration.

5. Click Yes.
The Network Administration Training menu is removed from the Programs
menu, and all related files are removed from your hard disk, including the

LabFiles folder (which does not appear on the Network Administration
Training menu).

6. When a message appears stating that the process has successfully completed,
click OK.

7. Click OK to close the Add/Remove Programs Properties dialog box.
8. Close Control Panel.
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The Mlcrosoft Certified Professmnal Program

The Microsoft Certified Professional (MCP) program provides the best method to
prove your command of current Microsoft products and technologies. Anyone who
must prove his or her technical expertise with Microsoft products should consider
the program, including systems engineers, product developers, support technicians,
system and network administrators, consultants, and trainers.

The Four Certifications

- The following table describes the four certifications, based on spemﬂc areas of
technical expertise.-

Certification Description

Microsoft Certified MCPSs demonstrate in-depth knowledge of at least one

Product Specialist Microsoft operating system. Candidates may pass additional

(MCPS) Microsoft certification exams to further qualify their skills with

: Microsoft BackOffice™ integrated family of server products,
development tools, or desktop programs.

" Microsoft Certified = MCSEs are qualified to effectively plan, implement, maintain,

Systems Engineer and support information systems in a wide range of computing
(MCSE) environments with Windows NT Server and Microsoft
BackOffice products.

Microsoft Certified = MCSDs are qualified to design and develop custom business
Solution Developer  solutions with Microsoft development tools, technologies, and

(MCSD) platforms, including Microsoft Office and Microsoft BackOffice.
Microsoft Certified = MCTs are instructionally and technically qualified to deliver

Trainer (MCT) Microsoft Official Curriculum through Microsoft Authorized
Technical Education Centers. ,

Certification Requirements

The certification requirements differ for each certification and are specific to the
products and job functions addressed by the certification. To become a Microsoft
Certified Professional, you must pass rigorous certification exams that provide a
valid and reliable measure of technical proficiency and expertise. '
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The following table describes exam requirements.

Certification Exam requirements
Microsoft Certified Product Pass one operating system exam. In addition,
Specialist (MCPS) individuals seeking to validate their expertise in a

desktop program must pass the appropriate elective
exam.

Microsoft Certified Systems Pass four operating system exams and two elective

Engineer (MCSE) exams.

Microsoft Certified Solution Pass two core technology exams and two elective
Developer (MCSD) exams.

Microsoft Certified Trainer Required to meet instructional and technical
(MCT) requirements specific to each Microsoft Official

Curriculum course that they are certified to deliver."

MCSE Track

This book supports the MCSE Windows NT 4.0 track. To complete this track, we
recommend that you do the steps outlined in the following table.

Step  Pass this exam Preparation
1 70-58, Networking Essentials Course 683, Networking Essentials—
‘ Self-Paced Training Kit
2 Administering Microsoft Course 803, Administering Microsoft
Windows NT 4.0 self-administered Windows NT 4.0
assessmeént
3 70-67, Implementing and Course 803, Administering Microsoft

Supporting Microsoft Windows NT
Server 4.0 and any client exam2, ’
such as exam 70-73, Implementing
and Supporting Microsoft
Windows NT Workstation 4.0 or
exam 70-63, Implementing and
Supporting Microsoft Windows 95

Windows NT 4.0 :

Course 687, Supporting Windows NT
Core Technologies

Course 564, Microsoft Windows 95
Training—Self-Paced Training Kit

! nside the United States and Canada, call (800) 636-7544 for more information on becoming a Microsoft
Certified Trainer. Outside the United States and Canada, contact your local Microsoft subsidiary.

2 For a complete list of client and elective exams, see the Microsoft Training and Certification Web site at
http://www.microsoft.com/train_cert/ or the Certification section of the Web page provided on the
Supplemental Material compact disc.
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>

(continued)

Step  Pass this exam

Preparation

4 70-68, Implementing and
Supporting Microsoft Windows NT
Server 4.0 in the Enterprise

5 Two elective exams

Course 689, Supporting Windows NT
Server 4.0 Enterprise Technologies

Elective exams are available for the

following: Microsoft SQL Server

BackOffice Internet-related products,
Microsoft SNA Server, Microsoft
Exchange Server, Microsoft Systems
Management Server, and TCP/IP.

Important Microsoft Official Curriculum (MOC) courses help you to prepare for
Microsoft Certified Professional (MCP) exams. However, no one-to-one correlation
exists between MOC courses and MCP exams.

Administering Microsoft Windows NT 4.0 Self-Administered Assessment
The Administering Microsoft Windows NT 4.0 self-administered as.sessmént isa

computer-based test.

To learn more about the assessment

¢ If you have completed the Setup procedures in “About This Book,” see the
Readme file located in the drive;\Program Files\Admin Training\Assess folder
(where drive is the location that you specified for the installation of the self-

paced training files).

If you have not completed the Setup procedures in “About This Book,” see
“Assessment” in the “Certification” section of the Supplemental Material

compact disc.
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» To start the assessment

¢ If you have completed the Setup procedures in “About This Book,” in Windows
NT Explorer, expand drive:\Program Files\Admin Training\Assess folder
(where drive is the location that you specified for the installation of the self-
paced training files), and then double-click Lnchtst.exe.

_or_

If you have not completed the Setup procedures in “About This Book,” copy the
Assess folder from the Supplemental Material compact disc to your hard disk,
and then in the Assess folder, double-click Lnchtst.exe.

Note Passing this self-administered assessment does not satisfy any requirements
for the Microsoft Certified Professional program, nor does performance on this test
guarantee or directly correlate to the success that you may have on any Microsoft
certification exam. Unlike the Microsoft certification exams, this assessment is not
professionally validated. If you plan to pursue Microsoft certification, see the
“Certification” section of the Web page included with this book. .
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About This Chapter

- This chapter provides you with a foundation of knowledge that is useful for all

chapters in this book. It includes an overview of Microsofte Windows NTe Server

- and Windows NT Workstation, describes the administrative differences between
them in a workgroup and a domain, and discusses directory services, the
Windows NT Server services that provide a single user logon, centralized
administration, and access to domain resources. It also introduces you to the
administrative tasks and tools that you will use throughout this book and the
essential tasks that all users perform when using Windows NT.

The hands-on procedures guide you through Windows NT basics.
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Before You Begin

To complete the lessons in this chapter, you must have completed the Setup
procedures located in “About This Book.”
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Lesson 1: Ihtroduction to Windows NT

Windows NT is a multipurpose network operating system that can act as both a
client and a server in a network environment. Windows NT refers to two different
products—Windows NT Workstation and Windows NT Server.

This lesson provides an overview of Windows NT Server and Windows NT
Workstation and the key administrative differences between them.

Atter this lesson, you will be able to:

= Explain the key differences between Microsoft Windows NT Workstation and
Windows NT Server.

= Describe the difference between a workgroup model and a domain model, and
understand what the administrative differences are between these two models.

Estimated lesson time: 10 minutes

What Is Windows NT Workstation?

Windows NT Workstation is optimized for use as a high performance, secure
network client and corporate desktop operating system. Windows NT Workstation
can be used alone as a desktop operating system, networked in a peer-to-peer
workgroup environment, or used as a workstation in a Windows NT Server domain
environment. Windows NT Workstation can be used with the Microsoft
BackOffice™ family of products to access resources from all of the BackOffice

products.
Microsoft
Internet Messaging Peer Web Services
Explorer N

Hardware
Profiles

92

SO R

<&,

Desktop Operating System
Performance Stability
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Windows NT Workstation offers the following advantages:

Desktop performance. Supports preemptive multitasking for all programs.
Windows NT Workstation supports multiple processors for true multitasking
performance. For example, if you run a multithreaded program such as.
Microsoft Word, you can work on one document while another document prints.

Hardware profiles. Creates and maintains a list of hardware configurations
specific to a computer. For example, if you use a laptop computer and docking
station at work, you can use a hardware profile to configure the laptop for use
with the docking station. When you take the laptop computer home, you can use
a different hardware profile with a configuration for dial-in networking.

Microsoft Internet Explorer. Provides a fast and simple-to-use browser that is
compatible with existing standards.

Microsoft messaging. Receives and stores electromc mail, including files and
objects created in other programs.

Peer Web services. Provides a personal Web server, optimized to run on
Windows NT Workstation version 4.0.

Security. Provides local security for files, folders, printers, and other resources.
Users must be authenticated by either the local computer or a domain controller
in order to gain access to any resources on the computer or network.

Operating system stability. Supports each program in its own memory address
space. This means that malfunctioning programs will not affect other programs
or the operating system.
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What Is Windows NT Server?

Windows NT Server is optimized for use as a file, print, and application server that
can handle tasks for organizations ranging from small workgroups to enterprise
networks.

Internet
Information Server

Windows NT
Directory Services

Management

Resources

e Resources

Built-in Administrative
Communications leards
" Macintosh

Client Support

Additional
Network Services

Windows NT Server offers the following advantages:

« Server performance. Windows NT Server version 4.0 is tuned for file, print,
and application server performance. The retail version of Windows NT Server
supports up to four processors in a symmetric multiprocessing environment.
Original Equipment Manufacturers’ (OEM) implementations of Windows NT
Server support up to 32 processors in a symmetric multiprocessing environment.

= Built-in communications. Salespeople, home-based employees, traveling
workers, and other mobile users connect to Windows NT Server 4.0 using
Remote Access Service (RAS), a feature that lets remote users dial-in to the
network. Windows NT provides support for 256 inbound RAS sessions.

«  Management tools. Task Manager and Network Monitor simplify the day-to-
day administration of your network server. Task Manager monitors programs,
tasks, and key performance metrics of Windows NT Server 4.0, providing
detailed information on each program and process running on the system. With
this information, you can quickly terminate elements that are not responding,
resulting in improved system reliability.

Network Monitor examines network traffic to and from the server at the packet
level and captures it for later analysis, making it easier to troubleshoot potential -
network problems. -
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Internet Information Server (IIS). The integration of IIS with Windows NT
Server 4.0 means that Web server installation and management are simply
another part of the operating system. In addition, with IIS version 2.0 you can
remotely administer your Web site from any Microsoft Windowse-based
computer with a Web browser. IIS provides a fast, powerful, and secure
platform for offering Hypertext Transfer Protocol (HTTP), File Transfer
Protocol (FTP), and Gopher service.

Administrative Wizards. Task-oriented Administrative Wizards make server
management easier than ever. Wizards group the common server management
tools such as User Manager for Domains and Server Manager, and walk you
through the steps required to add users, create and manage groups of users,
manage file and folder access for network clients, and so on.

Macintosh client support. This feature provides file and print sharing services
for Macintosh clients. '

Additional network services. These additional network services include

multiprotocol routing (MPR), Domain Name System (DNS), Dynamic Host
Configuration Protocol (DHCP), and Windows Internet Name Service (WINS).

Windows NT Directory Services. A directory database provides a single
network logon, a single point of administration, and the ability for users to
access resources throughout the network.
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Administrative Differences

A Microsoft Windows NT-based network can be set up using either a domain
model or a workgroup model. Both Windows NT Server and Windows NT
Workstation can participate in either of these two models. The administrative
differences between the two products depend on the model.

Domain Model :

A domain model has at least one computer running Windows NT Server configured
as a domain controller. A domain is a logical grouping of computers that share
common security and user account information. This information is stored in the
domain controller’s master directory database.

Note Windows NT Server can also be configured as a member server (a non-
domain controller). A member server does not validate domain logon attempts. It
maintains a local directory database just as computers running '
Windows NT Workstation do.

Windows NT Server
Domain
Controller

Windows NT Server
mber Server

T

Windows NT .
Workstation i Domain

et

All computers running Windows NT maintain a directory database; however, it is

" the domain controller’s master directory database that provides a central location
for administering user accounts and resource security for the domain. In a domain,
each user requires only one account and password to gain access to network
resources. If a user changes his or her password, the change is automatically
reflected throughout the domain.
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Workgroup Model

A workgroup model is a Windows NT-based network that does not have a
Windows NT Server domain controller. A workgroup is often referred to as a
peer-to-peer network because all computers share files and printers as equals, or
peers.

In a workgroup model, administration of user accounts and resource security is not
central to any one computer, Instead, éach computer running Windows NT
Workstation or Windows NT Server (configured as a member server) maintains its
own user accounts and resource security information in a local directory database.
This means that user accounts are created on every computer that the user will
access either locally or over the network.

| Windows NT Server
Member Server

Windows NT [
Workstation |
o oot

In this model, resource administration tasks are distributed to each computer in the
network. For example, each time a user changes his or her password, the user must
change the password at every computer where that user has an account. To
administer a computer in a workgroup, changes are made on each computer. This
can be a time-intensive endeavor.
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Lesson Summary

The following information summarizes the key points in this lesson:

= Windows NT Server is optimized for use as a file, print, and application server.

» Windows NT Workstation is optimized for use alone as a desktop operating
system, as a networked computer in a peer-to-peer workgroup environment, or
as a workstation in a Windows NT Server domain environment.

» A domain is a logical grouping of computers that share common security and
user account information. The domain model prov1des centralized administration
of user accounts and resource security.

N workgroup is a network that does not have a Windows NT Server domain
controller. Windows NT Workstation and Windows NT Server member servers
are administered on an individual basis.

For more information - on See
New programs and features in Windows NT Help.
Windows NT
Windows NT procedures Windows NT Help.
Windows NT Workstation The Microsoft World Wide Web site at
http://www.microsoft.com/ntworkstation/
"Windows NT Server The Microsoft World Wide Web site at

BackOffice family of products

http://www.microsoft.com/ntserver/

The Microsoft World Wide Web site at
http://www.microsoft.com/backoffice/
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Lesson 2: Overview of WindoWs NT Directory Services

Directory services is one of the services provided by Windows NT Server.
Directory services provides users with a single user name and password, and allows
access to resources throughout the network. It provides administrators with the
ability to view and manage users and network resources from any computer on the
network. This lesson provides an instructional video on directory services, which
focuses on a Windows NT environment and the role that user accounts play in it.

After this lesson, you will be able to:

» Describe the components in a Windows NT network and the role of user
accounts in Windows NT Directory Services.

= Describe the function of primary and backup domain controllers, and the role of
member servers. '

~ = Explain the function of a trust relationship between domains.

Estimated lesson time: 10 minutes

The five minute video describes the components in a Windows NT network and the
role of user accounts in Windows NT Directory Services. In addition, the video
defines key terminology that is used throughout this book. The complete video script
is available under “Course Materials” on the accompanying Supplemental Material
compact disc. :

» To start the video from the Start menu
1. Insert the Supplemental Material compact disc into the CD-ROM drive.

2. Click the Start button, point to Programs, point to Network Administration
Training, and then click Overview of Directory Services Video.

» To start the video from the compact disc
1. Start Windows NT Explorer.
2. In the root of the Supplemental Material compact disc, double-click Open.htm.
3. Click the center of the screen to continue to the home page.
4. Click Course Materials. |
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5. Under Contents, click Overview of Windows NT Directory Services.

6. Follow the instructions in the text box to install the required DLL files and to
start the video. :

Note If you completed the Setup procedures described in “About This Book,”
or if you have run a video on this computer before, you do rnot need to install the
DLL files.

To review the video

The following study guide highlights the main points of the video. Complete the
guide as you view the video, or use the guide as a follow-up test (recommended). -

1. Name three benefits of Windows NT Server Directory Services.

2. Name the three Windows NT Server configurations.

3. How many primary domain controllers can there be in each domain? How many
backup domain controllers?

4. How does a domain differ from a peer-to-peer network?

5. Name the logical link that combines domains into one administrative unit.
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Lesson Summary
The following information summarizes the key points in this lesson:

Directory services is one of the services provided by Windows NT Server.
A domain is the administrative unit of directory services.

A domain consists of one or more domain controllers that maintain a common
directory database. ‘

Directory services provides users with a single user account and password. This
means that users can log on to the domain from any computer on the network
and have access to resources throughout it.

Directory services also provides administrators with the ability to view and
manage users and network resources from any computer on the network.

For more information on See

Directory services Chapter 1, “Managing Windows NT Server
Domains,” in Microsoft Windows NT Server
Concepts and Planning.

Security : Chapter 5, “Securing Network Resources with Share

Permissions” and Chapter 6, “Securing Network
Resources with NTFS Permissions,” in this book.
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Lesson 3: Logging On to Windows NT

Although resources are protected at several levels by different processes, overall
access to a domain or a computer is protected by logon security. This lesson
introduces the process of logging on to the domain or a local computer.

After this lesson, you will be able to:
« Log on to the domain or local computer.

= Describe the authentication process in a domain and workgroup.

Estimated lesson time: 10 minutes

To gain access to any part of the operating system, users must first identify
themselves to the domain or the computer through the logon process.

Each time you start a computer running Windows NT, you are prompted to press
CTRL+ALT+DELETE to log on.

Domau '
Computer

If RAS Is Installed
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The following table describes the Logon Information dialog box options.

Option

Description

User name

Password

Domain

Logon Using
Dial-up
Networking

Shut Down

Enter the unique user account that was assigned by an administrator.
To log on to a domain, this account must reside in the directory
database on domain controllers. To log on to the local computer, this
account must reside in the directory database of the local computer.

Enter the password assigned to the user name. Passwords are case-
sensitive. The password appears on the screen as asterisks (*) to
protect it from onlookers. '

To log on to the domain, select the name of the domain. When a user
logs on to the domain, the domain controller’s directory database is
checked for a valid match. The account is validated if the user name,
password, and domain name match the domain controller’s directory
database.

To log on to the local computer, select the name of the computer.
When a user logs on to a local computer, the local computer’s
directory database is checked for a valid match. The account is
validated if the user name, password, and computer name match the
local directory database. )

A user can only log on to a local computer with a user name that
resides in the local computer’s directory database. Member servers
and computers running Windows NT Workstation have a local
Administrator and a Guest account by default. Other local accounts
must be created.

When Remote Access Service (RAS) is installed, selecting this check
box allows a user to log on to a remote network using RAS.

Closes all files, saves all operating system data, and prepares the
computer to be safely turned off. On Windows NT Server, this button
is disabled to prevent an unauthorized user from shutting down the
Server.
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Logging On
To log on, the information that the user supplies in the User name and Password

boxes must be either a valid domain user account or a local user account, depending
on whether the user is logging on to the domain or the local computer.

In the Domain box, the user selects either the name of a domain or the name of the
local computer to which he or she is logging on.

= If the computer is participating in a domain, the Domain box contains both the
computer name and the domain name, as well as any domains trusted by the
computer account’s domain. The Domain box lists every domain where user
accounts can be authenticated. To log on to a domain, the user selects the name
of the domain where the user account resides.

= If the computer is participating in a workgroup, the Domain box contains only
the local computer name. The user name and password must reside in the local
computer’s directory database. This is the only place where user accounts can be
authenticated.

Important A user cannot log on to either the domain or the local computer from
any computer running Windows NT Server, unless that user has been assigned
the Log on locally user right by an administrator or has administrative privileges
for the server. This feature helps to secure the server.

The Validation Process for a Domain Account

When the user clicks OK, the computer sends the domain name, user name, and
password to a domain controller. The domain controller first checks the domain
name, and then checks the user name and password against that domain’s dlrectory
database.

One of the following three processes occurs:

= If the domain name is correct and the user name and password match a domain
account, the server notifies the computer that the logon is approved.

: Domain Name,
User Name,

ames Are Valid; |
Logon Approved
e ed

T,

Client Domain Controller
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" = If the domain name is different and the domain controller recognizes the domain °

as a trusted domain, the domain controller passes the information to the
appropriate domain, which authenticates the logon and sends the information
back to the original domain controller. ' :

Domain Name
(Domain2),
User Name,

and Password

Names Are Valid; — E
Logon Approved | \/
i =
SN

il

Domain Controller Domain Controller
(Domaint) ~ (Domain2)

If the domain name is different and the domain controller does not recognize the
domain, the controller denies domain access.

User Name,
and Password

Logon Denied

S NSy

Client Domain Controller

A Windows NT-based client keeps track of the last 10 successful logon
attempts. This means that if the user account cannot be validated by a domain
controller, but has been validated from that client within the last 10 previous
successful logon attempts, the user will still have access to the local computer.
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The Validation Process for a Loca'l Account

When the user clicks OK, the computer checks the computer name, and then checks
the user name and password against the local directory database. If the names
match, the user account is validated and the user gains access to local resources. If
the user account in not validated, the user does not gain access to the computer.

To log on to your domain
1. Press CTRL+ALT+DELETE.
The Welcome dialog box appears.

2. In the User name box, type userl (your domain user account name). By
default, the account name that was last used to log on appears in this box. If this
is the first time logging on, the default Administrator account appears in this
box.

3. In the Password box, type secret (the password that is assigned to the account).
Keep in mind that passwords are case-sensitive, and note that for security
reasons, the password appears as asterisks to shield the password from
onlookers.

4. In the Domain box, select your domain (where your account was created). By
default the domain or computer name that was last used to log on appears in this
box.

5. Click OK.

Using CTRL+ALT+DELETE to Prevent Trojan Horse Attacks

By requiring the user to press CTRL+ALT+DELETE to display the Begin Logon
dialog box, Windows NT provides an important safeguard against Trojan horse
programs. A Trojan horse program is an MS-DOSe-based program that tries to
trick users into typing their user ID and password. The Trojan horse program then
captures and saves the user’s user name and password, g1v1ng the Trojan horse
programmer access to the network.

Because most operating systems use CTRL+ALT+DELTE to restart a computer, it is -
difficult for programs to stay resident during a CTRL+ALT+DELETE keystroke
operation. To ensure effective security, educate your users to always press
CTRL+ALT+DELETE before logging on at a computer, even if the logon window
already appears on the screen. The reason to always press CTRL+ALT+DELETE is to
guarantee that you are providing your user name and password only to the operating
system itself.
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Lesson Summary

The following information summarizes the key points in this lesson:

« To log on, each user must supply a valid domain user account or a local user

account.

= If a user supplies a valid domain user account, the user name and password are
validated by the domain controller.

» If a user supplies a valid local user account, the user name and password are
validated by the local computer.

= A user cannot log on from any computer running Windows NT Server unless
that user has been assigned the Log on locally user right or the user has

administrative privileges.

For more information on

See

User accounts

User rights

The Administrators group

”

Chapter 2, “Working with User and Group Accounts,
in Microsoft Windows NT Server Concepts and
Planning.

. Chapter 2, “Setting Up User Accounts,” in this book.

Chapter 1, “Managing Windows NT Server
Domains,” in Microsoft Windows NT Server
Concepts and Planning.

”

Chapter 2, “Working with User and Group Accounts,
in Microsoft Windows NT Server Concepts and
Planning. :

12

Chapter 2, “Working with User and Group Accounts,
in Microsoft Windows NT Server Concepts and
Planning. :

Chapter 3, “Setting Up Group Accounts,” in this book.
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Lesson 4: Windows NT Administrative Tasks and Tools

This lesson presents an overview of Windows NT administrative tasks and
introduces the administrative tools. You will use many of these tools in the
hands-on exercises that accompany the lessons throughout this book.

After this lesson, you will be able to:

= Describe the tasks required for admlmstermg Windows NT Workstation and
Windows NT Server.

« Describe the functions of the Windows NT administrative tools for
Windows NT Server and Windows NT Workstation.

Estimated lesson time: 10 minutes

Windows NT Administrative Tasks

Administering Windows NT involves both post-installation and day-to-day
maintenance tasks. Administrative tasks for Windows NT Workstation and
Windows NT Server are similar; however, the tools included with each product

vary.
Administrative tasks can be grouped into the five categories described in the
following table.
Administrative category Specific tasks
User and group account .Planning, creating, and maintaining user and group
administration accounts to ensure that each user can log on to the

) network and gain access to necessary resources.
Security administration Planning, implementing, and enforcing a security

* policy to ensure protection of data and shared network
resources, including folders, files, and printers.

Printer administration Setting up local and network printers to ensure that

users can connect to and use printer resources easily.
Troubleshooting common printing problems.

Monitoring network events and  Planning and implementing a policy to audit network
resources events so that you can find security breaches.
Monitoring and controlling resource usage.

Backing up and restoring data Planning, scheduling, and performing regular
» backups to ensure quick restoration of critical data.

The structure of this book maps to these five categories. The tasks in each category
are described in detail in the corresponding chapters of this book.
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Windows NT Administrative Tools

Both Windows NT Server and Windows NT Workstation include administrative
tools. The Windows NT Workstation administrative tools are only used to
administer the local computer. The Windows NT Server Administrative Tools are
used to administer any computer in the domain. :

The following illustration shows the administrative tools that are installed on a
computer running Windows NT Workstation. :

The following illustration shows the administrative tools that are installed on a
computer running Windows NT Server.
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The following table describes the administrative tools that will be used throughout
this book. Administrative Wizards, User Manager for Domains, and Server
Manager are available on Windows NT Server only. User Manager is installed on
Windows NT Workstation only. All other administrative tools are installed on
computers running Windows NT Server and those running Windows NT
Workstation. ‘

Tool Function

Administrative . The administrative wizards are Windows NT Server

Wizards tools that guide you through tasks, such as creating user
accounts, creating and modifying group accounts,
setting permissions on files and folders, and setting up
network printers.

User Manager ~ User Manager for Domains is a Windows NT Server

for Domains tool that enables you to establish, delete, or disable
domain user accounts. You can also set security policies
and add user accounts to groups.

User Manager User Manager is a Windows NT Workstation tool that -
enables you to establish, delete, or disable local user and
group accounts.

Server Manager  Server Manager is a Windows NT Server tool that
enables you to view and manage computers and
domains.

Event Viewer In Windows NT, an event is any significant occurrence
in the system or in a program that requires you to be
notified. Event Viewer notifies you and/or puts the event
in a log. It provides information about errors, warnings,
and the success or failure of a task, such as a user logon
attempt. :

Windows NT Windows NT Diagnostics displays and prints system
Diagnostics configuration information, such as data about memory,
: drives, and installed services.

Backup Backup is a tool used to back up information to your
local tape drive. Backing up your computer protects your.
data from accidental loss and media failures.

Using Windows NT Server Client-based Tools

You can install the Windows NT Server client-based tools on-any computer running
Microsoft Windows 95 or Windows NT Workstation. This gives an administrator
the ability to perform domain administration from a client. This is useful in
networks where the server is locked in a room and is not easily accessible.
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The client-based tools are located on the Windows NT Server compact disc in the
Clients\Srvtools folder. '

To install the tools on a computer running Windows NT Workstation, run
Setup.bat from the Clients\Srvtools\Winnt folder, and then create a shortcut to
each tool. The following tools that are useful for performing tasks covered in
this book are installed in the systemroof\System32 folder.

o Usrgmgr.exe (User Manager for Domains)
o Srvmgr.exe (Server Manager)

To install the tools on a computer running Windows 95, see the Readme.txt file
in the Clients\Srvtools\Win95 folder.

» To open Administrative Tools,

In this procedure, you view the Administrative Tools on a computer running
Windows NT Server.

1. Click the Start button, point to Programs, and then point to Administrative

Tools.

Notice all of the tools in the Administrative Tools group. To learn more about
each tool, click a tool, and then on the Help menu, click Contents.

Click Administrative Wizards to view the wizards.
The following table describes the wizards.

This wizard Is used to

Add User Accounts Create new user accounts.

Group Management Create and modify group accounts.

Managing File and Folder Access "~ Set permissions on files and folders.

Add Printer Set up printers that are connected to your
computer or are on a network.

Add/Remove Programs Install or remove programs from your
computer.

Install New Modem : Set up modems that are connected to your
computer.

Network Client Administrator Install or update network client.

License Compliance Check licensing for installed programs.

3. Click Close.
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Lesson Summary

The following information summarizes the key points in this lesson:

= The Windows NT Workstation administrative tools are only used to administer

the local computer.

= The Windows NT Server administrative tools are used to administer any

computer in the domain.

= Windows NT Server Administrative Tools (with the exception of the
Administrative Wizards) can be installed from the Windows NT Server compact
disc on any computer running Windows NT Workstation or Windows 95.

For more information on

See

Each tool in the Administrative
Tools group

User Manager and User
Manager for Domains

Event Viewer

Server Manager
Windows NT Diagnostics

Backup

Installing client-based network
administration tools

Help provided in each tool.

”

Chapter 2, “Working with User and Group Accounts,
in Microsoft Windows NT Server Concepts and

Planning.

Chapter 2, “Setting Up User Accounts,” in this book.
Chapter 3, “Setting Up Group Accounts,” in this book.

Chapter 9, “Auditing Resources and Events,” in this
book.

Chapter 9, “Monitoring Events,” in Microsoft
Windows NT Server Concepts and Planning.

Chapter 4, “Administering User and Group
Accounts,” in this book.

Chapter 10, “Monitoring Resources,” in this book.
Chapter 10, “Monitoring Resources,” in this book.

Chapter 7, “Protecting Data,” in Microsoft Windows
NT Server Concepts and Planning.

Chapter 11, “Backing Up and Restoring Files,” in this
book.

Chapter 6, “Backing Up and Restoring Network
Files,” in Microsoft Windows NT Server Concepts
and Planning.

Chapter 11, “Managing Client Administration,” in
Microsoft Windows NT Server Concepts and
Planning.
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‘Lesson 5: The Windows NT Security Dialog'Box

Once you are logged on, you can use the CTRL+ALT+DELETE key sequence, also
referred to as the secure attention sequence, to access the Windows NT Security
dialog box. You can use the Windows NT Securlty dialog box to perform key
tasks.

After this lesson, you wnII be able to:

Lock a workstation.
Change your password.
Use Task Manager.

Log off Windows NT.
Log on as a different user.

Shut down the computer.

Estimated lesson time: 20 minutes

The Windows NT Security dialog box provides easy access to important security
options. You will need to educate your users to use the features provided in this
dialog box.
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The following table describes the Windows NT Security dialog box options.

Option Function
Lock Secures the computer without logging off. All programs remain
Workstation running. Lock your workstation when leaving your workstation

momentarily. The user who locks the workstation must unlock it by
entering the valid password.

If a user forgets the password, an administrator can unlock the
workstation, log the user off the system, and then reassign a new

password.
Change Allows a user to change the user account password. The user must
Password know the old password before a new one can be created. This

prevents users from changing other users’ passwords. This is the
only way for users to change their passwords.

Administrators should require users to change their passwords
regularly and should set password restrictions as part of account
policy.

Logoff Logs off the current user, but leaves Windows NT running. This
means that network users can still connect to and use shared
resources on the computer. Always log off when you no longer
need to use the computer.

Task Manager Lists the current programs that are running. Task Manager gives
you a summary of overall CPU and memory usage and a quick
view of how each program, program component, or system process
is using CPU and memory resources. Task Manager is also used to
switch between programs and to stop a program that is not
responding.

Shut Down Closes all files, saves all operating system data, and prepares the
computer to be safely turned off.

Cancel Closes the Windows NT Security dialog box.

» Tolock your workstation
1. Press CTRL+ALT+DELETE.

The Windows NT Security dialog box appears.
2. Click Lock Workstation.

The Workstation Locked window appears, indicating that the workstation is in
use, but locked, and can only be opened by an administrator or by the
authenticated user.

3. Press CTRL+ALT+DELETE.
The Unlock Workstation dialog box appears.

4. In the Password box, enter your password, and then click OK to unlock your
workstation.
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»

To change your password
1. Press CTRL+ALT+DELETE.

The Windows NT Security dialog box appears.
2. Click Change Password.

The Change Password dialog box appears.

Notice that the User name and Domain boxes show the current user account
and domain.

3. In the Old Password box, enter the current password.

4, In the New Password and Confirm New Password boxes, enter the new
password, and then click OK.

Your password change is confirmed.
5. Click OK to return to the Windows NT Security dialog box.
6. Click Cancel.

To close a program from Task Manager
In this procedure, you open WordPad and then close it using Task Manager. Use
this procedure anytime a program has stopped responding. -
1. Click the Start button, point to Programs, point to Accessories, and then click
WordPad.
WordPad opens.
2. Press CTRL+ALT+DELETE.
The Windows NT Security dialog box appears.
3. Click Task Manager.
The Windows NT Task Manager window appears.
4, Click the Applications tab, if it is not already the default.
A list of open program appears.
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5. Under Task, click WordPad, and then click End Task.
If the program has stopped responding, the following message appears.

.Document = WordPa

. This Windows application cannot respond to the End Task

' request. It may be busy, waiting for a response from you, or -
. itmay have stopped executing.

o Press Cancel to cancel and return to Windows NT. -

0 Press End Task to close this application immediately. You
" will lose any unsaved information in this application. -

0 Press Wait to give the application 5 seconds to finish
- what t is doing and then try to close the application again. .

If you did not get a chance to save changes to a document before your program
stopped responding, click Wait. Clicking Wait gives the program five seconds
to respond. If the program does respond, this message disappears and you are
returned to your program. If your program still does not respond, click End
Task to close the program.

Important When Task Manager closes a program, all unsaved data is lost.

6. Exit Task Manager.

To log off
1. Press CTRL+ALT+DELETE.
The Windows NT Security dialog box appears.
2. Click Logoff.
A message appears, stating that this will end your Windows NT session.
3. Click OK.

Note Another method to log off is to click the Start button, click Shut Down, and
then click Close all programs and log on as a different user.




28 Microsoft Windows NT Network Administration

» To shut down your workstation
1. Press CTRL+ALT+DELETE.
The Windows NT Security dialog box appears.
2. Click Shut Down.

The Shutdown Computer dialog box appears. The default is Shutdown and
Restart.

3. Click OK to shut down, or click Cancel to return to the Windows NT Security
dialog box.
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Lesson Summary
The following information summarizes the key points in this lesson:

= Use the CTRL+ALT+DELETE key sequence to gain access to the Windows NT
Security dialog box.

= Using the Windows NT Security dialog box is the only way that users can
change their passwords.

- Educate all users to lock their workstations anytime they leave them, to log off
their workstations when they no longer need to use the computer, and to shut
down their computers before turning them off.

« Use Task Manager as a troubleshooting tool anytime a program stops
responding.

For more information on See

Task Manager Task Manager Help.



30 Microsoft Windows NT Network Administration

Best Practices

The following checklist provides best practices for ensuring security and safety.
Educate your users to do the following:

Q

Q

Always press CTRL+ALT+DELETE before logging on at a computer, even if the
logon window already appears on the screen. This will ensure effective security
and prevent Trojan horse attacks.

Use the Shut Down command to safely prepare the computer to be turned off.
This ensures that Windows NT will close all open files, save system settings,
update the user environment settings, and avoid file corruption.

Keep passwords absolutely secret. This ensures each user that no one else can
access her computer and network resources by using her password.

Enable the password protection on the computer’s screen savers, This ensures
that workstations will lock automatically when left unattended.

Lock computers when stepping away from a workstation. The user’s programs
remain open, but the operating system remains locked until the user who locked
the workstation unlocks it by entering a valid password.

Log off computers when leaving a workstation. When a user logs off the system,
all of the user’s open files are closed. Windows NT remains running, however,
so that another user can log on.

Additionally, for convenience:

Qa

Install the Windows NT Server Administrative Tools (from the Clients\Srvtools
folder on the Windows NT Server compact disc) on a client computer running
the Windows NT Workstation or Windows 95 client, so that domain
administration can be done from the client, allowing the server to be locked in a
room for additional security. '

Note If you want to remove the User] user account that was created for use in this
chapter only, log on as Administrator, and then double-click DeleteChapterl.cmd in
the Cleanup folder on the Supplemental Material compact disc.
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Review

The following questions are intended to reinforce key information presented in this
chapter. If you are unable to answer a question, review the lesson and then try the
question again.

1. What is the primary difference between Windows NT Server and Windows NT
Workstation?

2. Which of the following describe a workgroup? (Circle all that apply.)

a.

o 0 o

A workgroup has only computers running Windows NT Workstation.
A workgroup is a peer-to-peer network.

A workgroup has at least one Windows NT Server domain controller.
A workgroup does not have a Windows NT Server domain controller.

Resource administration tasks are distributed to each computer in the
network.

3. Which of the following describe a domain? (Circle all that apply.)

a.

o 0 T

A domain is a logical grouping of computers that share common security and
user account information.

A domain has at least one Windows NT Server member server.
A domain has at least one Windows NT Server domain controller.
A domain does not have a Windows NT Server domain controller.

Resource administration is centralized at the domain controller.

4. Which of the following accurately describe differences between a domain
controller and a member server? (Circle all that apply.)

a.

b.

A domain controller is a computer running Windows NT Server that
validates user logons for the domain.

A domain controller maintains the master directory database for the domain.

c. A member server is a computer running Windows NT Server that does not

d.

validate user logons for the domain.
A member server is often used as an application server.

5. What key sequence is used to log on to the computer or a domain and to access
the Window NT Security dialog box? '
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Answer Key
Page 11 R
Page 31

Procedure Answers

To review the video

1.

Name three benefits of Windows NT Server Directory Services.

Single user logon, universal access to resources, and centralized
administration.

Name the three Windows NT Server configurations.

Primary domain controller, backup domain controller, and member
server.

How mariy primary domain controllers can there be in each domain? How many
backup domain controllers?

Each domain must have one and only one primary domain controller. A
domain can have more than one backup domain controller.

How does a domain differ from a peer-to-peer network?

In a domain, all domain controllers maintain a common directory
database; therefore, a user can log on from any computer using a single
user name and password. In a peer-to-peer network, each computer
maintains its own directory database; therefore, a separate user account
for each user must exist in each computer’s directory database.

Name the logical link that combines domains into one administrative unit,

A trust relationship, or trust.

Review Answers

1.

What is the primary difference between Windows NT Server and Windows NT
Workstation?

Windows NT Server is optimized for use as a file, print, and application
server. Windows NT Workstation is optimized for use as a high-
performance desktop operating system.

Which of the following describe a workgroup? (Circle all that apply.)

Answers b, d, and e are correct.

Which of the following describe a domain? (Circle all that apply.)
Answers a, ¢, and e are correct.
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4. Which of the following accurately describe differences between a domain
controller and a member server? (Circle all that apply.)

All answers are correct.

5. What key sequence is used to log on to the computer or a domain and to access
the Window NT Security dialog box?

The correct key sequence is CTRL+ALT+DELETE.
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About This Chapter

User accounts enable users to participate in a network and to access network
resources. This chapter introduces you to the three types of user accounts and
provides you with a planning strategy for implementing them. The hands-on
procedures give you an opportunity to plan and create your own user accounts.

Before You Begin

To complete the lessons in this chapter, you must have:

« Viewed the Overview of Directory Services video referred to in Chapter 1,
“Introduction to Administering Windows NT.”

» Knowledge about the difference between a workgroup and a domain.

» Knowledge about the difference between a domain controller and a member
server.

« Experience logging on and off Windows NT.
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Lesson 1: Introduction to User Accounts

Windows NT security is based on the concept of user accounts. A user account is
the user’s unique credential that allows the user to access resources. This lesson
provides an overview of user accounts.

After this lesson, you will be able to:
« Describe the types of user accounts.

= Describe the difference between a domain user account and a local user account.

Estimated lesson time: 10 minutes

Each person who will regularly use the network and participate in a domain, or who
will log on to a local computer to access local resources, must have a user account.
With user accounts, you can control how a user gains access to the domain or a
local computer. For example, you can limit the number of hours a user can log on to
the domain.

Types of User Accounts

There are three types of user accounts; one is the type of accounts that you create,
and two are built-in user accounts that are created automatically when Windows
NT Server or Windows NT Workstation is installed. The two built-in accounts are
the Guest account and the Administrator account.

The following table describes the three types of user accounts.

Account Description

Accounts that A user account enables the user to log on to the local computer or

you create domain and, with the appropriate permissions, allows access to
network resources. User accounts contain information about the user,
including the user’s name and password.

Guest The built-in Guest account is used to give occasional users the ability to
log on and gain access to resources on the local computer. For example,
an employee who needs to access the computer for a short time can use
the Guest account. The Guest account is disabled by default.

Administrator ~ The built-in Administrator account is used to manage the overall
computer and domain configuration and resources. The Administrator
account is used when performing administrative tasks, such as creating
or modifying user and group accounts, managing security policies,
creating printers, and assigning permissions and rights to user accounts
to access resources.
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Where Accounts Are Created

A computer’s operating system determines the type of accounts that you can create
and manage, as well as the tool that you use to create and manage them:

= On computers running Windows NT Workstation, the account management tool
is User Manager. It is used to manage the accounts of that computer only.
Accounts created with User Manager are local accounts.

= On computers running Windows NT Server, the account management tool is
User Manager for Domains. It is used to manage accounts on the local domain
or on any computer, member server, or other domains to which you have access.
Accounts created with User Manager for Domains can be local accounts or
domain accounts.

Domain User Account

A domain user account contains information that defines a user to the domain. With
a domain user account, a user can log on to the domain and gain access to domain
resources from any computer on the network using a single user account and
password.

A domain user account is always created in User Manager for Domains. Although a
domain user account can be created from any computer running User Manager for
Domains, the account is always created in the master directory database on the
primary domain controller (PDC).

A copy of the master directory database is stored on all backup domain controllers
(BDCs). The copy is automatically synchronized every five minutes with the master
directory database on the primary domain controller.

Create domain user accounts for all users.

R Administrator
8 Guest
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Note You can install User Manager for Domains on a computer running
Windows NT Workstation or Windows® 95 by installing the Windows NT Server
client-based administration tools.

Local User Account

A local user account contains information that defines a user to the local computer.
With a local user account, a user can log on to and access local resources. To
access resources on another computer, the user must have a separate user account
on the other computer.

Although User Manager for Domains allows you to create accounts for the domain
and for local computers, User Manager only allows you to create an account for the
local computer.

Local user accounts should only be created within a workgroup, as shown in the
following illustration.
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Lesson Summary
The following information summarizes the key points in this lesson:

= Windows NT security is based on the concept of user accounts.

= The Administrator account is a built-in account on all computers running
Windows NT. It is used for overall management of computer resources and
configuration.

« The Guest account is a built-in account on all computers running Windows NT,
It provides occasional users the ability to use local computer resources. It is
disabled by default.

= A domain user account gives a user the ability to log on to and access domain
resources from any computer on the network using a single user account and
password.

« Create a domain user account for all users.

= Alocal user account gives a user the ability to log on to the local computer and
access local resources. To access resources on another computer, the user must
have a separate account on the other computer. '

= Create local user accounts only in a workgroup environment.

For more information on See

Creating user accounts Chapter 2, “Working With User and Group
Accounts,” in Microsoft Windows NT Server
Concepts and Planning.

Installing client-based network Chapter 11, “Managing Client Administration,” in
administration tools Microsoft Windows NT Server Concepts and
Planning.
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Lesson 2: Planning New User Accounts

Before you create user accounts, determine the requirements for each user based on
the security level of your network. This lesson explores the strategies for creating
new user accounts in networks with minimum, medium, and high levels of security.

After this lesson, you will be able to:
« Describe five elements of good user account planning.

« Plan a strategy for creating new user accounts.
= Explain how password requirements affect security levels.

= Describe the function and possible locations of a home folder.

Estimated lesson time: 30 minutes

Elements to Consider in Planning New User Accounts

To streamline the administration process, and to implement the most appropriate
security measures for your organization, consider these elements in determining
your planning strategy:

= Naming convention. Use a convention that ensures unique but consistent user
account names.

= Password requirements. Select your password enforcement options, including
whether a user can, or must, change his or her own password.

= Logon hours. Determine the hours that each user is allowed to log on.

= Workstation restrictions. Determine the computer names of the Windows NT
computers that the user is permitted to work from. You can limit the choices. By
default, the user can use any workstation.

= Home folder location. Determine location of home folders on the local computer
or on a server for centralized backup and administration.
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Naming Convention

A naming convention establishes how users will be identified on the network. A
consistent naming convention makes it easy for you and your users to remember
user names and locate them in lists.

To decide your naming convention, consider the following points:

« User names must be unique. Domain user accounts must be unique to the
domain. Local user accounts must be unique to the local computer.

« User names can contain up to 20 uppercase or lowercase characters except for
the following: “ /\ [ ] : ; | =, + * ? < >, You can use a combination of
special and alphanumeric characters.

= If you have a large number of users, establish a naming convention that
accommodates employees with duplicate names. Two suggestions for handling
duplicate names are:

o Use the first name and the; last initial, and then add additional letters from the
last name to accommodate duplicate names. For example, if you have two
users named Eric Lang, use EricL as one user name, and use EricLa for the
other. '

o Add numbers to the user name. For example, EricL.1 and EricL.2.

= Inlarge organizations, it is useful to identify temporary employees by their user
account. For example, to identify temporary employees, use a “T” and a dash in
front of the user name, as in, for example, T-EricL.

Password Requiremehts

The next element in planning new user accounts is identifying the password
requirements. To protect access to the domain or a computer, every user account
requires a password. This is especially important in networks with a medium to
high level of security or in networks that are part of the Internet.

Consider the following guidelines for passwords:

« Always assign the Administrator account a password to prevent unauthorized
users from using the account.

= Determine who will control the password. You may want to:

* Assign users unique passwords and then prevent users from changing them.
This gives control to administrators.

» Assign users an initial password and then require users to change them the
first time they log on. This way, the account is always protected and only
individual users will know their passwords. This gives control to users.
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= Determine whether an account needs to expire. For temporary employees, set
their user accounts to expire when their contract or work assignment ends.

= Educate users on ways to protect their passwords by selecting passwords that
deter computer hackers. Follow these guidelines:

e Avoid using an obvious association, such as the name of a family member or
pet.

« Avoid using the user account name in any part of the password.
* Use long passwords. Passwords can be up to 14 characters in length.

o Use a combination of uppercase and lowercase characters. Passwords are
case-sensitive. For example, the password SeCret is different from secret.

¢ Include numbers in the password.

Logon Hours

By default, users can connect to a server 24 hours a day, 7 days a week. In a high-
security network, restrict the hours when a user can log on to the network. For
example, you may want to restrict hours in the following types of environments:

= Where logon hours are a condition for security certification, such as in a
government network.

= Where there are multiple shifts; in this case, allow night shift workers to log on
only during their working hours.

Workstation Restrictions

By default, any user with a valid account can log on to the network from any
computer running Windows NT. In a high-security network where sensitive data is
stored on the local computer, restrict which users can log on from that computer.
For example, Userl can only log on from a computer named Computerl.

Home Folder Location

A home folder is a user’s folder for storing files and programs. A home folder is
useful because it provides a central location for a user’s files, making it easy to
locate files to back up or delete to clean up the hard disk. Each user should be
assigned his or her own home folder.
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If you create a home folder for a user, the home folder becomes the default folder
whenever the user performs any of the following tasks within Windows NT or a
program:

= Opens a file by clicking Open on the File menu.

» Saves a file by clicking Save As on the File menu.

= Starts a command prompt.

If you do not assign a home folder to a user, the default folder is Users\Default on
the local computer.

A home folder can be stored on a network server or on a user’s local computer.

Storing Home Folders on a Server
The following are considerations for storing home folders on a server.

» Backup and restore. Preventing the loss of data is your primary responsibility.
It is much easier to ensure files are backed up when they are located in a central
location on a server. If users’ home folders are located on their local computers,
you would need to perform regular backups on each computer.

= Space on the server. Is there enough hard disk space on the server to store
users’ data? Windows NT does not provide the ability to limit the amount of
hard disk space used by each user.

= Security. In any network with sensitive data, it is easier to maintain security on
data if it is in a central location.

« Use RAS or share computers. If users connect to the network using Remote
Access Service (RAS), or if they share their computers, having a home folder on
a server makes the users’ data available from any location or computer.
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Storing Home Folders on Users’ Computers

If it is not important to you to have a central location for maintaining data, you can
create a home folder for each user on his or her local computer. Having a home
folder gives the user a familiar and central place for storing data. The following are
considerations for storing home folders on a user’s computer.

Stored on

<55 Users’ Computers

= Space on the users’ computers. If users have space on their computers and it is
not important to have centralized backup, locate home folders on users’
computers.

= Performance. There is less network traffic if each user’s home folder is located
on the user’s local computer.

To plan new user accounts

Scenario: World Wide Importers hires approximately 300 new employees a year.
Approximately 20 of those employees are temporary contract employees hired on a
one-year contract; the others are permanent staff. Each employee requires his or her
own user account.

As the administrator for World Wide Importers, you would set up the user accounts
for their Quebec office. In this exercise, however, you will work with only 9 user
accounts that are representative of the accounts that you would create for World
Wide Importers. '

You will record your planning strategies on the “User Accounts Planning
Worksheet” located at the end of this lesson. Notice that the Description column in
the “User Accounts Planning Worksheet” identifies the job title for each of the nine
employees. After completing the exercise, turn to Appendix A, “Planning
Worksheets,” and compare your worksheet to the sample provided. (The sample
presents only one set of possible answers. You may have planned your accounts
differently.)
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To complete the “User Accounts Planning Worksheet,” you need to:
1. Specify a full name of your choice for each user, except where already noted.
Record it under Full Name. '

2. Define your naming convention. Then determine each user name based on your
naming convention. Record it under User Account.

3. Under Description, the job title for each employee is already noted.

4. Determine each user’s password requirements (for example, Change at next
logon). Record it under Password Requirements.

5. Under Home Folder Location, record either “local computer” or “server.”

6. Under Logon Hours, record the access hours for each user (for example, 24/7
for 24 hour access, 7 days per week).

7. Under Workstation Restrictions, record “Yes” if the user will be restricted, and
“No,” if not (Y/N).

Use the following criteria to make your decisions:

= Two employees have the same name. The vice president’s name is Linda
Mitchell; the customer service representative who works the night shift is also
named Linda Mitchell.

»  For permanent employees, allow each password to be controlled by the
employee.

» For temporary employees, allow each password to be controlled by the
administrator for tighter security.

= Each employee requires a home folder. All home folders need to be backed up
each night.

= Permanent employees who work the night shift need access to the network from
6PM.t0 6 AM. -

= Permanent employees who work the day shift require access to the network
24 hours a day, 7 days a week.

» Temporary employees should be able to log on to only their assigned computers
and only from 8 AM.to 5 P.M.
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Lesson Summary
The following information summarizes the key points in this lesson:

There are five key planning elements you need to consider before implementing
user accounts: naming convention, password requirements, home folder location,
logon hours, and workstation restrictions.

Require passwords for all users.

In medium-security and high-security networks, or if your network is on the
Internet, require long passwords that use a combination of uppercase and
lowercase characters, and numbers. Educate users to avoid obvious associations
when they select a password.

In high-security networks, restrict the hours that a user can log on to the
network.

If sensitive data is stored on a local computer, restrict who can log on to the
network from that computer.

Assign users their own home folders so that they have a familiar and central
place to store data.

Store home folders on a network server to simplify backing up user data and to
maintain sensitive data centrally.



User Accounts Planning Worksheet
Naming Convention:

Full Password Home Folder Logon Workstation
Name User Account | Description Requirements - Location Hours Restrictions
Linda Vice president
Mitchell

Director of human

resources

Sales manager

Sales representative

Linda Customer service
Mitchell representative (night)

Customer service
representative (day)

Accounting manager

Accountant

Temporary employee
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Lesson 3: Creating User Accounts

User accounts are created using User Manager or User Manager for Domams To
use either tool, you must have administrator privileges. This lesson explains the
differences between User Manager and User Manager for Domains and takes you
step-by-step through creating, deleting, and renaming user accounts.

After this lesson, you will be able to:
= Explain the difference between User Manager and User Manager for Domains.

= Create user accounts.

= Set password options.

= Create home folders.

= Set logon hours.

= Set workstation restrictions.
= Set account options.

= Grant dial-in permissions.

= Delete and rename user accounts.

Estimated lesson time: 40 minutes

User Manager vs. User Manager for Domains

User Manager and User Manager for Domains are very similar. In User Manager,
you create, delete, or disable local user accounts on the local computer in a
workgroup. In User Manager for Domains, you create, delete, or disable domain
user accounts on the primary domain controller (PDC) or local user accounts on any
computer in the domain.

The following illustration shows User Manager for Domains. All user account
options appear in User Manager, except for Select Domain. The Select Domain
option allows an administrator to select a different domain or computer in which to
create or manage user accounts.
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{. UserManagerE \DOMAINI]
m'sfe:ﬁ Miéw goliciés QOptions Help
"New User... -

| Description

E"New Qlobél Group... 1 k Built-!n account for administering the computer/domain .
Builtin account for guest access to the computer/domain

New Local Group...

Copy... U F8
Delete Del
.Rename...

Properties... Enter

1 selectUsers...
L 3

s N *
-Select Domain b

1 Exit
|} Groups . E . QDescripticn SRR
: @.Adminislrators Members can fully administer the computer/domain
/| 8B, Backup Operators Members can bypass file security to back up files
! Guests Users granted guest access to the computer/domain
‘|0, Power Users Members can share directories and printers
| B Replicator Supports file replication in a domain
‘| Users Ordinary users

The following New User dialog box is from User Manager for Domains. You can
gain access to this dialog box by clicking New User on the User menu.

[ericla

[‘Eric La}ig -
|

¥ Hhkk kR Rk Ak ok

All options in the New User dialog box appear in User Manager except for the
Hours, Logon To, and Account buttons. On domain user accounts, these buttons
are used to set logon hours, restrict workstation access, and set an expiration on an
account.
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The following table describes the user name and password options in User Manager
and User Manager for Domains.

In this box Type

Username A unique name based on your naming convention. This is the only
required option.

Full Name The complete name of the user, to determine which person belongs
to an account. This is optional.

Description A description that is useful for identifying users. It can be a job
classification, a department, or an office location. This is optional.

Password An initial password for the account. In medium-security to high-
security networks, you should always assign an initial password to
keep the account secure. By default, when the user logs on for the
first time, he or she must change the password.

Notice that the password is not displayed. Instead, once you enter
the password, it is represented on the screen by a series of 14
asterisks, regardless of the length of the password.

Confirm Password  The password a second time to make sure that you typed the
password correctly. This is required if you assign the password.

Setting Password Options

Whether or not you assign a password to a new user account, by default, the user
will be required to assign a new password to the account the first time the user logs
on. Password options are set in the New User dialog box.

[ericla ‘

Eric Lang
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The following table describes the situations when you would select each password

option.

Select this check box

If you

User Must Change Password at
Next Logon (selected by default)

User Cannot Change Password

Password Never Expires

Account Disabled

Creating a Home Folder

Want users to change their password the first time
that they log on. This ensures that the user is the
only person who knows his or her password. Even if
you do not assign an initial password, you should
require that users do this.

Have more than one person using the same user
account (such as Guest) or want to maintain control
over user passwords.

Have a user account for which you never want the
password to change. For example, user accounts that
will be used by Windows NT services (such as the
Replicator service).

This option overrides the selection of User Must
Change Password at Next Logon.

Want to temporarily prevent use of this account. For
example, use when an employee takes a leave of
absence.

To create home folders for users, you specify the name of the computer where the
home folders will be located and names for the home folders.

The following checklist provides an overview of the tasks that you will need to do if
you centralize home folders on a server. To create centralized home folders, do the

following:

d On a server, create a folder named Users. This folder will be used to organize
individual home folders. This task only needs to be done once.

[ Share the folder and assign the Full Control permission to all users so that they
can connect to it. This task only needs to be done once.

Note The Users folder was created and shared for you in the Setup procedures
described in “About This Book.” Sharing folders and assigning permissions is
covered in more detail in Chapter 5, “Securing Network Resources with Share
Permissions” and Chapter 6, “Securing Network Resources with NTFS

Permissions.”
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[ Specify a home folder name and location for a user account in the User
Environment Profile dialog box.

If you use %Username% in place of the home folder name, Windows NT will
substitute %Username% with the user account name.

[ Specify a network drive letter that will be used to connect to the user’s home
folder automatically when the user logs on.

The following User Environment Profile dialog box shows an example of how
you specify a home folder location for a domain user account.

Note In a workgroup, you must specify the home folder for a local user account
while sitting at the local computer. In the Local Path box, enter the local path; for
example, type c:\folder_name and Windows NT creates the folder that you specify.
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To create user accounts

In User Manager for Domains, you create the accounts that you planned in the
hands-on procedure in the previous lesson, “Planning New User Accounts.” If you
did not complete the “User Accounts Planning Worksheet” from the lesson, use the
sample plan provided in Appendix A, “Planning Worksheets.”

1.
2.

Log on as Administrator.

Click the Start button, point to Programs, point to Administrative Tools, and
then click User Manager for Domains.

On the User menu, click New User.
The New User dialog box appears.

Configure the following options based on the information from the “User
Accounts Planning Worksheet” that you completed in the previous lesson or
from the sample plan provided. For each user account on the worksheet, fill in
the following options:

= Username -

» Full Name

« Description

« Password (leave blank)

« Confirm Password

Select the appropriate password options, and then click Add.

The New User dialog box reappears and is cleared so that you can add another
user.

Create the remaining user accounts.

When you have created all of the accounts on the “User Accounts Planning
Worksheet,” click Close to return to the User Manager window.

To create a home folder

In this procedure, you create a home folder for a user account on the “User
Accounts Planning Worksheet.”

1.

In the User Manager window, double-click a user account that you just created.

The User Properties dialog box appears. Notice that this dialog box looks the
same as the New User dialog box. The User Properties dialog box appears
whenever you modify an existing user account (one that appears in the User
Manager window).

Click Profile.
The User Environment Profile dialog box appears.



54

Microsoft Windows NT Network Administration

. Under Home Directory, click Connect.

Notice that Z: appears in the Connect box. This is the drive letter that you will
use to connect the user to the home folder upon logon.

In the To box, type \computer_name\users\%username % (where
computer_name is the name of your computer).

Remember, Users is the folder that was created and shared for you during the
setup process.

. Click OK to return to the User Properties dialog box.
. Click OK to return to the User Manager window.

» To assign home folders to multiple accounts at one time

In this procedure, you create a home folder for the remaining user accounts on the
“User Accounts Planning Worksheet.”

1.

In the User Manager window, select all of the remaining accounts that you
created by holding down the CTRL key while you click each account.

2. On the User menu, click Properties.

In the User Properties dialog box, click Profile.

4. Inthe Connect box, click Z: so that drive Z will be used to connect to the user’s

home folder.

In the To box, type \computer_name\users\%username % (where
computer_name is the name of your computer).

Click OK to return to the User Properties dialog box.
Click OK to return to the User Manager window.
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Setting Logon Hours

When you set logon hours for a user account, you select the days of the week and
the range of time for each day that you want to allow or dlsallow the user to have
access the network.

o =T =

- ; f 3
- Groups {: Profle { = Hours fogonTo §: Account Dialin

User: ericla (Eric Lang)

 Might  6AM  Noon  6PM  Midnght

| Sunday -

{Monday.

| Tuesday

| Wednesday

| Thursday

“|Friday W

(Satwdy [ ][] ] | I I | l l l HEEEE

Setting logon hours lets you control when a user can log on to the domain.
Restricting logon hours limits the hours that users can explore the network, or the
times that someone can try to break into the network.

Note A user who is connected to a nétwork resource on the domain is not
disconnected when the user’s logon hours run out. However, the user will be unable
to make any new connections.
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»

To specify logon hours

1.

© N oW

In the User Manager window, double-click a user account that requires logon
hour restrictions (refer to the “User Accounts Planning Worksheet”).

In the User Properties dialog box, click Hours.

By default, all hours on all days are allowed. This is represented by a filled box
for every hour of every day. A filled box indicates that the user is allowed to log
on during that hour. An empty box indicates that the user cannot log on.

. Position the mouse pointer on the rectangle on the day and hour that you want to

disallow access. Press the mouse button, and drag the pointer through the last
hour that you want to disallow. The area that you want to disallow should now
be shaded.

Click Disallow. The area will still be shaded, but the line indicating hours of
access should be gone.

For more information about using the Logon Hours dialog box, click Help.
Repeat steps 3 and 4 for all of the times that you want the user to be disallowed.
Click OK to return to the User Properties dialog box.

Click OK to return to the User Manager window.

Restrict logon hours for any other users who only need to log on duﬁng specified
times. '

To test logon hours

1.

Log off and then attempt to log on as the user account that you created for the
sales representative.

If prompted, change the password to student.
Remember, passwords are case-sensitive.

Were you able to successfully log on? Why or why not?

Log off and then attempt to log on as the user who is restricted to logging on
during night time hours.

. If prompted, change the password to student.

Were you able to successfully log on? Why or why not?
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Setting Workstation Restrictions

To set workstation restrictions, you can specify up to eight computer names from
which a user can log on. Setting workstation access allows you to control which
computers a user can use to log on to the domain. This prevents users from
accessing another user’s local data and can be used to require users to log on to
workstations that are in an observed location. Set workstation restrictions in high-
security networks.

-@-"Iil @k D g’%

"Logon To E Account |

} Groups

2

» To specify the workstation from which a user can log on

1. In the User Manager window, double-click the user account that you created for
the temporary employee.

2. Inthe User Properties dialog box, click Logon To.

The Logon Workstations dialog box appears. By default, each user account
can log on from all computers.

3. Click User May Log On To These Workstations.

4. In the first box, type Templ (the name of the computer from which the user is
allowed to log on). '

5. Click OK to return to the User Properties dialog box.
6. Click OK to return to the User Manager window.



58 Microsoft Windows NT Network Administration

» To test workstation restrictions

1. Log on to your computer as the user account that you created for the temporary

employee.

2. If prompted, change the password to student.

You were restricted from logging on to the computer, because the temporary
employee can only log on to a computer named Templ.

Setting Account Options

The following two options can be set in the Account Information dialog box:

Account Expires. Use this to set a date when the account will be automatically
disabled. To specify when a user account expires, type the date of expiration.
This is useful for temporary accounts for contractors or part-time employees.

Account Type. Use this to create a local account for a user from an untrusted
domain who needs access to a network resource in your domain. A local account
can be used to connect to a resource over the network. It cannot be used to log
on from a computer in the domain where it was created.

You only use the Local Account for users from untrusted domains option
under Account Type if you want to assign permission to a user who has an
account in a domain that does not have the appropriate trust relationship to your
domain.
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To set the account restriction
In this procedure, you configure the Temporary Employee user account to expire in
30 days.
1. In the User Manager window, double-click the user account that you created for
the temporary employee (refer to the “User Accounts Planning Worksheet™).
2. Inthe User Properties dialog box, click Account.
The Account Information dialog box appears.
Notice that the default option for Account Expires is Never.
3. Click End of, and then type the date that is 30 days from today.
4. Click OK to return to the User Properties dialog box.
5. Click OK to return to the User Manager window.

Granting Dial-in Permission

Windows NT dial-up networking client software gives a user access to server-based
dial-in packages, such as Windows NT Server Remote Access Service (RAS).

Once the connection is made from the RAS client to the RAS server, users at
remote sites can use the network as if their computers were directly connected to the
network.

Before a user can log on to the network using RAS, the user must have dial-in
permission assigned to his or her user account.

Note Additionally, the Remote Access Service must already be installed and
configured on the server, and the client must already be configured for dial-up
networking.
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You can specify an option for the RAS server to call the dial-in user back. The RAS
server can dial the number specified by the user so that the company is billed for the
call. Or, the RAS server cdn dial a number that you specify, which restricts the user
to a specific dial-in location. '

The following table describes the Dialin Information dialog box options.

Option ~ Description

No Call Back When selected, the RAS server will not call back the user, and the user
will incur the telephone charges for the session. This is the default.

Set By Caller =~ When selected, lets the user specify a telephone number so that the RAS
server can call the user back. This means that the organization that owns
the RAS server will incur the telephone charges for the session.

Preset To When selected, lets you specify a telephone number that the RAS server
will use to call back the user. This reduces the risk of an unauthorized
person using the user’s account, because the user must be at the
specified phone number in order to connect to the RAS server. In high-
security networks, use this option and restrict users to. dialing in from
only one telephone number.
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To grant dial-in permission

In this procedure, you grant dial-in permission for the Accounting Manager who

requires dial-in privileges from home.

1. In the User Manager window, double-click the user account that you created for
the accounting manager (refer to the “User Accounts Planning Worksheet™).

2. Inthe User Properties dialog box, click Dialin.
The Dialin Permission dialog box appears.

3. Select the Grant dialin permission to user check box.

4. Click OK to return to the User Properties dialog box.

5. Click OK to return to the User Manager window.

Deleting and Renaming User Accounts

In Windows NT, every account is assigned a unique security identifier (SID) when
the account is first created. A SID is a unique number that identifies the account.
Internal processes in Windows NT refer to an account’s SID rather than the
account’s user or group name.

Deleting an account permanently removes the account and the permissions and
rights associated with it. For example, if you create an account, delete it, and then
create an account with the same user name, the new account will not have the rights
or permissions previously granted to the old account because the accounts have
different SID numbers.

Renaming an account retains the permissions and rights associated with it because
the SID was not deleted.
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The following table describes the situations in which you should delete or rename
_an account. '

Do this ‘When

Rename an You want to retain all rights, permissions, and group memberships for

account the account for a different user. For example, when a new employee
replaces another employee, rename the user account and have the new
employee change his or her password when he or she first logs on.

Delete an The account is no longer needed. When an account is deleted, all of the

account account information is lost. This information includes account properties,
rights, permissions, and group memberships. The Administrator and
Guest accounts cannot be deleted.

riptiol

Built-in account for administering the computer/domain
Built-in account for guest access to the computer/domain

Groy

=D Administrators Members can fully administer the computer/domain

L Backup Operators Members can bypass file security to back up files
Guests Users granted guest access to the computer/domain
Power Users Members can share directories and printers

=D Replicator Supports file replication in a domain

D Users Ordinary users
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To rename a user account

In this procedure, you create a user account and then rename it.

1. Create a new user account named Temp2.

2. In the User Manager window, select Temp?2.

3. On the User menu, click Rename.

4. In the Change To box, type temp3 and then click OK.
The User Manager window is updated immediately.

To delete a user account
1. In the User Manager window, select Temp3.
2. Press the DELETE Key or, on the User menu, click Delete.

A message appears warning you that once the account is deleted, even recreating
it will not make the resources available to the newly created account that were
available to the account that you deleted.

3. Click OK to acknowledge the warning.
A message appears asking if you want to delete the user.
4. Click Yes and the user account is deleted.
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Lesson Summary
The following information summarizes the key points in this lesson:

= In User Manager, you create, delete, or disable local accounts on a local
computer in a workgroup.

= In User Manager for Domains, you create, delete, or disable domain and local
accounts on the primary domain controller.

= Assign an initial password to an account and then require the user to change the
password the first time that they log on. This ensures that the account is
protected and only the user knows the password.

= When you create home folders for users, you specify the drive to which the user
will connect, the server name, and the share name. In place of the user name, use
%Username% to automatically name the home folder after the user name.

= When you set logon hours for a user account, you specify the days of the week
and the time range for each day that you want to allow or disallow a user to log
on.

= When you set workstation restrictions for a user account, you can specify up to
eight names of the computers from which a user can log on.

« When you set account options, you specify the expiration date of a user account
or you specify that the account is a local account for users from untrusted

domains.
For more information on See
Creating user accounts Chapter 2, “Working With User and Group
Accounts,” in Microsoft Windows NT Server
Concepts and Planning.
Trusted relationships between Chapter 1, “Managing Windows NT Server
domains Domains,” in Microsoft Windows NT Server

Concepts and Planning.

Chapter 2, “Network Security and Domain
Planning,” in the Networking Guide of the Microsoft
Windows NT Server Resource Kit.

Dial-up networking and Chapter 7, “RAS Security,” in the Microsoft
Remote Access Service (RAS) Windows NT Server Networking Supplement.
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Lesson 4: Creating User Profiles

User profiles are useful for configuring or managing a user’s desktop environment.
This lesson introduces user profiles and explains the differences between personal
user profiles, which are profiles users can change, and mandatory user profiles,
which are profiles that users cannot change.

After this lesson, you will be able to:

« Explain the difference between a roaming personal user profile and a mandatory
user profile.

» Configure a local user profile.
= Create a roaming personal user profile.

» Create a roaming mandatory user profile.

Estimated lesson time: 30 minutes

User Profiles

In Windows NT, a user’s computing environment is determined primarily by the
user profile. Windows NT security requires a user profile for each account that has
access to the system.

The user profile contains all user-definable settings for the work environment of a
computer running Windows NT, including display, regional, mouse, and sounds
settings, and network and printer connections.

Display 1

Regional
Settings

e

Loggedon yser
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When a user logs on for the first time from a Windows NT-based client, a default
user profile is created for that user. All user-specific settings are automatically
saved into the Profiles folder within the system root folder (typically
C:\Winnt\Profiles\user_name).

A user profile can also be customized to restrict what users see in their interface
and what tools they have available to use when they log on. For example, an
administrator can remove the Administrative Tools folder to prevent a user from
changing a configuration.

The following table describes the settings that are automatically saved in a user
profile.

Source Parameters saved

Windows NT Explorer All user-definable settings for Windows NT Explorer.

Taskbar All personal program groups and their properties, all program
items and their properties, and all Taskbar settings.

Printers Settings Network printer connections.

Control Panel All user-defined settings made in Control Panel.

Accessories All user-specific program settings affecting the user’s

Windows NT environment, including Calculator, Clock,
Notepad, Paint, and HyperTerminal, among others.

Windows NT-based Any program written specifically for Windows can be
programs designed so that it tracks program settings on a per-user
basis. If this information exists, it is saved in the user profile.

Online Help bookmarks Any bookmarks placed in the Windows NT Help system.

Note User profiles cannot be set for users who log on from LAN Manager,
MS-DOS, Windows for Workgroups, or Windows 3.x clients. For these clients, you
can write a logon script to configure the user’s network and printer connections. For
information on creating logon scripts, see Microsoft Windows NT Server Concepts
and Planning.
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Roaming User Profiles

Unlike a default user profile, roaming user profiles provide users with the same
working environment, no matter which Windows NT-based computer a user logs
on to. Roaming user profiles are stored centrally on a network server rather than on
the user’s local computer.

Profile

Network 1
Connections |

. Start
- Options

<

Printers

Profile
Server

Client

You can specify one of the following two roaming profiles for a user account:

= Roaming personal user profile. This is a user profile that a user can change. It
is updated to include any changes made by the user when the user logs off.
When the same user logs on again, the profile is loaded as it was last saved. If
you use roaming personal user profiles, each user should be assigned his or her
own profile.

Roaming personal user profiles are named Ntuser.dat.

« Roaming mandatory user profile. This is a preconfigured user profile that users
cannot change. One mandatory profile can be assigned to many users. This
means that by changing one profile, you can change several desktop
environments. You use this type of profile to assign common settings for all
users who require identical desktop configurations—for example, bank tellers.

Mandatory user profiles require an .man extension. You can make a personal
profile mandatory by renaming it—for example, Ntuser.man.

Note Windows NT user profiles are not compatible with Windows 95 user
profiles. Windows 95-based client profiles must be created on a computer running
Windows 95.
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Creating Roaming User Profiles

The following checklist provides an overview of the tasks required to implement

roaming user profiles:

(1 Create a template user profile with the appropriate configuration. You do this by
creating a user account, and then configuring the appropriate desktop settings.

[ Create and share a folder named Profiles. (For this lesson, this step was done for
you during the Setup process.) This will allow users to access the profiles from a
remote computer.

J Copy the template user profile to a network server and specify the users who are
permitted to use the profile.

[ Specify the path to the profile for the user account in the User Environment
Profile dialog box.

To create a template user profile

In this procedure, you create a user account named Template Profile. This user
account will be the model for a profile. Then, you configure the settings for the
template profile. '

1. Inthe New User dialog box, create a user account named Template Profile
with no password. Clear the User Must Change Password at Next Logon
check box.

2. Log on as Template Profile.

A local user profile is automatically created for the Template Profile user on the
local computer in the drive:\systemroot\Profiles folder.

3. Right-click anywhere on the desktop, and then on the shortcut menu, click
Properties.

The Display Properties dialog box appears.
4. Click Appearance.
Notice the current color scheme.

5. Inthe Color Schemes box, select a different color scheme, and then click OK.
The change will take effect immediately.

6. Log off and log on as the same user.
Notice that the screen colors were those saved in the user’s profile.
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Copying the Profile to a Network Server

You copy a user profile using the System program in Control Panel. When you click
the User Profiles tab of the System Properties dialog box, the default profiles
appear for all users who have previously logged on to the computer.

- User profiles contain desktop setlings and other information’:
- related to your logon. A different profile can be created on
- each computer you use, or you can select a roaming profile.
g that Is the same on every computer you use,’

" Size [ Type
Domain\Administrator 627KB  Local
Domaini\Template Profile 151KB  Local

» To copy the template user profile to a network server

In this procedure, you copy the Template Profile user profile to the server for User2.
(This folder was created and shared if you completed the Setup procedures
described in “About This Book.”)

1. Log off and log on as Administrator.

2. In User Manager for Domains, create a user account named User2 with no
password requirements.

3. Click the Start button, point to Settings, and then click Control Panel.
4. In Control Panel, double-click System.

The System Properties dialog box appears.
5. Click the User Profiles tab.

Notice that a user profile has been created for all users who have previously
logged on to the computer, including a user profile named Template Profile.
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. Under Profiles stored on this computer, click Template Profile, and then

click Copy To.
The Copy To dialog box appears.

. In the Copy profile to box, type \computer_name\profiles\user2 (where

computer_name is the name of your computer).

Important If you were to make the Template Profile mandatory, in the Copy
profile to box, you would type \computer_name\profiles (do not specify a user

name).

» To specify the users who are permitted to use the profile

1.

In the Copy To dialog box, under Permitted to use, click Change.
The Choose User dialog box appears. '

In the List Names From box, make sure the domain where your accounts reside
appears, and then click Show Users.

In the Names box, click User2, and then click Add.
Domain\User2 appears in the Add Name box.

. Click OK.

Domain\User2 appears as the user pefmitted to use this profile.
Click OK.

A folder named after the user name you specified is created in the Profiles folder
with all the desktop settings configured for the Template Profile user account.

In Windows NT Explorer, view Profiles\User2. Notice the folders for the
desktop settings that are stored in the Template Profile folder and the file
Ntuser.dat.

Important If you were to make the Template Profile mandatory, you would
rename the Ntuser.dat file to Ntuser.man. If you did not specify a user name, this
file would be located in the Profiles folder.
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To delete the Template Profile user profile
In this procedure, you delete the Template Profile user profile because it is no
longer required. Only the profile on the server will be used.
1. On the User Profiles tab, under Profiles stored on this computer, click the
profile that was created for the template, and then click Delete.
A Confirm Delete message appears.
2. Click Yes to delete the local profile.
The Template Profile user profile is deleted from the local computer.

Specifying the Path to the Roaming Profile

After you copy the roaming profile to a network server, specify the path to the
profile for a user account in the User Environment Profile dialog box in User
Manager for Domains.

_ Groups | Profile |

In the User Profile Path box, specify the server location of the user profile.

= If the profile is a roaming personal profile, enter the name of the server, the
share name to the Profiles folder (in this lesson, the Profiles folder is shared as
“Profiles”), and %Username%. If you use %Username%, Windows NT will
substitute % Username% with the user account name.

= If the profile is a roaming mandatory profile, enter the name of the server, the
share name to the Profiles folder, and the actual profile name. For example:
\\Server1\Profiles\Ntuser.man.
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Note If you have many users that require roaming profiles, you can specify the path
to the profile for multiple user accounts at one time by doing the following: 1) In the
User Manager window, select multiple accounts. 2) On the User menu, click
Properties. 3) In the User Properties dialog box, click Profile.

To specify a path to the roaming profile

1. In the User Manager window, double-click User2.
The User Properties dialog box appears.

2. Inthe User Properties dialog box, click Profile.

3. In the User Profile Path box, type \computer_name\profiles\%username %
(where computer_name is the name of your computer).

4. Click OK twice to apply your changes.
5. Exit User Manager for Domains and log off Windows NT.

To test the roaming profile
» Log off and log on as User2.

Notice that the screen colors are the same as the screen colors set for Template
Profile.

To test the roaming profile from another computer

If you have access to two computers on the same network, complete this procedure
from the second computer.

1. Log on to the second computer as User2.

2. If a dialog box appears which provides profile options, click Download.

Notice that the screen colors are the same as those set on the first computer
because the roaming profile for the template user account is downloaded from
the server and applied to the computer that the template user logs on to.

3. Logoff.

To determine the type of profile assigned to a user

1. Log on as an Administrator, and start Control Panel.

2. Double-click System, and then click User Profiles.
Notice that the profile type for User2 is a roaming profile.

3. Exit all programs and log off Windows NT.
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Lesson Summary
The following information summarizes the key points in this lesson:

« User profiles define a user’s desktop environment and are created by default
when a user logs on for the first time.

= Alocal user profile contains all user-definable settings controlling a user’s
desktop environment on the local computer.

= Roaming user profiles provide users with the same desktop environment from
any Windows NT-based computer on a network.

« A roaming personal user profile is updated whenever a user makes a change to
his or her desktop configuration. Each user has his or her own personal profile.

= A roaming mandatory user profile cannot be changed by users. One profile is
assigned to many users.

For more information on See
Logon scripts Chapter 3, “Managing User Work Environments,” in
' Microsoft Windows NT Server Concepts and

Planning. ’

User profiles Chapter 3, “Managing User Work Environments,” in
Microsoft Windows NT Server Concepts and
Planning.

Creating Windows 95 user Chapter 15, “User Profiles and System Policies,” in

profiles the Microsoft Windows 95 Resource Kit.



74 Microsoft Windows NT Network Administration

Best Practices

Review this checklist before you begin to create user accounts.

The following checklist provides best practices for setting up user accounts:

[ To provide a greater degree of security, create a user account that you can use to
perform non-administrative tasks; only log on as Administrator to perform
administrative tasks.

[ Only enable the Guest account in low-security networks and always assign it a
password. This account is disabled by default.

[ Always assign a password to an account.

U Always require new users to change their passwords the first time that they log
on (this is the default setting). This will force users to protect their user account.

O In medium-security and high-security networks, create random initial passwords
for all user accounts. ‘

[ Use roaming profiles if users frequently log on from different computers. This
ensures that the user’s familiar desktop configuration will always appears.

[ Use the %Username% variable whenever you create a home folder or personal
user profile. This variable will automatically be replaced with the user account
name.

L If your server is on an Internet, rename the Administrator account. This will help
to deter hackers.
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Review
The following questions are intended to reinforce key information presented in this
a chapter. If you are unable to answer a question, review the lesson and then try the
question again.

1. What is the difference between a domain user account and a local user account?

2. User Manager for Domains is (circle all that apply):

a. Used to create and manage accounts on the local domain or on any computer,
member server, or other domains to which you have access.

b. Used to create and manage accounts on the local domain only.
¢. The account management tool on computers running Windows NT Server.
d. Can be installed on a computer running Windows NT Workstation or
Windows 95 using the client-based administration tools.
3. User Manager is (circle all that apply):
a. Used to create and manage user accounts on the local computer only.

b. The account management tool on computers running Windows NT
Workstation and Windows NT Server.

¢. The account management tool on computers running Windows NT
Workstation only.

4. In a high-security network, what can you do to make the Administrator and
Guest accounts more secure?

5. What is the difference between a local and a roaming profile?
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Answer Key
Procedure Answers

Page 44 » To plan new user accounts

Sample Answer:

User Account: One common naming convention uses first name, plus the
first initial of the last name. When a duplicate first name exists, use
additional characters from the last name, For example, use Lindam for the
vice president, and Lindami for the night shift customer service
representative.

Password Requirements: For all permanent employees, the administrator
will select the User Must Change Password at Next Logon check box in
User Manager for Domains. For all temporary contract employees, the
administrator will select the User Cannot Change Password check box and
will provide the password.

Home Folder Location: Home folders will be stored on the server.

Logon Hours: The night shift customer service representative’s logon
hours will be restricted to 6 P.M. through 6 A.M., 7 days a week. The
temporary contract employee will be restricted to 8 AM. to 5 p.M. All
other employees will have 24-hour access, 7 days per week.

Workstation Restrictions: The temporary contract empioyee will only be
able to log on at his or her own computer.

Page 56 » To test logon hours

2. Were you able to successfully log on? Why or why not?

Yes, because the sales representative has access to the network 24 hours a
day, 7 days a week.

4. Were you able to successfully log on?

No, because night shift personnel are only allowed to log on between 6 P.M.
and 6 A.M.

-0r=-.

Yes, if the current time is between 6 P.M. and 6 A.M.
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Page 75

Review Answers

1.

‘What is the difference between a domain user account and a local user account?

A domain user account defines a user to the domain. A user can log on to
the domain and access domain resources from any computer on the
network using a single user account and password.

A local user account defines a user to the local computer only. To access
resources on another computer, the user must have a separate user
account on the other computer.

. User Manager for Domains is (circle all that apply):

Answers a, ¢, and d are correct.

User Manager is (circle all that apply):

Answers a and c correct.

In a high-security network, what can you do to make the Administrator and
Guest accounts more secure?

Assign the Administrator account a password. Rename the Administrator
account, The Guest account should remain disabled. :

What is the difference between a local and a roaming profile?

A local profile is created and stored on the computer where the user logs
on and is only applied at that computer for the user. A roaming profile is
stored in a shared folder on a network server and is applied at whichever
computer the user logs on from.
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About This Chapter

Groups simplify administration by organizing user accounts into units. This chapter
provides you with a groups planning strategy and procedures for creating groups.
The hands-on procedures give you an opportunity to plan and implement local and
global groups for a network.
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Before You Begin

To complete the lessons in this chapter, you must have:

Completed the Setup procedures located in “About This Book.”
The knowledge and skills covered in Chapter 2, “Setting Up User Accounts.”

Knowledge about the difference between a workgroup and a domain, and
between a domain controller and a member server.

Nine user accounts created, named VicePresident3, Director3, SalesMgr3,
SalesRep3, CustomerService3-A, CustomerService3-B, AccountingMgr3,
Accountant3, and Temp3.

Log on as Administrator. In Windows NT Explorer, expand the LabFiles folder,
and then double-click Chapter3.cmd to create these accounts.
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Lesson 1: Introduction to Groups

Group accounts are collections of user accounts that share similar needs. By
organizing accounts into groups, you can greatly simplify administration tasks. This
lesson introduces you to the basics about groups.

After this lesson, you will be able to:
« Explain the purpose of local and global groups.

« Compare and contrast local and global groups.
« Explain where local and global groups are created.

Estimated lesson time: 30 minutes

Group memberships govern much of what one can do on the network and on a
particular computer. Adding a user account to a group makes the user a member and
gives the user all the rights and permissions granted to the group. Group
membership provides an easy way to assign permissions and user rights to sets of
users at one time. For example, if several users need to read a file, the user accounts
are added to a group. Permission to read the file is assigned just once, to the group,
rather than to each user.

| i,

Global Group
“Sales” —

Local Group
- “Resources”

Resources

Perrhission and User Rights -

Permissions are rules that regulate which users can use a resource, such as a folder,
file, or printer. Because maintaining permissions for a group is easier than
maintaining permissions for many user accounts, you generally want to use groups
to manage access to resources.

User rights are rules that regulate which users can perform certain tasks on the
system, such as creating a user account, logging on to the local computer, or
shutting down a server.

A user can be a member of one or more groups. A user who is a member of more
~ than one group possesses all user rights and permissions of all groups of which he
or she is a member.
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Local and Global Groups
There are two types of groups, local and global.

Local Groups

Local groups are used to provide users with permission to access a network
resource on the local computer. You assign resource permissions to a local group,
and then add user accounts or global groups to the local group from one or more
domains. '

Local groups are also used to provide users with rights to perform system tasks,
such as changing the system time on a computer, or backing up and restoring files.
Windows NT includes several built-in local groups with pre-assigned user rights.
For example, the built-in Administrators group gives members the rights to perform
tasks such as creating user and group accounts, backing up data, and making
changes to a Windows NT configuration.

The following illustration shows two local groups with permissions for network
resources and the built-in local Administrators group with user rights to perform
administrative tasks.

Local groups can contain user accounts and global groups from any domain (with
the appropriate trust relationship). However, local groups cannot contain other local
groups.
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Global Groups

Global groups are used to organize domain user accounts, typically by function or
geographical location. Global groups can contain only user accounts from the
domain where the global group is created. They cannot contain local groups or other
global groups.

The following illustration éhows three global groups in Domainl.

S

Domain Controller
Domain1

oA R R S s ) 0 R T

Although global groups can be assigned permissions to resources, use global groups
only for grouping domain user accounts. Members of global groups obtain resource
permissions when the global group is added to a local group.

Windows NT includes several built-in global groups—for example, the Domain
Users group. By default, all domain user accounts are added to the Domain Users
group. Unlike built-in local groups, built-in global groups do not have any inherent
user rights.
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Where Local Groups Are Created

If a resource resides on a member server or computer running Windows NT
Workstation, the local group for the resource must be created on that computer. If
the resource resides on any domain controller, the local group is created on the
primary domain controller (PDC). The PDC will then provide its user account and
security information to all other domain controllers in the domain.

The following illustration shows the local group Database on the computer where
the database resides, and the local group Printer on either the primary domain
controller (PDC) or the backup domain controller (BDC), which allows access to
the network printer located on the PDC. .

atabase

Windows NT Workstation
or Member Server

For resources on computers running Windows NT Workstation and on member
servers, you use User Manager or User Manager for Domains to create local
groups. For resources on any domain controller, you create local groups on the PDC
from any computer running User Manager for Domains.
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Where Global Groups Are Created

Global groups are always created on the primary domain controller (PDC) in the
domain where the user accounts reside. For example, global groups in Domain1 are
created on the PDC in Domainl. Global groups in Domain2 are created on the PDC
in Domain2.

Domain1 Domain2

Global groups can be created on the PDC from any computer running User
Manager for Domains.

Video: Local and Global Groups

This six minute video defines local and global groups and explains how they are
used in single-domain and multiple-domain networks. The complete video script is
available under “Course Materials” on the accompanying Supplemental Material
compact disc. :

To start the video from the Start menu
1. Insert the Supplemental Material compact disc into the CD-ROM drive.

2. Click the Start button, point to Programs, point to Network Administration
Training, and then click Local and Global Groups Video.

To start the video from the compact disc

1. Start Windows NT Explorer.

2. In the root of the Supplemental Material compact disc, double-click Open.htm.
3. Click the center of the screen to continue to the home page.

4. Click Course Materials.
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4

5. Under Contents, click Local and Global Groups Video.

6. Follow the instructions in the text box to install the required DLL files and to
start the video.

Note If you completed the Setup procedures located in “About This Book,” or if
you have run a video on this computer before, you do not need to install the DLL
files. : :

To review the video

The following study guide highlights the main points of the video. Complete the
guide as you view the video, or use the guide as a follow-up test (recommended).

1. What is the purpose of a local group?

2. What is the purpose of a global group?

3. Where are local groups created?

4. Where are global groups created?
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Example: Using Groups in a Single-Domain Network

Scenario: The Paris office of World Wide Importers has a single-domain network
with a PDC, a BDC, and a member server (non-domain controller). The BDC has
an accounts payable database, and the member server has an inventory database.
All users need access to both databases.

Paris Domain

% Member
< Server

1. On which computer would you create a global group for organizing the user
accounts? Why?

2. On which computer would you create a local group to provide users with access
to the Accounts Payable database? Why?

3. On which computer would you create a local group to provide users with access
to the Inventory database? Why?

4. How would you give members of the global group access to both databases?
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Example: Using Groups in a Multiple-Domain Network

Scenario: The Paris office of World Wide Importers has expanded its network to
include a second domain for its London office. Both London and Paris maintain an
Inventory database. All users in the London office need access to the Inventory
database in the Paris domain, and all users in the Paris office need access to
Inventory database in the London domain. The appropriate trust relationship exists
between the two domains.

L2

— >
Member
Server

1. On which computers would you create a global group for organizing the user
accounts? Why?

2. On which computers would you create a local group to provide users with access
to the Inventory databases? Why?

3. How would you give members of the global groups that you just created in
London and in Paris access to the Inventory databases in each other’s domain?
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Lesson Summary
The following information summarizes the key points in this lesson:

Groups simplify administration by providing an easy way to assign permissions
and grant user rights to sets of users.

Local groups are used to provide users with permission to access a network
resource on the local computer. You assign resource permissions to a local

group, and then add user accounts or global groups to the local group from one
or more domains.

On computers running Windows NT Workstation or on member servers, local
groups are created where the resource resides. On domain controllers, local
groups are created on the PDC.

Global groups are used to organize domain user accounts, typically by function
or geographical location. Global groups can contain only user accounts from the
domain where the global group is created.

Global groups are created on the PDC.

For more information on See

Group accounts Chapter 2, “Working With User and Group

Accounts,” in Microsoft Windows NT Server
Concepts and Planning.

Assigning permissions Chapter 4, “Managing Shared Resources and

Resource Security,” in Microsoft Windows NT Server
Concepts and Planning.

Chapter 5, “Securing Network Resources with Share
Permissions,” in this book.

Chapter 6, “Securing Network Resources with NTFS
Permissions,” in this book.

User rights Chapter 2, “Working With User and Group

Accounts,” in Microsoft Windows NT Server
Concepts and Planning.
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Lesson 2: Planning a Group Strategy

Having a strategy for implementing groups will simplify administration. This lesson
presents the guidelines for implementing local and global groups.

After this lesson, you will be able to:
= Describe the steps of a sound implementation strategy.

= Plan a strategy for creating local and global groups in a multiple-domain
network. :

Estimated lesson time: 30 minutes

For better control over user and resource management, first organize users into
global groups, and then add global groups to local groups.

To create groups, follow these general guidelines:

1. Logically organize domain users based on the common needs of your users. For
example, if all sales personnel need access to a color printer and all managers
need access to an employee records file, organize users by sales personnel and
managers.

2. In each domain where user accounts reside, create a global group for each
logical group of users. Then add the appropriate user accounts to the appropriate
global groups.

3. Create local groups based on resource access needs. For example, if managers
need full control of files in the EmployeeHandbook folder and sales personnel
only need to read the files, create one local group for the managers and another
local group for the sales personnel.

« If the resource is on a member server or a computer running Windows NT
Workstation, create the local group where the resource is located.

= If the resource is on a primary domain controller (PDC) or backup domain
controller (BDC), create the local group on the PDC.
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>

4. Assign the appropriate permissions to the local groups.
5. Add the global groups to the local groups.

Note To add global groups from one domain to local groups in another domain,
the appropriate trust relationship must have been established.

To plan group accounts

Scenario: Users from the Istanbul domain and the Quebec domain of World Wide
Importers need to access resources in each other’s domain.

As the administrator, you need to determine:

= The global groups and global group memberships for each domain.

= The local groups for each resource, and the computer and domain where they
need to be created.

= Which global groups to add to each local group to give members access to a
resource.

You will record your planning strategies on the “Group Accounts Planning
Worksheet” located at the end of this lesson. After completing the exercise, turn to
Appendix A, “Planning Worksheets” and compare your worksheet to the sample
provided. (The sample presents only one set of possible answers. You may have
planned your accounts differently.)

To complete the “Group Accounts Planning Worksheet,” do the following:

1. On the worksheet, provide a name for each group. Record each name in the
Group Account column.

2. Specify whether the account is to be a local or global group. Record it in the
Local or Global column.

3. List the user accounts that will be added as members to the global groups.
Record these in the Members column for each global group that you specify. The
following table lists the user accounts for the Istanbul and Quebec domains
(both domains have the same set of user accounts).

User account Description

VicePresident3 Vice President

Director3 Director of Human Resources
SalesMgr3 Sales Manager

SalesRep3 Sales Representative
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(continued)

User account

Description

CustomerService3-A
CustomerService3-B
AccountingMgr3
Accountant3

Temp3

Customer Service Representative (night shift)
Customer Service Representative (day shift)
Accounting Manager

Accountant

Temporary employee

Note To distinguish between the same user name in each domain, include the
domain name when you record it. For example: Istanbul\VicePresident3 and

Quebec\VicePresident3.

4. List the global groups that will be added as members to the local groups. Record
- them in the Members column for each local group that you specify.

5. Provide the server location—either the PDC, BDC, or member server. Record it

in the Location column.

Base your implementation plan on the following illustration and criteria.




Chapter 3 Setting Up Group Accounts 93

Use the following criteria to make your decisions:

= All employees need access to the programs in their own domain.
« All employees need access to the printer in the Istanbul domain.

« The executives and managers from both domains need access to the Human
Resources (HR) information in the Quebec domain.

« The executives, managers, and customer service and sales representatives from
both domains need access to the Customer Files in the Quebec domain.

» The accountants from both domains need access to Accounts Receivable (AR)
information in the Quebec domain.

= The managers from both domains need access to Employee Files in the Istanbul
domain.
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Lesson Summary

The following information summarizes the key points in this lesson:

= As an effective planning strategy, use groups for organizing user accounts and

for assigning permissions.

= Logically organize domain users into global groups, typically by geographic
location or organizational structure.

= Create local groups based on resource access needs and assign the appropriate
permissions to the local groups.

= Add global groups as members of the local groups.

"For more information on

See

Group strategies

Assigning permissions

Chapter 2, “Working With Users and Group
Accounts,” in Microsoft Windows NT Server
Concepts and Planning.

Chapter 5, “Securing Network Resources with Share
Permissions,” in this book.

Chzipter 6, “Securing Network Resources with NTES
Permissions,” in this book.

Chapter 4, “Managing Shared Resources and
Resource Security,” in Microsoft Windows NT Server
Concepts and Planning.



Group Accounts Planning Worksheet

Group Account Local or Global Members Location
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Lesson 3: Creating Local and Global Groups

You create local groups to give sets of users permissions to access a resource. You
create global groups to logically organize domain user accounts. This lesson shows
you how to create and use local and global groups.

After this lesson, you will be able to:
» Create local groups and add members from local or trusted domains.

'« Create global groups and add members.
» Delete local and global groups.

Estimated lesson time: 30 minutes

In a domain, local and global groups are created using User Manager for Domains.
In a workgroup, local groups are created using User Manager. Global groups
_cannot be created in a workgroup.

The following illustration shows User Manager for Domains. All group account
menu commands appear on the User menu in User Manager, except for New
Global Group and Select Domain. The Select Domain menu command allows an
administrator to select a different domain or computer in which to create or manage
local or global groups.

escription

Built-in account for administering the computer/domain
Built-in account for the guest access to the computer/domain |

D Administrators Members can fully administer the computer/domain
D Backup Operators Members can bypass file security to back up files

Guests Users granted guest access to the computer/domain
Power Users Members can share directories and printers
EED Replicator Supports file replication in a domain

D Users

Ordinary users
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Rules for Creating Groups

When you create local and global groups, the following rules apply:

»  You must be a member of the built-in Administrators or built-in Account
Operators group on the computer where the group is being created.

+ Alocal group can be created on any computer running Windows NT.

= A global group must be created on a primary domain controller (PDC), but can
be created from any computer running User Manager for Domains. This
includes:

¢ A backup domain controller (BDC).
* A member server that is part of the domain.

¢ A computer running Windows NT Workstation or Microsoft Windows 95
with the client-based administration tools installed.

«  Group names must be unique to the domain. They cannot be identical to other
user names Or group nares.

Creating Global Groups

Your implementation strategy begins with organization. Your users must be
logically organized in order to create global group accounts for them.

# Administrator

To create a new global group, you give the group a name and then add members
(user accounts in the local domain) to it. :
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» To create a global group

In User Manager for Domains, you create the groups that you planned in the hands-
on procedures from the previous lesson, “Planning a Group Strategy.” If you did not
complete the “Groups Planning Worksheet” from the lesson, use the sample plan
provided in Appendix A, “Planning Worksheets.”

To simplify the exercise, assume that all grodps that you create are for the Quebec
domain only.
1. Log on as Administrator.

2. Click the Start button, point to Programs, point to Administrative Tools, and
then click User Manager for Domains. ‘

3. On the User menu, click New Global Group.
The New Global Group dialog box appears.

4. In the Group Name box, type a name for your global group (from the “Group
Accounts Planning Worksheet” planned for the Quebec domain only). The
global group name:

= Can contain any uppercase or lowercase characters except for the following:
“IN[]:31=,+7<>

= Is especially useful if it describes the function of the group.
= Islimited to 20 characters. ‘

5. In the Description box, type a description for the global group, such as the type
of users that the group contains. Although the description is optional, it can be
helpful in identifying the function of a group.

Do not close the New Global Group dialog box.
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To add members to a global group

The user accounts that you will add as members to global groups were created in
“Before You Begin” by running the Chapter3.cmd batch file located in the LabFiles
folder. To distinguish these user accounts from user accounts that you may have
created in other chapters, the number 3 has been appended to each user name.

1.

In the New Global Group dialog box, in the Not Members box, select one
user account (from those accounts in the “Group Accounts Planning Worksheet”
planned for the Quebec domain only) or select multiple user accounts by holding
down the CTRL key while clicking each user.

Click Add.

Notice that each new member appears in the Members box.

. Add the remaining user accounts (if any) to the same group, and then click OK

to create the global group containing all of the users you added as members.

Notice that the global group appears under Groups with a globe as part of the
icon.

To complete the exercise

Create the remaining global groups and add members from the “Group Accounts
Planning Worksheet” (of those planned for the Quebec domain only).

Tip As a shortcut to adding users to a global group, in User Manager for
Domains hold down the CTRL key, select each user that you want to add to the
group, and then on the User menu, click New Global Group. The New Global
Group dialog box will appear with the selected members in the Members box.
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Creating Local Groups

Once you have organized your domain user accounts into global groups, the next
step is to create your local groups.

To create a new local group, give the group a name and add members (user
accounts and global groups from the local domain or a trusted domain) to it. Even
though user accounts and global groups can be added to local groups, it is easier to
administer group accounts than individual user accounts.

Administrators Members can fully administer the compL
Q@D Domain Admins Designated administrators for the doma
Domain Users All domains users

Guests ‘ Users granted guest access to the com
User1 Sales Representative

User2 Accountant

User3 Manager ; : |

. ‘Add Names
Domain1\Domain Users

» To create a local group
1. Inthe User Manager window, on the User menu, click New Local Group.

The New Local Group dialog box appears.

Note In real-world situations, if you want to create the local group on a
computer that is not a domain controller, select the computer on which to create
the local group first. To do this, click Select Domain on the User menu, and
then in the Domain box, type the name of the computer. For example, you may
type \computerl '
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2. In the Group Name box, type a unique, descriptive name for a local group
(from the “Group Accounts Planning Worksheet”). Type a name that meets the
following criteria:

= Describes the function of the group.
« Contains any uppercase or lowercase characters except for the backslash (V).

« Is up to 256 characters in length; however, remember that only the first 22
characters display in most of the windows.

3. In the Description box, type a description of the local group, such as the name
of the resource that the local group will be used for.

To add members to a local group
1. In the New Local Group dialog box, click Add.
The Add Users and Groups dialog box appears.

2. Make sure that your domain name appears in the List Names From box. If it
does not appear, in the List Names From box, click your domain name.

3. Under Names, click one or more global groups (of those planned for the Quebec
domain only), and then click Add.

Notice that the selected names appear in the Add Names box.

Note In a real-world situation where you need to add global groups from other
domains, select the domain where the global group resides in the List Names
From box. If other domains do not appear in the List Names From box, either
you do not have other domains in your network or the appropriate trust
relationship is not set up.

4. Click Add, and then click OK.

The selected global groups appear in the Members box of the New Local
Group dialog box.

- 5. Click OK to create the local group.
6. Click OK.

Notice that the new local group appears under Groups with a computer as part
of the icon.
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>

To complete the exercise

o Create the remaining local groups and add members, as planned for the Quebec
domain only, from the “Group Accounts Planning Worksheet.”

Tip As a shortcut to adding users and global groups from the local domain to a
new local group, in User Manager for Domains hold down the CTRL key, select
each user that you want to add to the group, and then on the User menu, click
New Local Group.

To determine the possible group combinations
In this procedure, you test four different group combinations to determine whether
one group can be added as a member to another group.
¢ Using User Manager for Domains, try the following:
a. Add a global group to a global group.
b. Add a global group to a local group.
¢. Add alocal group to a local group.
d. Add a local group to a global group.

Which group combination or combinations are possible?

Note In real-world situations, you would assign permissions to local groups before
you add accounts to them. Assigning permissions is covered in detail in Chapter 5,
“Securing Network Resources with Share Permissions,” and Chapter 6, “Securing

~ Network Resources with NTFS Permissions.”
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Deleting Groups

Deleting a group deletes the name of the group, its description, and the rights or
permissions associated with it. It does not delete the user accounts that it contains.

A deleted group cannot be recovered, so be sure that you want to delete a group
before you do so. When you delete a group, the SID for the group account is
deleted, and SIDs are used only once. For this reason, resource permissions
associated with the group cannot be reestablished by creating a new group using the
same account name.

o4 Description :
Built-in account for administering the computer/domam
Built-in account for the guest access to the computer/domain

New gjobal Group

o New Local Group...

Eropertles

Groups: f - [ Description

@ Administrators Members can fully administer the computer/domaln

@l Backup Operators Members can bypass file security to back up files
Guests Users granted guest access to the computer/domain
Power Users Members can share directories and printers

=D Replicator Supports file replication in a domain

=R Users Ordinary users
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»

To delete a group account

L.

In User Manager for Domains, double-click the global group that you created
for the Accountants.

Notice the members of the group that appears in the Global Group Properties
dialog box.

2. Click Cancel to return to the User Manager window.

3. Make sure that the same group is selected, and then on the User menu, click

Delete.
The following message appears:

Each group is represented by a unique identifier that is independent of the group
name. Once this group is deleted, even creating an identically named group in
the future will not restore access to resources that currently name this group in
the access control list.

Click OK, and the group is deleted.

Notice that the members of that group have not been deleted. They still appear in
the User Manager window because deleting a group account does not delete its
members.

Quit User Manager for Domains.
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Lesson Summary
The following information summarizes the key points in this lesson:

In a domain, local and global groups are created using User Manager for
Domains.

In a workgroup, local groups are created using User Manager.

Creating groups requires that you be a member of the Administrators or Account
Operators group.

A local group can be created on any computer running Windows NT. A global
group can only be created on the PDC.

A global group can only be a member of a local group. A local group cannot be
a member of any other groups.

For more information on See

Creating groups Chapter 2, “Working With User and Group

Accounts,” in Microsoft Windows NT Server
Concepts and Planning.

Trusted domains Chapter 1, “Managing Windows NT Server

Domains,” in Microsoft Windows NT Server
Concepts and Planning.

" Assigning permissions to groups Chapter 5, “Securing Network Resources with Share

-Permissions,” in this book.

Chapter 6, “Securing Network Resources with NTEFS
Permissions,” in this book.
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Lesson 4: Implementing Built-in Groups

Built-in groups are predefined groups that have a predetermined set of user rights.
User rights determine the system tasks that a user or member of a built-in group can
perform. This lesson explains how built-in groups are used.

After this lesson, you will be able to:
« Determine the user rights associated with a built-in group.

= Determine the default membership of a built-in group.

Estimated lesson time: 30 minutes

Even though individual user rights can be assigned directly to a user, in most cases,
it is not recommended.

Computers running Windows NT have three types of built-in groups:

= Built-in local groups. These groups give users rights to perform system tasks,
such as backing up and restoring files, changing the system time, and
administering system resources.

Built-in local groups are on all computers running Windows NT.

= Built-in global groups. These groups give administrators an easy way of
controlling all users in a domain.

Built-in global groups are on domain controllers only.

= System groups. These groups automatically organize users for system use.
Administrators do not assign users to them. Rather, users are either members by
default or become members during network activity.

System groups are on all computers running Windows NT.

Note Built-in groups cannot be deleted or renamed.
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Determining the Rights of Built-in Groups

You can determine the inherent rights of the built-in local groups in the User
Rights Policy dialog box.

| USEHRIGHtSTROlicY,

 |Power Users:- s

[ ShowAdvanced User Rights

4

» To determine which groups have access to the computer

o Start User Manager for Domains, and then on the Policies menu, click User
Rights.
The User Rights Policy dialog box appears. The listed right is Access this
computer from network. '

Which built-in groups have been granted this right?

» To determine which groups can log on locally
» In the Right box, click Log on locally.
Which built-in groups have been granted this right?

Note The group Everyone does not have the Log on locally right by default on
Windows NT Server domain controllers. This user right was assigned to the
Everyone group when you completed the Setup procedures located in “About
This Book.”
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» To determine which groups can change the system time
¢ Inthe Right box, click Change the system time.
Which built-in groups have been granted this right?

» To determine which groups can shut down the system
¢ In the Right box, click Shut down the system.
Which built-in groups have been granted this right? -

» To determine which groups can back up files and directories
+ In the Right box, click Back up files and directories.
Which built-in groups have been granted this right?

» To determine which groups can restore files and directories
¢ In the Right box, click Restore files and directories.
Which built-in groups have been granted this right?

» To determine the inherent rights that are only assigned to the Administrators
group

o Select each right to determine which ones are automatically assigned to only the
Administrators group, and then mark all the check boxes in the following list
that apply: .

Q Access this computer from network

Q Back up files and directories

O Change the system time

O Force shutdown from a remote system
Q Load and unload device drivers

U Log on locally

U Manage auditing and security log

O Restore files and directories

Q Shut down the system

Q Take ownership of files or other objécts



Chapter 3 Setting Up Group Accounts 109

Built-in Groups on All Windows NT Computers |

All computers running Windows NT have built-in Users, Guests, Administrators,
and Backup Operators groups. Member servers and computers running
Windows NT Workstation also have a Power Users group.

A built-in group on a domain controller determines what its members can do in the
domain. A built-in group on non-domain controllers determines what its members
can do on the local computer.

Ordinary users

s Aamin Al0

Administrator

No members

Windows NT Server
+‘Member Server-

No members

[ Windows NT Workstation

The following table describes the built-in local groups that reside on all computers
running Windows NT. ' :

Local group

Members can

Users

Administrators

Guests

Perform tasks for which they have been granted rights, and access
resources to which they have been assigned permissions. By
default, all user accounts in the-local directory database are
members of the Users group.

Can perform all administrative tasks on the local computer. If the
computer is a domain controller, members can fully administer the
domain. By default, the local Administrator user account is a
member of the Administrators group.

Perform tasks for which they have been given rights, and access
resources to which they have been assigned permissions.

Members of Guests cannot make permanent changes to their local
environment. By default, the local Guest user account is a member
of the Guests group. '
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(continued)

Local group Members can

Backup Operators Back up and restore files on the local computer using the
Windows NT Backup program. There are no default members.

Power Users Create and modify accounts, and share resources on the local
computer. This group is only on member servers and computers
running Windows NT Workstation. There are no default
members.

Note The built-in Replicator group is used by the Directory Replicator Service.
This group is not used for administration and therefore, it is not covered in the book.

Built-in Groups on Domain Controllers Only

Domain controllers have three additional built-in local groups—Account 'Operators,
Server Operators, and Print Operators; Domain controllers also have three
additional built-in global groups—Domain Users, Domain Admins, and Domain
Guests.

Domain
Users

Account Server
Operators || Operators
Print
Operat

rs

Domain
. Admins

Domain
Guests

Domain
Guests

| Domain Controller |
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Local Groups

The following table describes the built-in local groups on domain controllers only.
There are no initial members of these groups.

Local group Capabilities

Account Operators  Create, delete, and modify users, global groups, and local groups.
Cannot modify the Administrators or Server Operators groups.

Server Operators Share disk resources, and back up and restore server.

Printer Operators Set up and manage network printers.

Global Groups ,

When Windows NT Server is installed as a domain controller, three global groups
are created in the domain’s directory database—Domain Admins, Domain Users,
and Domain Guests. By default, built-in global groups do not have any inherent
rights. They get rights when they are added to local groups or when they are
assigned user rights or permissions.

The following table describes what happens to built-in global groups when a
Windows NT computer is added to the domain.

This group Is automatically added to this group

Domain Admins  Local Administrators group. Members of the Domain Admins group
can then perform administrative tasks on the local computer. The
Administrator account is a member by default.

Domain Users Local Users group. When a domain user account is created, it is
automatically made a member of this group. The Administrator
account is a member by default.

Domain Guests Local Guests group. The Guest account is a member by default.
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» To determine the default membership of the global group Domain Admins

1. Log on as Administrator.

2. Start User Manager for Domains.

3. Under Groups, double-click the global group Domain Admins.

By default, what built-in user accounts or groups are members of Domain
Admins? ‘

4. Click Cancel to return to the User Manager window.

» To determine membership of the local group Administrators
* Under Groups, double-click the local group Administrators.

By default, what built-in user accounts or global groups are members of the
Administrators group? :

» To determine the default membership of other built-in global groups
¢ Under Groups, double-click each of the following global groups.

¢ Domain Users contains the following user accounts:

¢ Domain Guests contains the following user accounts:
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» To determine the default membership of the built-in local group Guests
¢ Under Groups, double-click Guests.
What user accounts or groups are members of the Guests group?

» To determine the default membership of the built-in local group Users
¢ Under Groups, double-click Users.
What user accounts or groups are members of the Users group?

" Built-in System Groups
System groups are installed on all computers running Windows NT. Unlike other

built-in groups, users become members of system groups during network activity.
Membership cannot be altered.

Built-in system groups reside on all computers running Windows NT. Users
become members by default during network activity. Membership cannot be
modified.

The following table describes the key system groups used for network
administration. '

System group  Description

Everyone Includes all local and remote users who have connected to the
computer, including those who connect as Guest. You cannot control
who becomes a member of the Everyone group. However, you can
assign permissions and rights to the Everyone group. The Everyone
group is useful when you do not need to restrict resource access to
specific users and groups.

Creator Owner  Includes the user that created or took ownership of a resource. If a
member of the Administrators group takes ownership of a resource,
the new owner is the Administrators group. This group can be used to
manage access to files and folders on NTFS volumes. '
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The following table describes the system groups that are not used for network
administration.

System group  Description

Network . Includes any user who is currently connected from another computer
on the network to a shared resource on your computer.

Interactive Automatically includes a user who logs on to the computer locally.
Interactive members access resources on the computer at which they
are physwally sitting. They log on and access resources by

“interacting” with the computer.

Note The Everyone and Creator Owner groups are covered in more detail later in
this book.

System groups can only be viewed on an NTES volume. They do not appear in User
Manager.

» To view system groups ‘
1. Start Windows NT Explorer.
2. Right-click any NTFS volume.
3. On the shortcut menu, click Properties.

The drive_name: Properties dialog box appears.
4. Click the Security tab.
5. Click Permissions.

The Directory Permissions dialog box appears.
6. Click Add.

The Add Users and Groups dialog box appears.

The following system groups appear under Names. If there are many accounts,
you may need to scroll through the Names list to see the four system groups:

«  Creator Owner
= Interactive
= Network
« System
7. Close all dialog boxes and Windows NT Explorer.



Chapter 3  Setting Up Group Accounts 115

Implementing Built-in Groups for Local Administration

You can give administrative privileges to a user by adding the user’s account to the
built-in local Administrators groups. This will give the user administrative
privileges on the local computer. This is useful when you want to give a user
administrative privileges for his or her own computer.

N
Administrators

Note If you add a user account to the Administrators group on a PDC, the user will
have administrative privileges on all domain controllers in the domain.

To add a user to the local Administrators group

In this procedure, you give the administrative privileges to the Vice President of
World Wide Importers.

- 1. Log on as Administrator.

2. In User Manager for Domains, add the user account VicePresident3 to the
Administrators group.

3. Log off Windows NT.

To test the administrative privileges for a user

1. Log on as VicePresident3.

2. Start User Manager for Domains, and try to create a user account.
Were you successful? Why or why not?

3. Log off Windows NT.
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Implementing Built-in Groups for Centralized
Administration »

You can give members of an Administrators group in one domain the ability to ‘
administer resources in another domain. You can do this by using the built-in global
group Domain Admins.

On the PDC of a domain, add the Domain Admins group from another domain to
the local Administrators group. This will give members of the Domain Admins
group from the other domain the ability to administer domain user accounts and
security for resources on any domain controller.

The following illustration shows the addition of the Domain Admins group from
Domain?2 to the Administrators group on the PDC in Domainl; as a result, Domain
Admins in Domain2 have administrative privileges in Domainl.

Domain Admins
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In a domain with computers running Windows NT Workstation or running
Windows NT Server configured as a member server, the Domain Admins group for
the local domain is automatically added to the local Administrators group. If you
want Domain Admins from a different domain to administer computers running
Windows NT Workstation or running Windows NT Server configured as a member
server, you need to add Domain Admins to each computer’s Administrators group.

To add a user to the global group Domain Admins

1. Log on as Administrator.

2. Start User Manager for Domains, and remove VlcePre51dent3 from the local
Administrators group.

3. Add VicePresident3 to the global Domain Admins group.

To test the user account as a member of the Domain Admins group

1. Log off and log on as VicePresident3.

2. Start User Manager for Domains, and try to create another user account.
Were you successful? Why or why not? '

3. Exit User Manager for Domains and log off Windows NT.
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Lesson Summary
The following information summarizes the key points in this lesson:

A built-in group on a domain controller determines what its members can do in
the domain.

A built-in group on all Windows NT non-domain controllers determines what its
members can do on the local computer.

Built-in local groups are on all computers running Windows NT and give user
rights to perform system tasks. Built-in local groups have inherent user rights.

Built-in global groups are on domain controllers only and provide administrators
with control of all users in a given domain. Built-in global groups do not have
any inherent user rights.

System groups are on all computers running Windows NT and automatically
organize users for system use. Membership of system groups cannot be changed.

For more information on See

Built-in groups Chapter 2, “Working With User and Group

Accounts,” in Microsoft Windows NT Server
Concepts and Planning.

NTFS volumes Chapter 4, “Managing Shared Resources and

Resource Security,” in Microsoft Windows NT Server
Concepts and Planning.
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Best Practices

The following checklist provides the best practices for implementing local and
global groups. Review this checklist before you begin assigning users to groups or
creating group accounts: .
1 Apply the following strategy when using local and global groups:

« Organize user accounts into global groups

= Assign permissions to local groups

» Add global groups to local groups

[ For increased security, use the global group Domain Users instead of the
Everyone group. The Domain Users group contains only accounts in the domain,
and not the Guest account or other accounts that have connected to the network.

1 To enable administrators to perform administration tasks in other domains, add
the global group Domain Admins to the local Administrators group on the
computer in the domain that you want to administer.

Q' If the rights of a built-in group meet your needs, add a user account to the group.
Otherwise, create a local group and assign the appropriate user rights.

For example, if for security reasons you want a user to have the right to back up
files but not the right to restore files, create a local group named Backup Only
and assign it the Back up files and directories right. '

J Always add users to built-in groups that are the most restrictive, yet still allow
them to accomplish all necessary tasks.

Note If you want to remove the accounts that were created by running the
Chapter3.cmd file at the beginning of this chapter, log on as Administrator, and
then double-click DeleteChapter3.cmd in the Cleanup folder on the Supplemental
Material compact disc.
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Review

The following questions are intended to reinforce key information presented in this
chapter. If you are unable to answer a question, review the lesson and then try the
question again.

1. Which of the following describe a local group? (Circle all that apply.)

- a.

o a0 T

Are used to provide users with permission to access a network resource and
with rights to perform system tasks.

Are used to organize domain user accounts.
Are assigned resource permissions.
Can contain user accounts and global groups.

Are created on the computer where the resource resides, unless the resource
resides on a domain controller. If the resource resides on a domain controller,
the local group is created on the PDC.

Are always created on the PDC.
Can be created using User Manager or User Manager for Domains.
Can only be created using User Manager for Domains.

2. Which of the following describe a global group? (Circle all that apply.)

a.

o 0 T

g.
h.

Are used to provide users with permission to gain access to a network
resource and with rights to perform system tasks.

Are used to organize domain user accounts.
Are assigned resource permissions.
Can contain user accounts and global groups.

Are created on the computer where the resource resides, unless the resource
resides on a domain.controller. If the resources resides on a domam
controller, the local group is created on the PDC.

Are always created on the PDC.
Can be created using User Manager or User Manager for Domains.
Can only be created using User Manager for Domains.

3. What is the difference between a built-in local group and a built-in global
group?
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4. Which of the following tasks will work? (Circle all that apply.)

a. To give a user administrative privileges on his or her computer running
Windows NT Workstation, add the user account to the built-in
Administrators group. ’

b. To give administrators from Domain2 the ability to administer all domain
controllers in Domain2, add the Domain Admins group from Domainl1 to the
Administrators group on the PDC of Domain2.

c. To give administrators from Domain?2 the ability to administer all computers
in Domain2, add the Domain Admins group from Domainl to the
Administrators group on the PDC of Domain2.

d. To give administrators from Domain? the ability to administer computers
' running Windows NT Workstation and member servers, add the Domain
Admins group from Domain1 to the Administrators group on those
computers in Domain2.

5. What is the recommended strategy for implementing local and global groups?

6. What is the difference between the Domain Users group and the Everyone
group?
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Answer Key

Page 86

Page 87

Procedure Answers

To review the video

1.

‘What is the purpose of a local group?

The purpose is to provide users with permission to access a resource, such
as a printer or file. Local groups are also used to provide users with rights
to perform system tasks, such as changing the system time on a computer
or logging on to the local computer.

. What is the purpose of a global group?

The purpose is to organize domain user accounts, typically by function or
geographical location.

Where are local groups created?

Local groups are created on the computer where the resource is located.

Where are global groups created?

Global groups are always created on the PDC in the domain where the
accounts reside.

Example: Using Groups in a Single-Domain Network

L.

On which computer would you create a global group for organizing the user
accounts? Why?

You would create a global group from any computer running User
Manager for Domains. User Manager for Domains creates the global
group on the PDC because global groups always reside in the domain’s
directory database.

On which computer would you create a local group to provide users with access
to the Accounts Payable database? Why?

You would create a local group from any computer running User Manager
for Domains. User Manager for Domains creates the local group on the
PDC even though the Accounts Payable database is on the BDC. This is
because all domain controllers share account information with each other
and maintain a common directory database.
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. On which computer would you create a local group to provide users with access

to the Inventory database? Why?

You would create a local group on the member server because that is
where the Inventory database resides. The local group is then stored in the
local directory database.

How would you give members of the global group access to both databases?

\

Add the global group to both local groups, the one created for the
Inventory database and the other created for the Accounts Payable
database. Members of the local groups now have access to both databases,
assuming that the appropriate permissions are assigned to the local
groups. :

Example: Using Groups in a Multiple-Domain Network

L.

On which computers would you create a global group for organizing the user
accounts? Why?

You would create two global groups, one from any computer running User
Manager for Domains in the London domain and the other on the from
any computer running User Manager for Domains in the Paris domain.
User Manager for Domains creates the global group on the PDC in each
domain because global groups always reside in the domain’s directory
database where the user accounts reside.

On which computers would you create a local group to provide users with access
to the Inventory databases? Why?

In each domain, you would create a local group on the member server
because each member server has its own directory database.

. How would you give members of the global groups that you just created in

London and in Paris access to the Inventory databases in each other’s domain?

Add the global group created for London users to the local group created
for the Paris Inventory database. Add the global group created for Paris
users to the local group created for the London Inventory database.
Members of the local groups now have access to the Inventory databases,
assuming that the appropriate permissions are assigned to the local
groups. :

To determine the possible group combinations

Which group combination or combinations are possible?
Only b is correct. A global group can be added to a local group.
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»

»

To determine which groups have access to the computer

e Which built-in groups have been granted this right?

On Windows NT Workstation and member servers: Administratoré,
Everyone, and Power Users.

On domain controllers: Administrators and Everyone.

To determine which groups can log on locally

Which built-in groups have been granted this right?

On Windows NT Workstation and member servers: Administrators,
Backup Operators, Everyone, Guests, IUSR_computer_name (if Internet
Information Server or Peer Web Server is installed), Power Users, and
Users.

On domain controllers: Account Operators, Administrators, Backup
Operators, Everyone, IUSR_computer_name (if Internet Information
Server is installed), Print Operators, and Server Operators.

To determine which groups can change the system time

Which built-in groups have been granted this right?

On Windows NT Workstation and member servers: Administrators and
Power Users.

On domain controllers: Administrators and Server Operators. ’

To determine which groups can shut down the system

Which built-in groups have been granted this right?
On Windows NT Workstation and member servers: Administrators,
Backup Operators, Everyone, Power Users, and Users.

On domain controllers: Account Operators, Administrators, Backup
Operators, Print Operators, and Server Operators.

To determine which groups can back up files and directories

Which built-in groups have been granted this right?
On Windows NT Workstation and member servers: Administrators and
Backup Operators.

On domain controllers: Administrators, Backup Operators, and Server
Operators. ‘
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To determine which groups can restore files and directories

¢ Which built-in groups have been granted this right?
On Windows NT Workstation and member servers: Administrators and
Backup Operators.

On domain controllers: Administrators, Backup Operators, and Server
Operators.

To determine the inherent rights that are only assigned to the Administrators
group :

¢ Select each user right to determine which ones are automatically assigned to
only the Administrators group, and then mark all the check boxes in the
following list that apply:

Load and unload device drivers, Manage auditing and security log, and
Take ownership of files or other objects.

To determine the default membership of the global group Domain Admins

e By default, what built-in user accounts or groups are members of Domain
Admins?. : ;

Administrator is the only user account. There are no groups. Domain
Admins only exists on domain controllers.

To determine membership of the local group Administrators

e By default, what built-in user accounts or global groups are members of the
Administrators group?

On computers running Windows NT Workstation and on member servers
that are in a domain, Administrator is the only user account.

On domain controllers, Administrator is the only user account and
Domain Admins is the only global group. ~

To determine the default membership of other built-in global groups

= Domain Users contains the following user accounts: 4
The Administrator and all domain user accounts except for the Guest
account.

« Domain Guests contains the following user account:
Guest. -
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To determine the default membership of the built-in local group Guests
¢ What user accounts or groups are members of the Guests group?

On Windows NT Workstation and member servers, the Guest user
account is a member. If Internet Information Server or Peer Web Server
is installed, a user account IUSR_computer_name (where computer_name
is the name of your computer) is also a member,

On domain controllers, the global group Domain Guests. If Internet
Information Server is installed, a user account IUSR_computer_name
(where computer_name is the name of your computer) is also a member.

To determine the default membership of the built-in local group Users
» What user accounts or groups are members of the Users group?

On all Windows NT-based computers that have been added to the domain,
the global group Domain Users.

To test the administrative privileges for a user
2. Start User Manager for Domains, and try to create a user account.
Were you successful? Why or why not?

Yes, because VicePresident3 is a member of the Administrators group and
has all of the user rights inherent in the Administrators group.

To test the user account as a member of the Domain Admins group
2. Start User Manager for Domains, and try to create another user account.
Were you successful? Why or why not?

Yes, because the Domain Admins group is a member of the
Administrators group.

Review Answers
1. Which of the following describe a local group? (Circle all that apply.)
Answers a, ¢, d, e, and g are correct.

2. Which of the following describe a global group? (Circle all that apply.)
Answers b, f, and h are correct.

3. What is the difference between a built-in local group and a built-in global
group?

Built-in local groups have a predetermined set of user rights. Built-in
global groups get their rights from other local groups.



Chapter 3 Setting Up Group Accounts 127

4. Which of the following tasks will work? (Circle all that apply.)
Answers a, b, and d are correct.

5. What is the recommended strategy for implementing local and global groups?

Organize users into global groups, assign permissions to local groups, and
add global groups to local groups.

6. What is the difference between the Domain Users group and the Everyone
group?

The Domain Users group is a built-in global group on domain controllers
that only contains domain accounts. The Everyone group is a system group
on all computers that contains all local and remote users that have
connected to the computer, including guest users.
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About This Chapter

This chapter presents tasks related to maintaining existing accounts and
streamlining administrative tasks, including creating template accounts, modifying
multiple accounts at one time, planning and implementing an account policy,
maintaining domain controllers, and troubleshooting user logon problems. The
hands-on procedures give you an opportunity to implement and practice each task.
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Before You Begin

To complete the lessons in this chapter, you must have:

Completed the Setup procedures located in “About This Book.”
The knowledge and skills covered in Chapter 2, “Setting Up User Accounts.”
Knowledge and skills covered in Chapter 3, “Setting Up Group Accounts.”

A user account named User4 and two global groups—Managers4 and
CustomerService4. Log on as Administrator. In Windows NT Explorer, expand
the LabFiles folder, and then double-click Chapter4.cmd to create these
accounts.



Chapter 4 Administering User and Group Accounts 131

Lesson 1: Introduction to Administering Accounts

In this lesson, you are introduced to procedures and tools used by network
administrators. Starting with an overview of the key elements that will be examined
throughout this chapter, the lesson then steps you through several tasks.

After this lesson, you will be able to:
= Assign Account Operator privileges.

= Create and use account templates.

Estimated lesson time: 20 minutes

Administrative Tasks

There are several procedures that an administrator can use to efficiently administer
accounts and keep the network running smoothly. Some of the most useful are:

= Creating Templates. Creating templates for adding new user.accounts
streamlines the work.

= Modifying Accounts. Making changes to multiple user accounts at one time, (for
example, moving home folders) lightens the work load.

"« Planning Policies. Planning and implementing an account policy helps to keep
the network secure.

= Maintaining Domain Controllers. Maintaining domain controllers means that
user accounts can always be successfully validated.

« Troubleshooting. Solving problems associated with user accounts ensures that
users can log on.
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Executives

Distributing Administrative Tasks

To distribute some of your administrative tasks, you can grant administrative
privileges to a user account by adding the user to one of the following groups:

Administrators. Members of the Administrators group have full administrative
capabilities. They are responsible for planning and maintaining network
security.

Account Operators. Members of the Account Operators group can create,
delete, and modify user accounts, global groups, and local groups, and they can
set account policies.

» To give Account Operator privileges to a user account

In this procedure, you add a user account to the Account Operators group.

1. Log on as Administrator and start User Manager for Domains.

2. In the Username list, double-click User4.

In the User Properties dialog box, click Groups.
The Group Memberships dialog box appears.

. In the Not member of list, click Account Operators, and then click Add.

Notice that Account Operators appears in the Member of list.
Click OK to close the Group Memberships dialog box.

. Click OK to close the User Properties dialog box, but do not exit User

Manager for Domains.
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» To determine the inherent rights that are assigned to Account Operators
1. In the User Manager window, on the Policies menu, click User Rights.

2. In the Right box, select each user right one at a time to determine which of the
following rights are automatically assigned to the Account Operators group, and
then mark the check boxes that apply in the following list: -

O Access this computer from network
U Add workstations to domain
Q Back up files and directories
U Change the system time
- O Force shutdown from a remote system
Q Load and unload device drivers
Q Log on locally
O Manage auditing and security log
U Restore files and directories
U Shut down the system .
U Take ownership of files or other objects
3. Click Cancel.

Using Templates

A user account template is a standard user account that you create with the
properties that apply to users who have common needs. User account templates are
useful administrative tools for creating new user accounts. For example, if all sales
personnel require membership in the Sales group, you can create a template that
includes membership to that group.

Description = Sales Personnel Description = Sales Personnel

Password Never Expires [ Password Never Expires

Home Directory = % Username% Home Directory = User7

Member of the Sales group

O e e T e

Member of the Sales group

P
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To use a template to create a new user account, copy the template account and
assign a user name and password for the new user. The following options become
properties of the new user account:

Description Profile

User Must Change Password at Next Logon . Hours (domain controllers only)
User Cannot Change Password Logon to (domain controllers only)
Password Never Expires Account (domain controllers only)
Groups Dialin

Note Rights and permissions granted to an individual user account are not copied.

Suggestions for creating templates include the following:

Make a template for each classification of employee, such as sales, accountants,
managers, and so on.

If you commonly have short-term or temporary network users, create a template
with limited logon hours, workstation spe01ﬁcat10ns, and other necessary
restrictions.

» To define the user account template for new managers

In this procedure, you create a user account template that will be used to create
accounts for new managers.

1. Log on as User4 (the user that you added to the Account Operators group) and

start User Manager for Domains.

2. In the User menu, click New User.

Provide the following information:
« Username: name Manager_Template

= Description: the description that you want to appear for each user account
that is created using the template

Tip Add any valid non-alphabetic character, such as the underscore (_), as the
first character of all template account names to make them appear at the top of
the Username list. For example, “_Manager_Template.”

. » - To define the password requirements for new managers

1. In the New User dialog box, make sure that the User Must Change Password

At Next Logon check box is selected.

2. Select the Account Disabled check box.
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» To define the template home folder path
1. Inthe New User dialog box, click Profile.
2. Under Home Folder, click Connect, and then click Z.

3. In the To box, type \computer_name\users\%username % (where
computer_name is the name of your computer), and then click OK.

» To define the group accounts for new managers
1. Inthe New User dialog box, click Groups.
2. Add the managers template to the following groups:
= Managers4

» Domain Users

» To define the template for new night shift employees

In this procedure, you define a template account for employees who work the night

shift. . : :

1. Create a template for the new night shift employees, using the same properties
as the managers template (except for groups).

2. Add the night shift employees template to the following groups:
« CustomerService4
= - Domain Users

3. Restrict the logon hours for night shift employees to 6:00 P.M. through 6:00 AM.,
Monday through Friday.
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Using Templates to Creafe User Accounts

To create a new user account using a template, copy the template.

» To create a user account using a template

1. In the User Manager window, under Username, select one of your templates.

2. On the User menu, click Copy. .
3. Type a Username, Full Name, and Password for the user, and then click Add.
4. Repeat this procedure using the other template that you created.
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» To determine which account options were copied

In the User Manager window, double-click the user account that you created
using the night shift employees template. Compare the following account options
with those in the template account. In the following list, mark the check boxes
next to those options that were copied:

O Username

U Full Name

QO Description

O Password and Confirm Password |
O User Must Change Password at Next Logon
O User Cannot Change Password

Q Password Never Expires

U Account Disabled

Q Profile button options

O Groups button options

O Hours button options
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Lesson Summary
The following information summarizes the key points in this lesson:
« Administrative tasks can be distributed by granting administrative privileges to

a user account by adding the user to the Administrators or Account Operators
groups.

= Create template accounts with the properties that apply to users who have
common needs.
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Lesson 2: Implementing an Account Policy

The account policy determines how passwords must be used by all user accounts for
a computer or domain and also determines the account lockout policy. This lesson
provides conceptual and procedural information on setting up and using an account
policy. -

This lesson requires that you have completed Lesson 1.

After this lesson, you will be able to:
» Implement an account policy for all accounts in a domain.

» Reset user account passwords.
= - Unlock a user account.

Estimated lesson time: 20 minutes

Setting an Account Policy

The account policy sets the requirements for:

= Password minimum and maximum ages
= Password minimum length

= Password uniqueness

= Account lockout options

Changes that you make to the account pohcy go into effect for users at one of the
following two times:

= The next time the user logs on.

= The next time the user makes a change covered by the policy. For example, the
minimum password length does not apply to existing passwords, but it will apply
the next time a user changes his or her password.
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Planning an Account Policy

By default, the only password requirement for user accounts is that users change
their passwords the first time that they log on. To use an account policy to provide
additional security for user accounts, consider the following: '

= Never allow blank passwords. Blank passwords mean no security. Do not allow
the use of blank passwords on any system connected to the Internet or any
system that has dial-in capabilities.

= Require a minimum length for all passwords. The longer the password, the more
difficult it is to guess.

* In a medium-security network, require 6—8 characters.
* In a high-security network, require 8—14 characters.

= Require users to change their passwords frequently. This helps to prevent
unauthorized users from guessing them.

¢ In a medium-security network, change passwords every 45-90 days.
» In a high-security network, change passwords every 14-45 days.

= Require users to use a different password each time they change it. Make sure
that once it is changed, it cannot be changed back to a previous password.

e In a medium-security network, require 8—12 different passwords.
¢ In a high-security network, require 12-24 different passwords.

» Lock out accounts after multiple failed logon attempts. This reduces the chance
of an unauthorized person gaining access to the network.

¢ In a medium-security network, lock out a user after five failed logon
attempts. '

¢ In a high-security network, lock out a user account after three failed logon
attempts.

« Require that all locked accounts be unlocked by an administrator. This
guarantees that you will be aware of unauthorized users attempting to guess
passwords for an account until it becomes locked out.

» Require that users with restricted logon hours are disconnected from the network
during off hours. This will prevent users from dialing in to the network.
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Setting Password Options

The password options set the requirements for user account passwords. Account
policies allow control over password implementation.

- Domain: Istanbul

* Password Restrictions = : -
- Maximum Password Age Minimum Password Age ———
O Password Never Expires @ Allow Changes Immediately

® Expires In [ 22 [F] Days O Allow Changes In[__F] Days .
Minimum Password Length m— Password Uniqueness
‘,O Permit Blank Password < || @ Do Not Keep Password Hxstory
@ At_L,eastl E Characlers ,O,ﬂememberl_ME Passwokrds

O No account IockouL
{ - ®: Account Jockout —
;,,Lockout after EE bad Jogon attempts

‘7 ,Hesetcgunt aﬂer 1_» Eiminﬂtes

The following table describes the password options.

Option Description
Maximum The period of time that a password can be used before the user is
Password Age required to change it.

Range of values: 1-999 days.
Minimum The period of time that a password must be kept before the user can
Password Age change it. Do not allow immediate changes if a password

uniqueness value will be entered. The value of the Minimum
Password Age must be less than the value of the Maximum
Password Age.

Range of values: 1-999 days.
Minimum The minimum number of characters required in a password.

Password Length Range of values: 1-14 characters.
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(continued)

Option Description '
Password The number of new passwords that must be used by a user before
Uniqueness an old password can be reused. For uniqueness to be effective,

Users must log on
* in order to change
password

immediate changes should not be allowed by the Minimum
Password Age parameter.

Range of values: 1-24 passwords.
If selected, users cannot change their own expired passwords.

If cleared, users can change their own expired passwords.

Important If the Password Never Expires check box is selected in the New User
or User Properties dialog boxes for an individual user account, that setting
overrides the Maximum Password Age setting.

Setting Account Lockout Options

The account lockout feature enables you to make Windows NT more secure from
intruders who try to log on by guessing the passwords of existing user accounts.
The account lockout options set the requirements for locking out a user account
after failed logon attempts.
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The following table describes the account lockout options.

Option Description

Account Lockout If you click Account Lockout, the next three options are
available.

Lockout After The number of incorrect logon attempts that will cause the
account to be locked.
Range of values: 1-999.

Reset Count After The maximum number of minutes that can elapse between any
two bad logon attempts before lockout occurs.
Range of values: 1-99999 minutes.

Lockout Duration Forever option: Causes locked accounts to remain locked until

Forcibly disconnect
remote users from
server when logon
hours expire

an administrator unlocks them. (The Administrator account set
up during installation cannot be locked out.)

Duration option: Causes accounts to remain locked for the
specified number of minutes. If a lockout duration expires, a
locked out account will become unlocked automatically.

Range of values: 1-99,999 minutes.

If selected, the user account is disconnected from any server in
the domain when the account exceeds logon hours.

If cleared, the user account is not automatically disconnected,
but no new connections are allowed.

Auvailable only on Microsoft Windows NT Server.

To plan an account policy

In this exercise, you plan an account policy for the Quebec domain. You need to

determine the following:

= Password restrictions

= Account lockout requirements -

To make your decisions, use the following criteria:

= Require users to change their passwords once a month.

= Do not allow users to reuse a password for at least six months.

= Make every effort to prevent unauthorized users from breaking into the system.

« Disconnect employees with restricted logon hours from the network during off

hours.
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Record your decisions by marking the appropriate options on the following
reproduction of the Account Policy dialog box.

» To set the account policy
In this procedure, you set an account policy for all domain user accounts in a
medium-security network.
1. Log on as Administrator. ‘
2. Inthe User Manager. window, on the Policies menu, click Account.
The Account Policy dialog box appears.
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3. Set the following account policy for password restrictions and account lockout
based on a medium level of security.

Password or account lockout

restrictions : Set this way for medium security
Maximum Password Age Expires in 90 days

Minimum Password Age Allow changes in 30 days
Minimum Password Length 8 characters

Password Uniqueness Remember 8 passwords

Account Lockout Yes

Lockout After 3 bad logon attempts

Reset Count After 30 minutes

Lockout Duration Forever (until administrator unlocks)

4. Click OK to set the account policy.

. To test the password restriction portion of the account policy

In this procedure, you test how passwords are affected by the new account policy.

1. Try to create a user account with no password.

An error message appears stating that the password you typed is invalid. This
error occurred because your account policy requires passwords to be a minimum
of eight characters. Blank passwords are not permitted.

2. Click OK to acknowledge the message.

3. In the Password and Confirm Password boxes, type a password that is at least
eight characters, and then click Add.

Make sure that the User Must Change Password at Next Logon check box is
selected.

4. Log off and then log on using the new user account.

A message box appears, indicating that you are required to change your
password at first logon attempt. Even though this was not set in your account
policy, it was set by default when you created the user account.

5. Click OK to acknowledge the message.

6. In the New Password and Confirm New Password boxes, type watermelon
and then click OK.

A message appears indicating that the password was changed.

7. Press CTRL+ALT+DELETE to access the Windows NT Security dialog box, and
then click Change Password.

8. In the Old Password box, type watermelon
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9. In the New Password and Confirm New Password boxes, type cantaloupe
and then click OK.

A message appears stating that the account cannot be changed at this time. This
occurs because the account policy does not permit password changes more than
once in 30 days. You were able to change your password the first time because
it was required when the account was created.

10. Click OK.

» To test the account lockout portion of the account policy

In this procedure, you incorrectly type a password several times to see the effect of

the account lockout policy.

1. Log off and try to log on again as the same user, without specifying a password.
You receive an error message indicating that the system could not log you on.

2. Click OK.

3. Log off and log on two more times with no password.

4. Now log on with the correct password.
Why were you unable to log on using the correct password?

How should the user solve the problem?

5. Click OK.
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Unlocking User Accounts

If you have an account policy set up that locks out the user after several failed logon
attempts, you may need to unlock the account. '

userProperties

~ Username: ericl

~ Full Name : | Eric Lang

t Description: | Sales Personnel

: Password : I ey
gggg\;/rgrd‘ : l ‘w‘ﬁi*”ﬁﬁﬁ*‘*’* ‘ 1 .

[:]'User Must Chénge Péséword at Next Logon
- [[J user Cannot Change Password

- [[J Password Never Expires k

- [ Account Disabled

s Account Loc_lged ‘Oﬁt o

LB @;'Eﬁ

: » Groups | : Profile §j~~'}jourszw i 'LogonTo: | i Account |

» To unlock a locked account

1. Log on as Administrator, and start User Manager for Domains.

2. In the Username list, double-click the locked account (from the previous
exercise).

3. Clear the Account Locked Out check box.
4. Click OK.

5. Exit User Manager for Domains.

» To verify that the account is unlocked ,
e Log on as the user whose account you unlocked.

Tip If the user has failed several times in trying to log on to the domain, the user
may have forgotten his or her password. If that is the case, reset it while you are
unlocking it.
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Resetting User Account Passwords

If a user’s password expires before the user has a chance to change it, or if a user
forgets a password, you can reset the password by deleting it and typing a new one.

» To reset a user account password

1. Log on as Administrator.

2. Start User Manager for Domains.

3. Double-click the user that you used in the previous exercise.

The User Properties dialog box appears.

In the Password box, double-click the entry, and then press DELETE.,

In the Password box, type a new password.

In the Confirm Password box, retype the password, and then click OK.

A

Exit User Manager for Domains.

Note Before you continue, you may want to clear the account policy settings.
Clearing the settings will allow you to experiment with other user accounts used
throughout this book without the restrictions set in the account policy.
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Lesson Summary
The following information summarizes the key points in this lesson:

The account policy sets the requirements for passwords and lockout options for
all domain user accounts.

To protect accounts from unauthorized use, never allow blank passwords.
To make passwords difficult to guess, require a minimum password length.

Require that users change their passwords frequently and that they are unique
each time. This will help deter unauthorized access.

To catch computer hackers, lock out accounts after multiple failed attempts.

For more information on See

Domain security policies Chapter 1, “Managing Windows NT Server

Domains,” in Microsoft Windows NT Server
Concepts and Planning.
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Lesson 3: Modifying Multiple User Accounts

Windows NT provides a shortcut for making modifications to multiple user
accounts at one time. This is especially useful for moving user home folders to a
different server or volume.

This lesson guides you through the steps to modify multiple user accounts at one
time.

After this lesson, you will be able to:
e Modify multiple accounts at one time.

Estimated lesson time: 10 minutes

You can easily modify multiple user accounts at one time by selecting multiple user
accounts and then modifying the properties. Use this procedure when you need to
modify multiple user accounts in the same manner—for example, when you need to
move home folders to another server or volume, or set the logon hours for 100
users.

\\Serverl [ - Server2 v
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» To modify multiple user accounts at one time

I.
2.

Start User Manager for Domains.

Select the user accounts that you created using the Manager and Night Shift
employee templates (in Lesson 1). Use one of the following methods:

To select accounts in random order, click the first account, hold down the CTRL
key, and then click the remaining accounts.

_or_.

To select accounts in consecutive order, click the first account, hold down the
SHIFT key, and then click the last account.

. On the User menu, click Properties.

The User Properties dialog box appears with both of the user account names
listed in the Users box.

Click Dialin.
The Dialin Information dialog box appears.

. Select the Grant dialin permissions to user check box and then click OK

twice to apply your changes.

View the properties of each account to verify that the Dialin permission has
been granted.
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Lesson Summary ‘
The following information summarizes the key points in this lesson:

¢ Modify multiple user accounts at one time by selecting multiple user accounts
and then modifying the properties. This method is especially useful for moving
user home folders to a different server or volume.

For more information on See

User accounts Chapter 2, “Working With User and Group
Accounts,” in Microsoft Windows NT Server
Concepts and Planning.

Chapter 2, “Setting Up User Accounts,” in this book.
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Lesson 4 Maintaining Domain Controllers

Maintaining domain controllers means making sure that a primary domain
controller (PDC) is always online and that all copies of the directory database are
current.

This lesson provides an overview of the procedures required to maintain domain
controllers when a PDC needs to be taken offline, and when a PDC goes offline
unexpectedly.

After this lesson, you will be able to:
= Describe the function of Server Manager.

= Promote a backup domain controller to a primary domain controller.
= Restore a primary domain controller.
« Synchronize domain controllers.

Estimated lesson time: 20 minutes

If your PDC goes offline for any reason, you need to perform a series of tasks to be
sure that your security account database is maintained. The PDC maintains the
master copy of the domain’s directory database.

If the PDC goes offline, users can still log on, but you can no longer administer
accounts. Maintaining domain controllers means making sure that a primary domain
controller (PDC) is always online and that all copies of the directory database are
current.

Every domain has only one PDC. The PDC maintains the master copy of the
domain’s directory database. The directory database is automatically replicated to
all the backup domain controllers (BDCs) in the domain every five minutes.

If the PDC goes offline for any reason, users will still be able to log on and be
validated by the BDC. But you will no longer be able to do any account
administration, :
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Server Manager

Server Manager is a Windows NT Server tool that you can use to maintain domain
controllers. Using Server Manager, you can promote a backup domain controller to
become the primary domain controller, synchronize servers with the primary
domain controller, and add computers to and remove computers from the domain.
To start Server Manager, click the Start button, pomt to Programs, point to
Administrative Tools, and then click Server Manager

. ‘Wmdows NT/4.0 Bac]
Windows NT 4.0 Primary
Windows NT 4.0 Server
Windows NT 4.0 Workstation

The following information appears in the Server Manager window for the current
domain:

« The computer name and the operating system and version it is running.

= Anicon indicating whether the computer is a primary domain controller, a
backup domain controller or member server, or a computer running
Windows NT Workstation or another client.

In the previous illustration, the icon for Serverl and Server3 indicates a backup
domain controller or a member server. The icon for Server2 indicates a primary
domain controller. The icon for Computer4 indicates a computer running
Windows NT Workstation or another client.

= If a computer is not running, the icon for the computer appears dimmed.
» A description (configured during installation).
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When the PDC Needs to Be Taken Offline

When you need to take a PDC offline, perform the following tasks:

3 Promote a BDC to take the place of the PDC while its offline. This will force
the PDC to become a BDC. When you promote a BDC, an up-to-date copy of
the domain directory database is replicated from the old PDC to the new one.
The original PDC is automatically demoted to a BDC.

O When the original PDC is brought back online, promote it back to a PDC, which
forces the temporary PDC to demote itself to a BDC.

Scenario

Your PDC needs to be taken offline for some routine maintenance. You will use
Server Manager to promote a BDC to a PDC while demoting the original PDC to a
BDC. When this is accomplished, you can then take the original PDC offline for
maintenance.

Note For this lesson, you use the Server Manager Simulation. This is a program
that simulates a BDC in a domain.

To promote a BDC to a PDC

1. Click the Start button, point to Programs, point to Network Administration
Training, and then click Server Manager Simulation.

2. In the Server Manager Simulation dialog box, click Promoting a BDC
When the PDC Needs to Be Taken Offline.

The Server Manager window appears.
Notice that the current BDC is Serverl and the current PDC is Server2.

3. Select the BDC, and then on the Computer menu, click Promote to Primary
Domain Controller. :

The following message appears:

Promoting Serverl to Primary may take a few minutes.

Promoting Serverl will also close client connections to Serverl and
to the current domain controller (if any). Press 'Help' for details
if either machine is a Remote Access server.

Do you want to make the change?
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4. When prompted for confirmation of the change, click Yes.

The Server Manager status box appears. Notice the following actions as they

occur during the promotion.

Synchronizing Serverl with its primary domain controller
Synchronizing Serverl with its primary
Stopping Net Logon Service on Serverl
Stopping Net Logon Service on Server2
Changing Server2's role to Backup
Changing Serverl's role to Primary
Starting Net Logon service on Server2
Starting Net Logon service on Serverl

When this procedure is finished, the original PDC (Server2) automatically

becomes a BDC.

» To return the BDC to PDC status

1. In the Server Manager window, select Server2 (the original PDC).

2. Promote the BDC to a primary domain controller.
The following message appears:

Promoting Server2 to Primary may take a.few minutes.

Promoting Server2 will also close client connections to Server2 and

to the current domain controller (if any). Press 'Help'
if either machine is a Remote Access server.
Do you want to make the change?

The Server Manager status box appears. Notice the following actions as they

occur during the promotion.

Synchronizing Server2 with its primary
Stopping Net Logon Service on Server2
Stopping Net Logon Service on Serverl
Changing Serverl's role to Backup
Changing Server2's role to Primary
Starting Net Logon service on Serverl
Starting Net Logon service on Server2

Notice that the current PDC (Serverl) was automatically demoted to a BDC.

When a PDC Goes Offline Unexpectedly

' When a PDC goes offline unexpectedly, you need to perform the following steps:

O Promote a BDC to take the place of the PDC.

[ Once the original PDC is fixed and brought back online, demote it to a BDC.

This will force the temporary PDC to become a BDC.
[ Promote the original PDC again.

for details
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Scenario

Your primary domain controller goes offline unexpectedly. The computer failed,
and when you ran diagnostics on it, you discovered that some of the memory was
corrupted. It will take a week before you can get the replacement memory chips,
and users need access to their files on the network.

To promote a BDC to PDC when the PDC is already offline

1.

In the Server Manager Simulation dialog box, click Promote a BDC When
the PDC Goes Offline Unexpectedly.

The Server Manager window appears.

Notice that the current BDC is Server2 and the current PDC is Serverl. The
PDC icon appears dimmed because it is currently offline.

2. In Server Manager, select the BDC.

On the Computer menu, click Promote to Primary Domain Controller.
The following message appears:

Promoting Server2 to Primary may take a few minutes.

Promoting Server2 will also close any client connections to Server2
and to the current domain controller (if any). Press 'Help' for
details if either machine is a Remote Access server.

Do you want to make the change?

Click Yes.
The following message appears:

Cannot find the Primary for domain_name. Continuing with the
promotion may result in errors when domain_name's old Primary comes
back online. Do you want to continue with the promotion?

Click OK.

The Server Manager status box appears. Notlce the following actions as they
occur during the promotion.

Stopping Net Logon Service on Server?2
Changing Server2's role to Primary
Starting Net Logon service on Server2
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>

Restoring the Original Domain Controller Roles

If your PDC goes offline and you promote a BDC to be the PDC, you may want to
restore the original PDC. To do this, you will need to demote the current PDC.

You can also promote a BDC to a PDC after the PDC has gone offline, but the
PDC will not automatically be demoted. Also, because the PDC is offline, no
automatic replication of the accounts database can occur between the two PDCs.

When the original PDC is brought back online, there is already a PDC in the
domain, so its Net Logon service will fail to start. You will need to restore the
original PDC.

To restore the original PDC to the role of PDC

1. Inthe Server Manager Slmulatlon dlalog box, click Restoring the Original
Domain Controller Roles.

The Server Manager window appears.

Note If this were not a simulation, you would start Server Manager on the
computer that was originally functioning as the PDC.

Notice that both the original and the current PDC are listed as primary domain
controllers, but the icon for the original PDC (Server2) is unavailable. The

Net Logon service on the original PDC was not started at system boot when the
original PDC detected that a PDC was already running on the network; with the
Net Logon service stopped, the original PDC cannot validate logon requests.

2. Select the original PDC.
3. On the Computer menu, click Demote to Backup Domain Controller.
The following message appears:

Demoting Server2 to Backup Domain Controller may take a few minutes.
Demoting Server2 will also close client connections to Server2. Press
'Help' for details if Server2 is a Remote Access server.

Do you want to make the change?
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4. When prompted, click Yes to make the change.

The Server Manager status box appears. Notice the following actions as they
occur during the promotion.

5. Try to start the Net Logon service on Server2.

The PDC is demoted to a BDC and the Net Logon service is started. Now
Server?2 is a functioning BDC in the domain as indicated by its icon.

6. Select the BDC that was the original PDC, and on the Computer menu, click
Promote to Primary Domain Controller.

The following message appears:

Promoting Server2 to Primary may take a few minutes.

Promoting Server2 will also close client connections to Server2 and
to the current domain controller (if any). Press 'Help' for details
if either machine is a Remote Access server.

Do you want to make the change?

7. Click Yes to make the change. Notice the following actions.

Synchronizing Server2 with its primary
Stopping Net Logon service on Server2
Stopping Net Logon service on Serverl
Changing Serverl's role to Backup
Changing Server2's role to Primary
Starting the Net Logon service on Server2
Starting the Net Logon service on Serverl

Observe that the original BDC is demoted back to BDC. Also, notice that you
receive messages indicating that the directory database on the current PDC was
synchronized with the directory database on the current BDC before it is
promoted to a PDC. '

If any administration, such as adding user accounts or changing passwords, was
done while the original PDC was down, this automatic synchronization of the
directory databases ensures that these changes are not lost.
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Synchronizing Domain Controllers -

Synchronizing domain controllers ensures that all directory databases in the domain
are up-to-date. By default, Windows NT synchronizes domain controllers every few
minutes. You may want to synchronize domain controllers manually after you make
changes to an account database, to apply the changes immediately.

The greater the number of BDCs, the longer it takes to synchronize them.

You can manually synchronize domain controllers for the following reasons:

To apply changes made to the domain’s directory database immediately.

To solve problems related to password mismatches. If users change their
passwords, it takes time for new passwords to be distributed automatically to all
the BDCs in a large domain. :

To synchronize a BDC with the PDC
1. In the Server Manager Simulation dialog box, click Synchronizing Domain

Controllers.
The Server Manager window appears.
NOthC that the current BDC is Serverl and the current PDC is Server2.

Select the BDC, and then on the Computer menu, click Synchronlze w1th
Primary Domain Controller.

The following message appears: '

Resynching Serverl with its Primary may take a few minutes. Do you
want to make the change?

Note If there are multiple BDCs in the domain, you can synchronize all of them
by clicking Synchronize Entire Domain.
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3. Click Yes to make the change.
The following message appears:

Backup Domain Controller Serverl will synchronize its account
database with the Primary Domain Controller. Check the Event Log on
Backup Domain Controller Serverl and on the Primary Domain Controller
to determine whether synchronization was successful.

4. Click OK.
5. On the Computer menu, click Exit.
6. In the Server Manager Simulation window, click Exit.

Verifying the Synchronization

You can determine if a synchronization is successful by using Event Vlewer to view
the system log for Net Logon events.

Note The Server Manager Simulation does not generate any system log events, so
you will not be able to view the Net Logon service events resulting from the
previous procedures.

To view the system log, follow these steps:

1. Cliék the Start button, point to Programs, point to Administrative Tools, and
then click Event Viewer. :

2. On the Log menu, click System.
The System event log appears.

3. Under Source, select the most recent NETLOGON event.

4. On the View menu, click Detail.

5. Read the event details by clicking Next, until you find confirmation of
synchronization.

6. Exit Event Viewer.
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About Winddws NT Services

Most of the functionality of Windows NT is implemented as a service. For example,
the Workstation service must be running before you can connect to resources on
other computers; the Server service must be running before you can share resources.
On domain controllers, the Net Logon service must be running before user logon
attempts can be validated. ‘ '

Some services are dependent on other services. For example, the Server service
must be started before the Net Logon service can start.

You can determine which services are running by typing net start from a command
prompt, by starting the Services program in Control Panel, or in Server Manager by
clicking Services on the Computer menu.
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Lesson Summary

The following information summarizes the key points in this lesson:

Maintaining domain controllers means making sure that a primary domain
controller (PDC) is always online and that all copies of the directory database
are current.

Administrators must be able to perform a series of tasks to ensure that the
network security account database is maintained if the PDC goes offline for any
reason.

When a PDC needs to be taken offline, promote a backup domain controller
(BDC) to take its place.

When a PDC goes offline unexpectedly, temporarily promote a BDC to take its
place. Once the original PDC is repaired and brought back online, demote it to a
BDC and promote the original PDC again.

For more information on See

Promoting and demoting domain ~ Chapter 1, “Managing Windows NT Server
controllers Domains,” in Microsoft Windows NT Server

Concepts and Planning.

The Net Logon service Chapter 2, “Network Security and Domain

Planning,” in the Networking Guide of the Microsoft
Windows NT Server Resource Kit.
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Lesson 5: Troubleshootmg Logon Problems

One of the most common problems that users encounter is the inability to log on to
the network successfully. This lesson describes the error messages and solutions to

common user logon problems.

After this lesson, you will be able to:
¢ Identify and troubleshoot logon problems.

Estimated lesson time: 20 minutes

The following table descrlbes common error messages and solutlons to logon

problems.

User error message

Solution

The system could not log you
on. Make sure your user
name and domain name are
correct, and then type your
password again. Letters in
passwords must be typed
using the correct case. Make
sure that CAPS LOCK is not
accidentally on.

A domain controller for your
domain could not be
contacted. You have been
logged on using cached
account information. -
Changes made to your profile
since you last logged on may
not be available.

Your account has time
restrictions that prevent you
from logging on at this time.
Please try again later.

Your account is configured to
prevent you from using this
workstation. Please try
another workstation.

Verify that the user name, domain name, and password
are correct; check the CAPS LOCK key—passwords are
case sensitive. (The domain name can be verified using
the Network program in Control Panel.)

If a user has forgotten the password, delete or reset the
user’s password.

If the user account is new, it may not have been
synchronized with BDCs. Synchronize domain
controllers.

Check to see if this is the only computer having
difficulty. Verify that domain controllers are online.

If the PDC is still online, select a BDC and promote it to
a PDC. If the PDC is offline, promote a BDC to a PDC.

If it is the only computer having the problem, verify that

"a cable connects the computer to the network. Check the

network adapter card. If the network adapter has a light
on or is blinking. If the problem is not obvious, restart
the computer.

The logon hours for the user are not allowed for the
current time. To allow a user to log on, modify the user’s
logon hours.

The user has been restricted from using that
workstation. To allow the user to use the workstatlon
modlfy the Logon To restrictions.
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Troubleshooting User Logon Problems

In the following procedures, you troubleshoot two problems related to users logging
on to the network. You produce each problem by running a batch file.

Scenario 1

You have just added a new user account, and you want to test it before allowing the
user to use the account. The user account is PDCI and the password is password.

» To produce the problem

1. Log on as Administrator.

2. Start Windows NT Explorer, expand the LabFiles folder and double-click
Scenariol.cmd.

A Command Prompt window opens briefly and then closes automatically. The
screen is blank to prevent you from guessing the answer to the scenario as it is
being created.

» To test the problem for Scenario 1
* Log off and then log on as PDCL1.
‘What is the symptom of the problem?

» To solve the problem for Scenario 1
s Use User Manager for Domains to determine the problem and solve it.
What is the problem?

What is the solution to the problem?




166 Microsoft Windows NT Network Administration

Scenario 2

A user needs to change her password, but is having problems logging on. The user
account is PDC2 and the password is password.

» To produce the problem

1. Log on as Administrator.

2. In Windows NT Explorer, expand the LabFiles folder, and double-click
Scenario2.cmd.

A Command Prompt window opens briefly and then closes automatically. The
~ screen is blank to prevent you from guessing the answer to the scenario as it is
being created.

» To test the problem for Scenario 2
¢ Log off and then log on as PDC2 (the name specified in the scenario).
What is the symptom of the problem?

» To solve the problem for Scenario 2
¢ Use User Manager for Domains to determine the problem and solve it.
What is the problem?

What are possible solutions to the problein?
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Lesson Summary
The following information summarizes the key points in this lesson:

= Always verify that the user typed the user name, domain name, and password
correctly, and that he or she used the correct case for the password. This is the
most common problem.

» If the user name, domain name, and password are correct, check the restrictions
set on the account.

= If other users have problems logging on, make sure that the domain controller is
functioning properly.

For more information on See

How the user logon process works  Chapter 1, “Managing Windows NT Server
Domains,” in Microsoft Windows NT Server
Concepts and Planning.

Note If you want to remove the accounts that were created by running the
Chapterd.cmd file at the beginning of this chapter, log on as Administrator, and
then double-click DeleteChapter4. cmd in the Cleanup folder on the Supplemental
Material compact disc.
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Review

The following questions are intended to reinforce key information presented in this
chapter. If you are unable to answer a question, review the lesson and then try the
question again.

1. When and why would you create a template for creating new user accounts?

2. What is included in the account policy and why is it important?

3. If your PDC goes offline unexpectedly, what do you need to do to maintain the
directory database?

4. What are some possible reasons why a user cannot log on?
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Answer Key
Procedure Answers

Page 133 » - To determine the inherent rights that are assigned to Account Operators

2. In the Right box, select each user right one at a time to determine which of the
following rights are automatically assigned to the Account Operators group, and
then mark the check boxes that apply in the following list:

Log on locally and Shut down the system are inherent rights of the
Account Operators group. ‘

Page 137 » To determine which account options were copied

¢ In the User Manager window, double-click the user account that you created
using the night shift employees template. Compare the following options with
the template account. In the following list, mark the check boxes next to those
options that were copied:

All options were copied except for Username, Full Name, Password,
Confirm Password, and Account Disabled.

Page 168 » To plan an account policy

Suggested answers:

Maximum Password Age: 28-31 days.

Minimum Password Age: 7-14 days.

Minimum Password Length: 8-10 characters. |

Password Uniqueness: Remember 6-24 passwords.

Lockout after 3-5 bad logon attempts. Reset count after 15-30 minutes.
Lockout Duration: Forever. The administrator should unlock accounts.

Select the Forcibly Disconnect Remote Users From Server When Logon
Hours Expire check box.

Page 145 » To test the account lockout portion of the account policy

4. Now log on with the correct password.
Why were you unable to log on using the correct password? _
Your account has been locked out based on the account policy.
How should the user solve the problem?
The user should contact the administrator.
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Page 164 » To test the problem for Scenario 1

Page 164

Page 165

Page 165.

Log off and then log on as PDC1.
What is the symptom of the problem?

For the first x logon attempts, an error message appeared indicating that
the name or password was incorrect. At x+1 logon attempts, an error
message appeared indicating that the account was locked out.

» Tosolve the problem for Scenario 1

Use User Manager for Domains to determine the problem and solve it.
What is the problem?

The password was incorrect. It was set up using all uppercase characters,
and the user typed all lowercase characters. This is a typical logon
problem, even though there is no way for the administrator to know if the
user typed the password incorrectly.

‘What is the solution to the problem?
Log on as Administrator and clear or reset the password.

» To test the problem for Scenario 2

Log off and then log on as PDC2 (the name specified in the scenario).
What is the symptom of the problem?

A message appears indicating that the account has been disabled. Once the
account is enabled, a new message indicates that the account has expired.
Once the account has been made active again, a message appears
indicating that the user does not have permission to change his or her
password.

» To solve the problem for Scenario 2

Use User Manager for Domains to determine the problem and solve it.
What is the problem?

The account has been disabled. The account expired at the end of 1995.
The user has been restricted from changing the password.

What are possible solutions to the problem?

Log on as Administrator, and then change the user properties to enable
the account.

Log on as Administrator, and then set the account to never expire.

Log on as Administrator, and then change the password for the user, or
enable the user to change the password.
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Page 167

Review Answers

L.

When and why would you create a template for creating new user accounts?

Create templates when you need to create new user accounts that have
similar requirements.

What is included in the account policy and why is it important?

Account Policy settings include password and account lockout options. The
account policy is important because the selections you make will determine
how secure your network is.

If your PDC goes offline unexpectedly, what do you need to do to maintain the
directory database?

Initially, promote a BDC to a PDC. When the original PDC goes back
online, you restore the original PDC, which automatically demotes the
temporary PDC. '

What are some possible reasons why a user cannot log on?

Possible reasons include the following: password not entered correctly,
workstation restrictions set for the user account, or the computer is not
connected to a domain controller.
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About This Chapter

Shared folders give users centralized access to network files. This chapter explains
how to share folders and how to assign permission for gaining access to the shared '
folders to user and group accounts.

The hands-on procedures give you an opportunity to plan and share folders and to
secure them with permissions.

Before You Begin

To complete the lessons in this chapter, you must have:

= Completed the Setup procedures located in “About This Book.”
» The knowledge and skills covered in Chapter 3, “Setting Up Group Accounts.”

« A user account named SalesRep5. Log on as Administrator. In Windows NT
Explorer, expand the LabFiles folder, and then double-click ChapterS cmd to
create this account.
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Lesson 1: Introduction to Shared Folders

Windows NT enables you to designate disk resources that you want to share with
others. For example, when a folder is shared, authorized users can make
connections to the folder (and access its files) from their own computers. This
lesson introduces you to shared folders and how they are used.

Atter this lesson, you will be able to:
» Explain the situations in which shared folders are used.

= Describe the four levels of share permissions.
= Describe the result when share permissions are applied.

Estimated lesson time: 20 minutes

What Are Shared Folders?

Shared folders give network users centralized access to network files. When a
folder is shared, all users by default can connect to the shared folder and gain
access to the folder’s content.

You can assign share permissions to user and group accounts to control what users
can do with the content of a shared folder. For example, if you want a user to only
view files, you can assign the user’s account (or a group of which the user is a
member) the Read permission; if you want a user to modify and add new files and
folders, you can assign the Change permission.

A shared folder appears in Windows NT Explorer and My Computer as an icon of a
. hand holding the shared folder and is often referred to simply as a share.

Note By default, the built-in Everyone group is automatically assigned Full Control
permission to all shared folders.
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Why Share Folders?

Shared folders are used to give users access to network programs, data, and user
home folders:

= Network program folders centralize administration by designating one location
for configuring and upgrading software. In this way, you avoid maintaining
programs on clients.

= Data folders provide a central location for users to store and access common
files.

= User home folders provide a central location for users to store their own files. If
home folders are stored on a network server, they provide a central location for
maintaining and backing up users’ data.

Note If the volume where the folder is located is formatted as FAT (file allocation
table), share permissions are the only way to secure disk resources. If the volume is
formatted with the Windows NT File System (NTFS), NTFS permissions can be
assigned for additional security. NTFS permissions are covered in Chapter 6,
“Securing Network Resources with NTES Permissions.”

Share Permissions

To control how users access a shared folder, you can assign share permissions to
users, groups, or both.

The following illustration shows the hierarchy of share permissions, from most
restrictive at the bottom to least restrictive at the top.
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The following table describes the four share permissions.

This permission

Gives users the ability to

Full Control
(default
permission to
Everyone group)

Change

Read

No Access

Modify file permissions.
Take ownership of files on NTFS volumes.

Perform all tasks permitted by the Change and Read permissions.

Create folders and add files.

Change data in files.

Append data to files.

Change file attributes.

Delete folders and files.

Perform all tasks permitted by the Read pénnission.
Display folder names and file names.

Display the data and attributes of files.

" Run program files.

Access other folders within that folder.

Establish only a connection to the shared folder. Access to the folder
is denied and the contents do not appear. This is the most restrictive
permission, and is useful for high security. The No Access
permission overrides other permissions.

Limitations of Share Permissions

Share permissions are effective only when a user connects to the folder over the
network. They do not prevent users from gaining access to the folder while sitting at
the computer where the folder resides.

On computers running Windows NT Server, where users do not have the Log on
locally user right, this is not a problem. However, on computers running

Windows NT Workstation, users are automatically assigned this user right and can
bypass share permissions on their local computer.

If the volume where the folder resides is formatted with NTFS, you can secure local
resources with NTFS permissions.
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How Share Permissions Are Applied

You can assign a user permission to access a shared folder directly or as a member
of a group. If you assign different permissions to multiple groups of which the user
is a member, the user gets all the permissions, unless one of the permissions is the
No Access permission.

There are two rules for how share permissions are applied:

1. When you assign permissions to a user and also to a group of which the user is a
member, the user’s effective permissions are the least restrictive permissions
that result from the combination of the user and group permissions.

2. When you assign the No Access permission, the No Access permission
overrides all other permissions that are assigned to the user or to the groups of
which the user is a member. No Access always becomes the effective
permission.

Multiple Permissions

In the following illustration, User1 is assigned the Full Control permission to the
shared folder named Public. Full Control is the least restrictive permission. Userl is
also a member of the Everyone group to which a different permission, Read, is
assigned. User]’s effective permissions are the combination of the user and group.
permissions, in this case, Full Control. (Full Control includes the permissions Read
and Change.) ' :
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The No Access Permission

In the following illustration, User] is assigned Read permission to the shared folder
. named Public. Userl is also a member of the Sales group to which a different
permission, No Access, is assigned. Therefore, Userl’s effective permissions are
none because the No Access permission overrides any other permissions assigned to
a user or to groups to which the user belongs.

Example of Applied Permissions

The following two illustrations show two examples of applied share permissions.
Examine each illustration and determine the effective permissions for Userl.

Example A shows that User1 is a member of Groupl, Group2, Group3, and
Group4. Group1 does not have any permissions for Folder-A. Group2 has Read
permission, Group3 has Change permission, and Group4 has Full Control
permission for shared Folder-A.

¢ InExample A, what are User1’s effective permissions for Folder-A?
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Example B shows that Userl is a member of Groupl, Group2, and Group3. Groupl
does not have any permissions for Folder-B. Group2 has Change permission and
Group3 has Read permission. Additionally, Userl is assigned the No Access
permission.

dér&B

* In Example B, what are User!’s effective permissions for Folder-B?
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Lesson Summary
The following information summarizes the key pomts in this lesson:

Shared folders give network users centralized access to network programs, data,
and user home folders.

Folder permissions are assigned to users, groups, or both, to control how users
access a shared folder.

There are four levels of share permissions: Full Control, Change, Read, and No
Access.

A user’s effective permissions are the least restrictive permissions that result
from the combination of the user and group permissions.

The No Access permission overrides all other permissions assigned to a user or
to a group to which the user is a member. It always becomes the effective
permission.

For more information on See

Procedures for setting share Windows NT Help.

permissions

Share permissions Chapter 4, “Managing Shared Resources and

Resource Security,” in Microsoft Windows NT Server
Concepts and Planning.

NTEFS permissions Chapter 4, “Mana’ging Shared Resources and

Resource Security,” in Microsoft Wmdows NT Server
Concepts and Planning.

Chapter 6, “Securing Network Resources with NTFS
Permissions,” in this book.

FAT and NTFS volumes Chapter 17, “Disk and File System Basics,” in the

Microsoft Windows NT Workstation Resource Kit.

Group accounts ‘ Chapter 2, “Working with User and Group

Accounts,” in Microsoft Windows NT Server
Concepts and Planning. :

Chapter 3, “Setting Up Group Accounts,” in this
book.
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Lesson 2: Guidelines for Planning Shared Folders

Before you begin sharing folders, you need to determine what resources to share
and to whom. For a network to be successful, network programs, public and

\ @ working data, and user home folders must be easily accessible to authorized users.
’ This lesson presents planning guidelines for shared folders.

After this lesson, you will be able to:
= Outline the tasks required to plan shared folders.

= Plan what permissions to assign to groups or users for network programs, data,
and home folders.

Estimated lesson time: 20 minutes

When sharing folders, consider the following points:

= Determine which folders on your servers users are to use, and then organize
them so that folders with the same security requlrements are located within one
folder hierarchy. For example, if users require Read permission to several
program folders, store those folders within the same folder.

« Use intuitive share names so that users can easily recognize and locate
resources. For example; for the folder Application, use the share name Apps.

= Use share names and folder names that are readable by all client operating
systems. The following table describes share and folder naming conventions.

Client ’ Share name ) Folder name
Windows NT and Windows 95 12 characters 255 characters
MS-DOS, Windows 3.x, and 8.3 characters 8.3 characters

Windows for Workgroups

Note For client operating systems that can only read 8.3 characters,

Windows NT provides 8.3 character equivalent names, but the resulting names
are not always intuitive to users. For example, a folder named Accountants
Database, would appear as Accoun~1 to clients running MS-DOS, Wlndows
3.x, and Windows for Workgroups. :
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Examples of Shared Folders

How you organize folders may help you to secure data. For example, if you group
folders with the same security requirements in one hierarchy, you only have to share
the top-level folder. Users with the appropriate permissions have the same level of
access to the contents of the shared folder, but cannot access folders that are at a
higher level or at the same level as the shared folder.

The following illustrations show two examples of how to share folders to secure
multiple folder hierarchies.

Example A shows program folders organized in the same hierarchy. In this
example, the top-level folder, Apps, is shared. The built-in Users group is assigned
the Read permission. When members of the Users group connect to the Apps shared
folder, they automatically gain access to Appl and App2 because they are in the
same hierarchy. Users will not gain access to the Data, Datal, and Data2 folders
because the Data folder is in a different hierarchy.

‘When users connect to Apps, the Apps shared folder appears to users as a root
folder. Users will not be able to see folders that are at a higher level or at the same
level as the shared folder to which they are connected.
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Example B shows how grouping folder hierarchies can simplify administrative
access. For example, if you share the Data folder and assign only the built-in
Administrators group the Full Control permission, members of the Administrators
group can connect to directly to Data and gain access to the entire hierarchy,
including the Apps hierarchy.

Guidelines for Assigning Permissions

When you assign share permissions to users and groups, use the following general
guidelines:

Determine which groups need access to each resource and what level of access
they require. For example, for a Sales Data folder, the Sales group may require
Change permission, the Administrators group may require Full Control
permission, and the Executives group may require Read permission.

Create a local group on the computer for each shared resource. If the resource
resides on a member server or computer running Windows NT Workstation, the
local group for the resource is created on that computer. If the resource resides

on a domain controller, the local group is created from any computer running
User Manager for Domains.

Assign permissions to only the groups that need access to the resource.

Assign the most restrictive permission (but one that allows users to perform
required tasks) for the resource to the local group.

For example, if users need only to read information in a folder, and they will
never delete or create files, then assign the Read permission for those users.

For greater security, remove the Full Control permission from the Everyone
group because the Everyone group contains all user accounts who have access to
your network, and Everyone includes the Guest account. If you want all users to
have access to the resource, use the Users group instead. In a domain, the Users
group only contains domain user accounts that you created. In a workgroup, the
Users group contains local user accounts.
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Guidelines for Sharing Network Program Folders

In a large network, one or more servers may be dedicated to storing programs. In a
small network, one server may be used for both programs and data. The program
folders that you share will vary with each network.

Consider these guidelines when planning network program folders:

Create a shared folder for organizing your programs—for example, Apps.

Assign the Administrators group Full Control permission to the Apps folder for
administrative access.

Remove the Full Control permission from the Everyone group and assign Read
permission to the Users group to provide tighter security.

Assign the Change permission to groups responsible for upgrading and
troubleshooting software.

Share individual program folders to the appropriate groups only when you need
to restrict access to those folders. For example, to give members of Groupl
access to only the spreadsheet program, share the folder for the spreadsheet
program and assign Group] the appropriate permission.
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Guidelines for Sharing Data Folders

Data folders are used by network users to exchange or share common files. In
planning shared data folders, consider creating shared folders for keeping
information that is public to employees of the company. Also, consider creating
shared folders that employees can use to exchange files with others.

If your hard disk has more than one volume, create and share a data folders on a
volume separate from the operating system and programs. Having data folders in
one location streamlines backup procedures. Additionally, in the unlikely event that
the operating system volume needs to be reformatted, public data will remain intact.

Public Data Folders

Public data folders contain files that employees need to gain access to for reading
purposes only—for example, employee benefits information or blank expense report
forms.

Consider these guidelines when sharing a public folder:

= Assign the Full Control permission to the users who provide the information in
the public folders and to the Administrators group (for administrative access).

= Assign the Read permission to all users who need to gain access to the data.
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Working Data Folders

Working data folders give employees a central location for storing and exchanging
working files. Typically, employees need the ability to add and remove files from
common working data folders.

Consider these guidelines when sharing a data folder for working files:

= Assign the Change permission to all users who need to exchange files with
others. .
« Assign the Full Control permission to the Administrators group.

= Share lower-level data folders to the appropriate groups when you need to
" restrict access to those folders.

For example, to protect data in the Accountants folder, share that folder to only
the Accountants group and assign that group Change permission. Then, members
of the Accountants group can access the Accountants shared folder.
Administrators have access by connecting to the Data shared folder.
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Guidelines for Sharing Home Folders

On FAT volumes, when you create a user account and you want that user to have a
home folder, you must first create a home folder structure on the server. You share
individual home folders on a FAT volume because share permissions are the only
way to restrict access.

To create home folders for users on a FAT volume using only share permissions to
restrict access, follow these general guidelines:

1.

Create a central folder named Users on a volume separate from the operating
system and programs.

This streamlines backup and restore procedures. If the operating system volume
requires reformatting, the volume containing the home folders will remain intact.

Create a folder in the Users folder for each user account, with the same name as
his or her user name. For example, for the user name Ericb, create a folder
named Ericb.

Note On a FAT volume, you need to create and share home folders before you
specify the home folder path in User Manager for Domains. On an NTFS
volume, this step is not necessary.

. Share each user’s home folder and assign only the respective user Full Control

permission to his or her home folder. This guarantees privacy to the user
because he or she is the only person who can connect to his or her home folder.
This is the only way to protect users’ folders on a FAT volume.

In User Manager for Domains, assign a home folder to each user account.

. Only shared the top-level folder to the Administrators group.

You will also be able to perform administrative tasks on home folders by
logging on to the server locally, or by connecting to an administrative share (C$,
D§$, and so on), which provides access to the root of the respective volume.

Note - Creating home folders on an NTFS volume is covered in Chapter 6,
“Securing Network Resources with NTFS Permissions.”
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» . To plan shared folders

Scenario: World Wide Importers has opened its first office in Istanbul. As the
administrator, you plan how to share resources on servers in the new Istanbul office
and make them available to Istanbul office network users as appropriate.

As the administrator, you need to determine:

= Which folders to share and the share name for each folder.
=  Whether to create a local group for the resource or to use a built-in local group.

= The appropriate permissions for the members of the local groups.

Record your planning decisions on the “Shared Folders Planning Worksheet”
located at the end of this lesson. After completing the exercise, turn to Appendix A,
“Planning Worksheets,” and compare your worksheet to the sample provided. (The
sample presents only one set of possible answers. You may have planned your
folders differently.)

To complete the “Shared Folders Planning Worksheet,” you need to:
1. Specify the name of the folder that you want shared and record it under Folder
Name.

2. Specify the server name and share name for each shared folder, and record it
under UNC Name using the universal naming convention format
(\server_name\share_name).

3. Specify a local group for each shared folder. Record it in the Local Group
column. For some shared resources, you may want to use the following built-in

local groups.
Group Description
Users Built-in local group that contains all domain user accounts on each

computer.

Administrators Built-in local group that gives members administrative privileges.

4. List the group accounts that require access to the shared folders and that will
become members of the local groups. Record them under Members. The
following table describes the group accounts for the Istanbul office.

Group Description

Managers Global group that contains all user accounts for the managers.
Executives Global group that contains all user accounts for the executives.
HR Global group that contains all user accounts in the Human

Resources department.

Accountants Global group that contains all user accounts for the accountants.
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5. Specify the appropriate permissions for members of each local group. Record
them under Share Permissions (for example, specify permissions as Read,
Change, Full Control, or No Access).

Base your implementation plan on the following illustration and criteria. This
illustration shows the PDC, the BDC, and the member server in the Istanbul office
along with the folder structure on each server.

[~ Reviews

"] Database
"] WordProc

Use the following criteria to make your decisions:

= All employees need to run the spreadsheet, database, and word processing
programs. Administrators need to administer all folders.

= The managers need to exchange project management files. Administrators need
to administer the data.

= The Accounting and Human Resources departments require their own network
location to store their working files. Each department will handle its own
administration tasks. Executives will need to review the working files.

= Managers and Executives require a network location to store employee
performance review forms. All employees need access to these forms.
Administrators need to administer the forms.

» Userl, User2, and User3 each need a home folder. Each folder must be
accessible only by that user. Administrators need to administer all folders.

Note Share names must be accessible from Microsoft Windows NT, Microsoft
Windows 95, and non-Windows NT platforms.
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Lesson Summary
The following information summarizes the key points in this lesson:

Determine what resources need to be shared and with whom prior to sharing
folders.

Use intuitive share names so that users can easily recognize and locate
resources.

Use share names and folder names that are readable by all client operating
systems. .

Organize disk resources so that folders with the same security requirements are
located within one folder hierarchy.

Create a local group for each shared resource. If the resource resides on a
member server or a computer running Windows NT Workstation, create the
local group on that computer. If the resource resides on a domain controller,
create the local group from any computer running User Manager for Domains.

Follow the general guidelines provided in this lesson provided in this lesson for
assigning permissions to users and groups for shared folders. ’

For more information on See

Procedures for sharing a folder Windows NT Help.

Differences between NTFS and Chapter 4, “Managing Shared Resources and

FAT volume security Resource Security,” in Microsoft Windows NT
Server Concepts and Planning.

Controlling access to files and Chapter 3, “Disk Management Basics,” in the

folders Resource Guide of the Microsoft Windows NT

Server Resource Kit.

Protecting files and directories in ~ Chapter 6, “Windows NT Security,” in the Microsoft
Windows NT Workstation * Windows NT Workstation Resource Kit.

Choosing a file system Chapter 18, “Choosing a File System,” in the

Microsoft Windows NT Workstation Resource Kit.



Shared Folders Planning Worksheet

Folder Name

UNC Name

Local Group

Members

Share Permissions
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Lesson 3: Sharing Folders

This lesson guidés you through the steps to share folders and assign permissions.

Atter this lesson, you will be able to:
= Describe the requirements for sharing folders.

» Create and modify shared folders.

= Assign share permissions to users and groups.

Estimated lesson time: 20 minutes

Requirements for Sharing a Folder

To share a folder, you must be a member of the built-in Administrators, Server

* Operators, or Power Users groups on the computer where the shared folder is being

shared.

Note On NTES volumes, you can give a user the ability to share folders by
assigning the user the List permission to the folder.

Administrative Shares

Windows NT provides administrative shares to make it easy to gain access to the
root of a volume. The root of each volume on a hard disk is automatically shared,
using the drive letter appended with a dollar sign ($)—for example C$, D$, E$, and
so on. The dollar sign hides the shared folder from users who browse the computer.
When you connect to this folder, you have access to the entire volume. You use the
administrative shares to remotely connect to the computer to perform administrative
tasks.

Note Windows NT also shares the systemroot folder as Admin$. This is a special
shared folder that is required by the system only during remote administration.
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Sharing a Folder

The first step in sharing a folder is to assign it a share name. Share names are
assigned on the Sharing tab in the folder_name Properties dialog box.

fAppsiBropertiesy

t General | quisf Sharing )

(O Not Shared
Ir® Shared As:

% Share Name ﬁ\pps

Comment N Program Flles

User lert -—~w--»—~—~w»-~*« <
@ Maxrmum Allowed

O Allow - Users

The following table describes the Sharing tab options.

Option Description

Share Name Provides the name that network users will use to connect to the
folder. You must enter a share name. If you append a $ to the share
name, the share will be hidden from users when they browse
network resources.

Comment Provides a description for the share name. The comment appears in
the Map Network Drive dialog box when users browse shared
folders on a server. It is helpful if this comment clearly identifies the
contents of the shared folder.

User Limit Sets the number of users that can simultaneously connect to the
shared folder. Limiting the number of connections can reduce
network traffic. The Windows NT Workstation maximum is 10.
Windows NT Server is unlimited.

Permissions  Sets the permissions on the folder only when it is accessed over the
network. The Everyone group is automatically assigned Full Control
permission for all new shared folders.

New Share Appears when the selected folder is already shared. A folder can be
shared multiple times with different names and permissions.
However, keeping track of multiple share names requires more
administration, and in most situations, it is unnecessary.
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To share a folder for programs

1. Log on as Administrator, and start Windows NT Explorer.

2. Expand drive:\LabFiles, right-click the Apps folder, and then click Properties.
The Apps Properties dialog box appears.

3. Click the Sharing tab.

Tip When you right-click the Apps folder, notice that the Sharing command
appears on the shortcut menu. If you click Sharing on this menu, you will
switch directly to the Sharing tab of the Apps Properties dialog box.

4. Click Shared As.
Notice that the default share name is the name of the folder.
5. In the Comment box, type Shared Productivity Programs and then click OK.

Notice that in Windows NT Explorer, a hand appears under the Apps folder.
The hand indicates that the folder is shared.

To share a folder for public data

1. In the LabFiles folder, right-click the Public folder, and then click Sharing.
The Public Properties dialog box appears with the Sharing tab active.

2. Click Shared As. '
Notice that the default share name is the name of the folder.

3. In the Comment box, type Public Files and then click OK.

Notice that in Windows NT Explorer, a hand appears under the Public folder.
The hand indicates that the folder is shared.

To create a hidden shared folder

1. In the LabFiles folder, create a folder named Secret.

2. Right-click the Secret folder and then click Sharing.

3. Click Shared As.

4. In the Shared Name box, type secret$ and then click OK.

Notice in Windows NT Explorer that a hand appears under the Secret folder,
indicating that the folder is shared.
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Assigning Share Permissions

After you assign a share name, the next step is to specify which users can access the
shared folder by assigning permissions to selected users or groups. By default,
when a folder is shared, the Everyone group is assigned the Full Control
permission. For most folders, you will want to remove. the Full Control permission
from Everyone and assign permissions to specific user and group accounts.

Fé_Peiin| 10N G

. Access Through Share:”  Apps
[ Quner: e

e Administrators Members can fully administer the compt
¢ Backup Operators Members can bypass file security to bac
. Domain Admins Designated administrators for the doma
Domain Admins Designated administrators for the domaim] -
Domain Guests All domains guests [
Everyone All Users oo
HD Guests Users granted guest access to the comp.v

Add Names: :
Domain1\Apps Group

If you want to assign permission to a user or group in a different domain:

= A trust must exist between your computer’s domain and another domain on your
network. To verify that your computer fits this criteria, log off, press
CTRL+ALT+DELETE, and then view the names that appear in the Domain box. If
more than one domain name appears, a trust relationship exists with the other
domains that appear.

"= You must have Administrator privileges for that domain. To enable the
Administrators group to perform administration tasks in other domains, add the
global group Domain Admins to the local Administrators group on the computer
in the domain that you want Administrators to administer.
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To determine the current permissions for the Apps shared folder

1.

In Windows NT Explorer, right-click the LabFiles\Apps folder, and then click
Sharing. _ ‘

The Apps Properties dialog box appears.

Click Permissions.

The Access Through Share Permissions dialog box appears..
What are the default permissions for the Apps shared folder?

To remove permissions from a group

In the Access Through Share Permissions dialog box, under Names, make
sure that Everyone is selected, and then click Remove.

The entry disappears.

To assign the Full Control permission to the Administrators group

1.

In the Access Through Share Permissions dialog box, click Add.
The Add Users and Groups dialog box appears.

Note Ina multiple—doméin network, click the List Names From arrow to
reveal other domains from which you can list user and group names for
assigning permissions.

. Under Names, click Administrators, and then click Add.

Notice that domain\Administrators appears in the Add Names box. It
indicates the location of the directory database where the selected name resides.

. In the Type of Access box, click Full Control, and then click OK.

The Access Through Share Permissions dialog box reappears. Notice that the
Administrators group has Full Control permission.
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| 4

To assign the Read permission to the Users group

1.
2.

In the Access Through Share Permissions dialog box, click Add.
Under Names, click Users, and then click Add.

The domain\Users group appears in the Add Names box.

In the Type of Access box, click Read, and then click OK.

. Click OK to return to the Apps Properties dialog box, and then click OK to

return to Windows NT Explorer.

To test share permissions by starting a program

1.
2.
3.

5.

Log off and log on as SalesRep5.
Click the Start button, and then click Run.

In the Open box, type \computer_name\apps (Where computer_name is the
name of your computer).

The Apps on computer_name window appears.

Expand the LabFiles\Apps\Games folder, and then double-click Kolumz.exe to
start it. : '

Were you successful? Why or why not?

Quit Kolumz.exe.

To test share permissions

L.

2.

In the Games window, delete Kolumz.exe.
Were you successful? Why or why not?

Quit Windows NT Explorer and log off.
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‘Modifying Shared Folders

You can modify all shared folder options on the folder_name Properties dialog
box.

The following table lists the steps to stop sharing a folder, to modify the share
name, and to modify permissions. '

To Do this

Stop sharing a folder Click Not Shared to stop sharing the folder, and then
click OK. If you stop sharing a folder when a user has a
file open, the user may lose data. When you click Not
Shared, a message appears to notify you that a user is
connected to the shared folder.

Modify the share name  Click Not Shared to stop sharing the folder. Click Apply
to apply the change. Then, click Shared As, and type in a
new share name.

Modify share : Click Permissions. In the Access Through Share

permissions Permissions dialog box, select the user or group whose
permissions are to be modified. In the Type of Access
box, click the permission that you want to apply, and then
click OK.
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Lesson Summary

The following information summarizes the key points in this lesson:

= To share a folder, you must be a member of the built-in Administrators, Server
Operators, or Power Users groups on the computer where the shared folder is

being shared.

= The first step in sharing a folder is to assign a share name.

« The next step is to assign permissions to users or groups to provide access to the

shared folder.

= All shared folder options are set and modified in the folder_name Properties

dialog box.

For more information on

See

Organizing disk resources

Windows NT security features
overview

Trust relationships

Centralizing administration

Browsing network resources

Chapter 3, “Disk Management Basics,” in the
Resource Guide of the Microsoft Windows NT
Server Resource Kit.

Chapter 6, “Windows NT Security,” in the Microsoft
Windows NT Workstation Resource Kit.

Chapter 1, “Managing Windows NT Server
Domains,” in Microsoft Windows NT Server
Concepts and Planning.

Chapter 2, “Network Security and Domain

Planning,” in the Networking Guide of the Microsoft
Windows NT Server Resource Kit.

Chapter 3, “Setting Up Group Accounts,” in this
book.

Chapter 3, “Windows NT Browser Service,” in the
Networking Guide of the Microsoft Windows NT
Server Resource Kit.



200 Microsoft Windows NT Network Administration

Lesson 4: Connecting to Shared Folders

There are two ways to locate and connect to shared folders. This lesson guides you
through the steps to connect to shared folders, and it also explains the differences
between the two methods.

This lesson requires that you have completed Lesson 3.

After this lesson, you will be able to:
« Connect to a shared folder using the Map Network Drive command.

= Connect to a shared folder using the Run command.

Estiméted lesson time: 10 minutes

Once you share a folder, network users can connect to it using the Map Network
Drive command in Windows NT Explorer or the Run command on the Start menu.

Using the Map Network Drive Command

Using the Map Network Drive command to connect to a network resource
provides a connection that is retained until the drive letter is manually disconnected,
giving you the ability to select the drive from within a program.

You can use the Map Network Drive command in Windows NT Explorer, My
Computer, and Network Neighborhood. In Windows NT Explorer, on the Tools
menu, click Map Network Drive. In My Computer or Network Neighborhood,
right-click the My Computer or Network Neighborhood desktop icons, and then
click Map Network Drive.

When you connect to a shared folder using the Map Network Drive command, the
shared folder appears as a drive on your computer, and the contents of the shared
folder can be viewed as if they were on your computer. Because the drive letter is
saved in a user profile, you can have the connection re-established each time you
log on.
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You specify the path to a shared folder in the Map Network Drive dialog box.

[ (MapINEtWorKiDi Ve

Drive:

| Eath: ETIEEERGE
o Connect As: . |Domain2User5

{¥] Reconnect at Logon
hared Directories: o [} Expand by Defaul

"B DOMAINT

P
— Computeré
" Computer7

The following table describes the Map Network Drive dialog box options.

Option Purpose

Drive Assigns a drive letter to the shared folder so that it appears and
functions like a local drive. The user can assign up to 26 drive.
letters. Drive letters that are used by local devices do not appear
in the Drive list. If a drive letter is not selected, Windows NT
assigns the next available drive.

Path Specifies the computer where the shared folder resides and the
share name assigned to the folder. Use the following format:
\\server_name\share_name

Connect As Connects to a shared folder using a different user account. For
example, the administrator is at another user’s computer and
needs to connect to a resource that the user does not have access
to. The Connect As option requires the domain name and the
user account name in the following format: domain\user_name

If there is a password on the user account, the user is prompted
for it.

Reconnect at Logon  If selected, will reconnect the user to the shared folder each time
the user logs on.

Shared Directories Provides the ability to browse computers in the local and trusted
domains for shared folders.
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To connect to a shared folder using Map Network Drive
1. Log on as SalesRep5.

2: On the desktop, right-click either the My Computer icon or the Network
Neighborhood icon, and then click Map Network Drive.
3. In the Drive box, click P.

4. In the Path box, type \\computer_name\public (where computer_name is the
name of your computer).

5. Clear the Reconnect at Logon check box, and then click OK.

6. Close the Public on ‘computer_name’ (P:) window if it appears.

7. Start Windows NT Explorer and view the drives under My Computer.
Notice that drive P has been added as Public on ‘computer_name’ (P:).

8. If your computer is connected to a network, use the Map Network Drive
command to search for and connect to a shared folder on another computer in
your network.

Using the Run Command

Using the Run command you user can browse all shared folders on a computer
without knowing the share name assigned to a specific shared folder. You only need
to know the name of the computer.

The Run command does not assign a drive letter to the shared folder, so the
connection does not appear within a program.

To use the Run command, click the Start button, and then click Run. In the Open
box, type the name of the computer where the shared folder resides and the share
name assigned to the folder (for example, \computer_name\share_name), or type
only the computer name (for example, \computer_name), and then click OK.

If you only type the computer name, Windows NT opens the computer_name
window, containing all shared folders on the computer. Clicking a shared folder
completes the connection. '
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V4

4

To connect to a network drive using the Run command

6.

. Click the Start button, and then click Run. :
. In the Open box, type \computer_name (Where computer_name is the name of

your computer), and then click OK.
The computer_name window appears.

Double-click any folder to connect to it.

. Close the computer_name window.

If your computer is connected to a network, use the Run command to view the
shared folders on another computer in your network.

Quit Windows NT Explorer.

To connect to a hidden shared folder using the Run command

1.
2.

3.

Click the Start button, and then click Run.

In the Open box, type \computer_name\secret$ (where computer_name is the
name of your computer), and then click OK.

The Secret$ on computer_name window appears.
Quit Windows NT Explorer.

To disconnect a network drive using Windows NT Explorer

1.
2.

Start Windows NT Explorer, and then right-click drive P.
Click Disconnect.

Drive P is removed from the left pane of Windows NT Explorer and from the
User Profile.

. Quit Windows NT Explorer and log off.
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Lesson Summary
The following information summarizes the key points in this lesson:

=  You can connect to shared folders using the Map Network Drive command or
the Run command.

» Using the Run command, you can browse all shared folders on a computer using
only the name of the computer. You do not need to know the share name
assigned to a specific shared folder.

For more information on See

Procedures for opening a shared Windows NT Help.
folder

Mapping a network drive Windows NT Help.



Chapter 5 Securing Network Resources with Share Permissions 205

Best Practices

The following checklist provides the best practices for sharing folders. Review this
checklist before you begin to share folders:

N

a

Organize disk resources so that folders with the same security requirements are
located within one folder hierarchy. This simplifies administration by
streamlining how you assign permissions.

Store all data and home folders on volumes separate from the operating system
and programs. This separates data files from system and program files and
therefore streamlines backup and restore procedures. In the unlikely event that
the operating system volume requires reformatting, the volume containing the
data will remain intact.

Remove the Everyone group from the permissions list to prevent resource.
access. Instead, use the local Users group, which provides more security because
the group only contains accounts that you created.

Create shortcuts for network resources that users will connect to often.

Document decisions made about shared folders and assigned permissions.
Update this document when changes are made to the server, such as upgrades of
software, changes to shared folder names, and changes to assigned permissions.

Note If you want to remove the account that was created by running the
Chapter5.cmd file at the beginning of this chapter, log on as Administrator, and
then double-click DeleteChapter5.cmd in the Cleanup folder on the Supplemental
Material compact disc.
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Review

The following questions are intended to reinforce key information presented in this
chapter. If you are unable to answer a question, review the lesson and then try the
question again.

1. What are the requirements to share a folder?

2. When a folder is shared, a user with the appropriate permissions has access to:
(Circle all that apply.) '

a.
b.
C.

€.

All folders in the shared folder.

All files in the shared folder.

Any resource within the network.

Any folder on a volume separate from the operating system.

3. Which, if any, permissions can be assigned to a shared folder? (Circle all that
apply.)

a.

b
c.
d
e

Full Control

. Change

Read

. No Access
. All of the above

4. What is the default permission on a shared folder? What group is assigned this
permission?
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Answer Key
Page 178
Page 179
Page 188 >
Page 196 ,

Procedure Answers
» In Example A, what are User1’s effective permissions for Folder-A?

User1’s effective permissions for Folder-A is Full Control. This is because
User1 is a member of Group2, which has Read, and Group3, which has
Change, and Group4, which has Full Control. Full Control includes the
permissions Read and Change, so that when they are combined, User1’s
permissions equal Full Control. Although Groupl has no specified
permissions, User1 still has permission to Folder-A through membership
of the other groups.

e In Example B, what are User1’s effective permissions for Folder-B?

User1’s effective permission for Folder-B is No Access. This is because
User1’s account has been assigned No Access, which overrides all other
permissions. :

To plan shared folders

Strategy used in sample planning worksheet (see Appendix A, “Planning
‘Worksheets”):

Create a local group for each resource that will be restricted to certain users.

Use the built-in local Users group whenever all users require access to a
resource. In a domain, the Users group contains all domain user accounts. In
a workgroup, the Users group contains all user accounts local to the
computer where the folder is located.

Assign the built-in Administrators group the Full Control permission for any
folders that its members will manage.

Assign the Change permission to all local group members that need the
ability to add, delete, and make changes to working files.

Assign the Read permission to all local group members that only need to
review and get copies of files, such as blank expense report forms.

To determine the current permissions for the Apps shared folder
2. What are the default permissions for the Apps shared folder?
The group Everyone has Full Control permission.



208

Microsoft Windows NT Network Administration

Page 197

Page 197

Page 206

>

>

To test share permissions by starting a program

4. Were you successful? Why or why not?

Yes, because SalesRep5 user account is a member of the Users group that

_has Read access to the Apps share. The Read permissions allows users to

run program files.

To test share permissions

1.

Were you successful? Why or why not?

No, because SalesRep5 has Read permission (as a member of Users) for
the Apps folder and therefore cannot delete files.

Review Answers

1.

What are the requirements to share a folder?

You must be a member of the built-in Administrators, Server Operators,
or Power Users group on the computer where the shared folder is being
shared.

When a folder is shared, a user with the appropriate permissions has access to:
(Circle all that apply.)

Answers a and b are correct.

. Which, if any, permlssmns can be assigned to a shared folder? (Circle all that

apply.)

‘Answer e is correct.

What is the default permission on a shared folder? What group is assigned this
permission?

Full Control is the default permlssmn on a shared folder. The Everyone
group is assigned this permission.
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About This Chapter

NTFS permissions secure folders and files on the local computer. This chapter
explains how NTFS permissions secure local resources. It also explains how NTFS
permissions, when they are combined with share permissions, secure resources from
users who connect to resources over the network. The hands-on procedures give you
an opportunity to plan and implement NTFS permissions, and to troubleshoot
common permission-related problems.
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Before You Begin

To complete the lessons in this chapter, you must have:

Completed the Setup procedures located in “About This Book.”
Knowledge and skills covered in Chapter 3, “Setting Up Group Accounts.”

The knowledge and skills covered in Chapter 5, “Securing Network Resources
with Share Permissions.”

Shared the LabFiles\Public folder as Public. If the Public folder is not shared,
click the Start button, click Run, type net share public=drive:\labfiles\public
(where drive is the location of the LabFiles folder), and then click OK.

Shared the LabFiles\Apps folder as Apps. If the Apps folder is not shared, click
the Start button, click Run, type net share apps=drive:\labfiles\apps (where
drive is the location of the LabFiles folder), and then click OK. "

Three user accounts created that are named User6, SalesMgr6, and
CustomerService6, three global groups created that are named Accountants6,
Executives6, and Managers6, and three local groups created that are named
Spreadsheet6, Database6, and Library®6.

Log on as Administrator. In Windows NT Explorer, expand the LabFiles folder,
and then double-click Chapter6.cmd to create these accounts. '
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Lesson 1: Introduction to NTFS Permissions

On NTFS volumes, you can set NTFS permissions on folders and files. NTFS
permissions secure resources on the local computer and when users connect to
resources over the network. This lesson provides an introduction to securing
resources through NTFS permissions.

After this lesson, you will be able to:

« Describe the situations that require Microsoft Windows NT file system (NTFES)
folder and file permissions.

« Define NTFS folder and file permissions.
= Describe the result when multiple NTFS permissions are applied to a resource.

Estimated lesson time: 20 minutes

What Are NTFS Permissions?

NTFS permissions are permissions that are only available on a volume that has
been formatted with the Windows NT file system (NTFS). NTFS permissions
provide a greater degree of security because they can be assigned to folders and to
individual files. NTFS folder and file permissions apply both to users working at
the computer where the folder or file is stored and to users accessing the folder or
file over the network by connecting to a shared folder.
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Why Use NTFS Permlssmns‘7

You use NTFS permissions to protect resources from users who can access the
computer in the following ways:

= Locally, by sitting at the computer where the resource is stored.

. Remotely, by connecting to a shared folder.

You can set file permissions to a fine degree of granularity. For example, you can
set different permissions for each file in a folder. You can let one user read the

contents of a file and change it, let another user only read the file, and prevent all
other users from any access to the file.

Note When a volume is formatted with NTFS, the Everyone group is automatically
assigned Full Control pemuss1on to the volume. Folders and ﬁles created on the
volume inherit this default permission.

Individual NTFS Permissions

Windows NT provides six individual NTFS permissions. Each permlsswn specifies
the access that a user or group can have to the folder or file.

The following table describes the actions that a user can take when individual
permissions are assigned for a folder or file.

NTFS
individual
permissions

For a folder, a user can

For a file, a user can

Read (R)

Write (W)

Execute (X)

Delete (D)

Change
Permissions (P)
Take Ownership
(@)

Display folder names, attributes,
owner, and permissions.

Add files and folders, change a
folder’s attributes, and display
owner and permissions.

Display folder attributes, make
changes to folders within a
folder, and display owner and
permissions.

Delete a folder.

Change a folder’s permissions.

Take ownership of a folder.

Display file data, attributes,
owner, and permissions.

Display owner and permissions,
change file attributes, create data
in, and append data to, a file.

Display file attributes, owner,
and permissions. Run a file if it
is an executable.

Delete a file.

Change a file’s permissions.

Take ownership of a file.
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Note On an NTFS volume, the user who creates a folder or file becomes the owner.
If the user is a member of the Administrators group, the Administrators group
becomes the owner. The owner can always assign and change permissions on a
folder or file.

Standard Permissions

In most situations, you will use the NTFS standard permissions. Standard
permissions are combinations of individual NTFS permissions and allow you to
assign multiple NTFS permissions at one time. ’

By assigning combinations of individual permissions at one time, you can simplify
your administrative tasks. When you set a standard permission, the abbreviations
for the individual permissions appear in the interface beside the standard
permission. For example, when you set the standard permission Read on a file, the
abbreviation RX appears beside it. :

Standard Folder Permissions

The following table lists the standard folder permissions and the individual NTFS
permissions that each standard permission represents.

Individual permissions Individual permissions
Standard permission on folders ) on files in the folder
No Access None -None
List RX Not specified
Read RX RX
Add . WX Not specified
Add & Read RWX RX
Change RWXD RWXD

Full Control All All

Note No Access means that the user cannot access the folder or file in any way,
even if the user is a member of a group that has been granted access to the folder.
“Not specified” means that the standard permission does not apply to files.
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. Standard File Permissions

The following table lists the standard file permissions and the individual NTFS
permissions that each standard file permission represents.

Standard permission Individual permissions
No Access None
Read RX
~ Change RWXD
Full Control - All

Note The difference between the Full Control permission and the Change
permission is that Change does not include the ability to modify permissions or to
take ownership of folders and files.

How NTFS Permissions Are Applied

NTFS permissions are assigned to user and group accounts in the same way that
share permissions are assigned—a user can be assigned NTFS permissions directly
or as a member of one or more groups.

NTES folder permissions are applied as follows:

= Like share permissions, NTFS permissions provide effective permissions for
users that are the combination of the user and group permissions, with the
exception of No Access. The No Access permission overrides all other
permissions.

= Unlike share permissions, NTFS permissions protect local resources and can be
assigned to other folders and files in the same folder hierarchy.

NTEFS file permissions take precedence over the permissions assigned for the folder
that the file is contained in. For example, if a user has Read permission to a folder
and Write permission to a file in that folder, then the user will be able to write to
the file, but will be unable to create a new file in the folder.
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Example of NTFS Folder Permissions

In the following illustration, Userl is assigned the Write permission to the folder
named Data. Userl is also a member of the Everyone group to which the Read
permission is assigned. Therefore, User1’s effective permissions are both Read and
Write to the Data folder only.

%&

E DD‘k | .

veryone - ‘ Apps

2
User2 I Web

Unlike share permissions, NTES permissions do not automatically allow User1 to
gain access to the other folders within the hierarchy.

Example of NTFS File Permissions

In the following illustration, Userl is assigned the Read and Write permissions to
Filel in the folder named Data. Userl is also a member of the Sales group to which
a different permission, Read, is assigned for the Data folder. User1’s effective
permission to the Data folder is Read, but is Read and Write to Filel because
NTES file permissions override NTFS folder permissions.
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Lesson Summary
The following information summarizes the key points in this lesson:

NTES permissions provide a high degree of security to folders and individual
files on volumes that have been formatted with the Windows NT file system
(NTFS).

NTFS folder and file permissions apply both to users working at the computer
where the folder or file is located and to users accessing the folder or file over
the network.

Like share permissions, NTFS permissions can be assigned to a user directly or
as a member of one or more groups. -

Like share permissions, a user’s effective permissions are the combination of the
user and group permissions, with the exception of No Access. The No Access
permission overrides all other permissions.

Unlike share permissions, NTFS permissions can be assigned to other folders
and files in the same folder hierarchy.

NTFS file permissions take precedence over the permissions assigned for the
folder that the file is contained in.

For more informationon See

NTFS permissions Chapter 4, ‘;Managing Shared Resources and

Resource Security,” in Microsoft Windows NT Server
Concepts and Planning.

FAT and NTFS volumes Chapter 17, “Disk and File System Basics,” in the

Microsoft Windows NT Workstation Resource Kit.

- Group accounts Chapter 2, “Working With User and Group

Accounts,” in Microsoft Windows NT Server
Concepts and Planning.
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Lesson 2: Combining Share Permissions and NTFS Permissions

Share permissions for NTES volumes work in combination with file and folder
permissions. This lesson explains how share permissions are combined with NTFS
permissions to secure disk resources.

After this lesson, you will be able to:

= Describe the result when folder permissions are different from those of the files
in the folder.

= Describe the result when share permissions and NTFS permissions are
combined.

Estimated lesson time: 20 minutes

To provide users with network access to disk resources, the folders containing those
resources must be shared. Once the folder is shared, you can protect it by assigning
share permissions to users and groups. However, share permissions offer limited
security because they:

= Give the user the same level of access to all folders and files within the shared
folder. :

= Have no effect when a user gains access to the resource locally by sitting at the
computer where the resource is located.

« Cannot be used to secure individual files.

If the shared folder is on an NTES volume, you can use NTES permissions to
effectively block or change a user’s access to other folders or files in the shared
folder hierarchy. You gain the greatest degree of security by combining NTFS
permissions with share permissions.

Note The easiest way to combine share permissions and NTFS permissions is to
leave the default share permission Full Control assigned to the Everyone group, and
then to assign NTFS permissions to specific user and group accounts for the folders
and files within the shared folder hierarchy.

When combining share permissions with NTFS permissions, the most restrictive
permission always becomes the effective permission. For example, if the share
permission for a folder is Full Control and the NTFS permission for the same folder
is Read, the effective permission is Read because it is the most restrictive.
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The following illustration shows that User2 has the share permission Read for the
shared folder named Public on Computerl (when connecting over the network), and
the NTFS Full Control permission to File-A. User2’s effective permission for File-
A is Read because Read is the most restrictive permission. User2’s effective
permission for File-B is Read because the NTFS Read permission has the same:
restrictions as the share permission Read. :

When Userl sits at Computer1, User! is not restricted by the share folder
permission for the Public folder. However, Userl has the Full Control permission
for File-A and the Read permission for File-B because those are NTFS permissions.
If Userl connects to the shared folder Public, Userl has the share permlssmn Read
to the Public folder just like User2.

Video: Permissions

This five minute video shows the effective permlss1ons when shared folder and
NTEFS permissions are combined.

» To start the video from the Start menu
1. Insert the Supplemental Material compact disc into the CD-ROM drive.

2. Click the Start button, point to Programs, point to Network Administration
Training, and then click Permissions Video.
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» To start the video from the compact disc
1. Start Windows NT Explorer.
In the root of the Supplemental Material compact disc, double-click Open.htm.
Click the center of the screen to continue to the home page.
Click Course Materials.
Under Contents, click Permissions.

N

Follow the instructions in the text box to install the required DLL files and to
start the video. '

Note If you completed the Setup procedures described in “About This Book,”
or if you have run a video on this computer before, you do not need to install the
DLL files. ‘

» To review the video

The following study guide highlights thé main points of the video. Complete the
guide as you view the video, or use the guide as a follow-up test (recommended).

1. What do shared folders provide access to?

2. What can share permissions be assigned to?

3. What can NTFS permiséions be assigned to?

4. When you combine a share permission with an NTFS permission what
permission becomes the effective permission?
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. Example of Combined NTFS Permissions and Share Permissions

The following illustrations show two examples of shared folders that contain folders
or files that have been assigned NTFS permissions. Examine each illustration and
determine the effective permissions for User] and User2.

Example A shows that the Users folder has been shared. The Users group has been
assigned the share permission Full Control for the Users folder. Userl, User2, and
User3, however, have been assigned the NTES permission Full Control for only -
their own home folder. These users are all members of the Users group. .

¢ In Example A, what is User’s effective permission when he or she accesses the
Userl folder by connecting to the Users shared folder? What is User2’s
effective permission for the User1 folder?
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Example B shows that the Data folder has been shared. The Sales group has been
assigned the share permission Read for the Data shared folder and the NTFS
permission Full Control for the Sales folder.

Sales Group ||

¢ In Example B, what are the Sales group’s effective permissions when they
access the Sales folder by connecting to the Data shared folder?
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Lesson Summary
The following information summarizes the key points in this lesson:

= You gain the greatest degree of security by using a combination of share
permissions and NTES permissions.

= The easiest way to combine share and NTFS permissions is to leave the default
. share permission Full Control assigned to the Everyone group, and then assign
NTFS permissions to specific user and group accounts for the folders and files
within the shared folder hierarchy.

= The most restrictive permission is always the effective permission when share
permissions are combined with NTFS permissions.

For more information on See
Share permissions * Windows NT Help.
NTFS file system Chapter 3, “Disk Management Basics,” in the

Resource Guide of the Microsoft Windows NT Server
Resource Kit.

Chapter 17, “Disk and File System Basics,” in the
Microsoft Windows NT Workstation Resource Kit.
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Lesson 3: Guidelines for Assigning NTFS Permissions

Before you begin assigning NTFS permissions to folders and files, it is best to
determine what permissions are required and to whom they should be assigned. This
lesson presents guidelines for planning NTFS permissions.

After this lesson, you will be able to:

Plan what permissions to assign to users or groups for network programs, data,
and home folders.

« Outline the tasks required to create home folders on NTFS volumes.

Estimated lesson time: 20 minutes

Guidelines for Plannirig Program Folders

The following are general guidelines for assigning NTFS permissions to program
folders:

= Remove the default NTFS permission Full Control from the Everyone group and
assign it to the Administrators group.

= Assign groups that are responsible for upgrading and troubleshooting software
the Full Control or Change permission for the appropriate folders.

= If network programs are contained in shared folders, assign the Users group the
Read permission. '

Guidelines for Planning Data Folders

The following are general guidelines for assigning NTFS permissions to data
folders:

= Remove the default permission Full Control from the Everyone group and assign
it to the Administrators group.

= Assign the Users group the Add & Read permission and the Creator Owner
group the Full Control permission. This gives users who log on locally the
ability to delete and modify only the folders and files that they copy or create on
the computer. '
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Guidelines for Planning Home Folders

The following are general guidelines for assigning NTFS perrmssmns to home
folders:

» Centralize home folders on an NTES volume (on a network server) that is
separate from programs and the operating system to streamline adrmmstratlon
and the backing up of data

= Use %Username% to automatically assign a user’s account name to the folder
and to automatically assign the NTFS permission Full Control to the respective
user.

Creating Home Folders on an NTFS Volume

A big advantage to storing home folders on an NTFS volume is that you can
organize them in one hierarchy and restrict access to the respective users without
sharing each folder.

Follow these steps to create home folders on NTFS volumes:

1. Create a folder named Users on a volume that is separate from the operating
system and programs. By doing so, the home folders will remain intact if the
operating system volume requires reformatting.

2. Share the Users folder to provide a-single access point for network users and a
single administration point for administrators.

3. Remove the default permission Full Control from thé Everyohe group and assign
the share permission Full Control to the Users group.

4. Use the %Username% variable to automatically name home folders using users’
user account names. The %Username% variable also automatically assigns the
NTEFS permission Full Control to the respective user. (On FAT volumes, home
folders can only be restricted by share permissions.)

a. In User Manager for Domains, create a new user account or double-click an
existing account.

b. In the New User or User Properties dialog box, click Profile, and then, in
the Home Directory To box, type \\server_name\Users\% Username %

Tip Educate users to store their personal and work data in their home folders. If
users’ home folders are stored on a network server and are moved to a different
server, only the home folder path will require modification.
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>

To plan NTFS folder and file permissions

Scenario: As the administrator for World Wide Importers, you need to secure disk .
resources for their Quebec office. In this exercise, you plan your NTES permissions
for a server that all employees need to access. Your goal is to create a plan that will
make the needed resources available to network users, and secure these resources
according to the needs of the company. You will secure the folders in the hierarchy
by using NTFS permissions. (In this scenario, the volume has been formatted with
NTFS.)

As the administrator, you need to determine:

= Whether to create a local group for the resource or use a built-in local group.

=  What NTFS permissions users will require to gain access to the approprlate
folders and files. ,

Record your planning decisions on the “NTFS Permissions Planning Worksheet”
located at the end of this lesson. After completing the exercise, turn to Appendix A,
“Planning Worksheets,” and compare your worksheet to the sample provided. (The
sample represents only one set of possible answers. You may have planned your
permissions differently.)

To complete the “NTFS Permissions Planning Worksheet,” you need to:

1. Specify the folder or file that requires NTFS permissions. Record it in the Folder

or File column.

2. Specify a local group for each resource. Record it under Local Group. For some
folders, you may want to use the following built-in groups.

Built-in group  Description

Users . Built-in local group that contains all domain user accounts on each
computer.

Administrators  Built-in local group that gives members administrative privileges.

Creator Owner Built-in system group that is used to assign access to the creator and
owner of a resource.
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3. List the group accounts that require access to the folders and that will become
members of the local groups. Record them under Members. The following table
describes the group accounts for the Quebec office.

Group Description

Accountants6 Global group that contains all user accounts for the accountants.
Executives6 Global group that contains all user accounts for the executives.
Managers6 Global group that contains all user accounts for the managers.
Spreadsheet6 . Local group for the Spreadsheet program.

Database6 Local group for the Database program. -

Library6 Local group for the Library information.

4. Specify the appropriate stémda.rd NTFS permissions for members of each local
group. Record them under NTFS Permissions (for example, List, Read, Add,
Add & Read, Change, Full Control, or No Access).

Base your implementation plan on the following illustration and criteria. The
illustration shows the folder hierarchies. Notice that the Public folder and the Apps .
folder have been shared. The Everyone group has the share permission Full Control.

Bronte.txt
Archive.txt

4 Database
WordPrbc
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Use the following criteria to make your decisions:

» Administrators need to administer all folders and files.

«  All users need to run programs in the WordProc folder, but they should not be
able to modify the files in the WordProc folder.

« Only members of the Accountants6, Managers6, and Executives6 global groups
need to run the programs in the Spreadsh and Database folders, but they should
not be able to modify the files in those folders.

= All users need to copy their files to the Public folder and then modify only their
own files as needed. They all need to read each others files.

=  Members of the Managers6 global group need to contribute new files to the
Library folder.

= All users need to open and view files in the Library and Manuals folders.

= User6 needs to update the Archive.txt file whenever a new file is added to the
Library folder.:

= User6 needs to modify files in the Manuals folder, including assigning
permissions for files to other users and groups.
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Lesson Summary ;
The following information summarizes the key points in this lesson:

Determine what pérmjssions are required and to whom they should be assigned
before you begin to assign NTFS permissions to folders and files.

For program folders, assign the Full Control permission to the Administrators
group and to groups responsible for upgrading and troubleshooting software.
Assign the Read permission to the Users group. s

For data folders, assign the Full Control permission to the Administrators group
only. Assign the Users group the Add & Read permission, and assign the
Creator Owner group the Full Control permission. This will give users the
ability to delete and modify only the folders and files that they copy or create.

Use %Username% to automatically assign a user’s account name to a home
folder and to automatically assign the NTFS permission Full Control to the
respective user.

For more information on ~ See

Creating home folders on FAT volumes Chapter 5, “Securing Network Resources
with Share Permissions,” in this book.

%Username% Chapter 2, “Setting Up User Accounts,” in

: this book.

Creator Owner Chapter 2, “Working With User and Group

Accounts,” in Microsoft Windows NT
Server Concepts and Planning.



NTFS Permissions Planning Worksheet

Folder or File Local Group Members A NTFS Permissions
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Lesson 4: Assigning NTFS Permissions

This lesson guides you through the steps to assign NTFS permissions.

After this lesson, you will be able to:
= Describe the requirements for assigning NTFS permissions.

« Assign NTFS folder and file permissions to user and group accounts.

Estimated lesson time: 30 minutes

Requirements for Assigning NTFS Permissions
To assign NTFS permissions, you need to be the owner of the folder or file, or have -
one of the following permissions:

= Standard permission: Full Control :

= Special access (or individual) permission: Change Permissions

» Special access (or individual) permissidn: Take Ownership (With this
permission a user can take ownership of a folder or file, and then change
permissions on the resource.)

Default NTFS Permissions
The following are the default NTFS permissions:
»  When a volume is formatted with NTFS, the permission Full Control is

automatically assigned to the Everyone group. This gives all users with the Log
on locally user right complete access to the volume.

» When a new folder or file is created on an NTES volume, the folder or file
inherits the permissions of the folder that contains it.

& Caution When Windows NT is installed on an NTFS volume, NTFS permissions
: are automatically assigned to some system folders. Do not modify the permissions

on system files. For a complete list of these permissions, see Microsoft

Windows NT Server Concepts and Planning.

Assigning NTFS Folder and File Permissions

You modify permissions by right-clicking the folder or file in Windows NT
Explorer, clicking Properties, clicking the Security tab, and then clicking
Permissions. .
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If you are modifying files, the File Permissions dialog box appears. If you are
modifying folders, the Directory Permissions dialog box appears.

. Directory: D:\Apps
¢ QOwner: Administrators

; [:] Replace Permissions on Subdirectories

. . ] Replace. Permissions on Exustmg Files-
, Name :

LIST hm sEe
Full Control (All) (All)

 CREATOR OWNER

Administrators Full Control (All) (All)

Server Operators Change (RWXD) (RWXD)

@R sysTEM _Ful Control (AI) (A1) _

| _ype ofAccess 1 {Full Control T

Cancel |

The following table describes the Directory Permissions or file_name
Permissions dialog box.

Option Purpose
Replace Permissions If selected, changes existing permissions for all folders
on Subdirectories within the selected folder’s hierarchy. This option does not

change permissions on existing files in the folder hierarchy.
This check box is cleared by default and is an option only
when assigning folder permissions.

Replace Permissions If selected, changes existing permissions for all files within

on Existing Files the selected folder only. It does not change file permissions
for folders within the same folder hierarchy. This check box
is cleared by default and is an option only when assigning
folder permissions.

Name Displays the folder or file permissions assigned to a group or
user for the resource. The first set of parentheses indicates
the folder permissions, and the second set of parentheses
indicates the permissions for any new files created in the
folder.

Type of Access Displays the folder or file permissions for the selected group
or user in the Name box and allows you to change the
permission assigned to the selection.
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To assign permissions to Users for the Public folder

In this procedure, you assign the Add & Read permission to the Users group and
remove the default permissions from the Everyone group.

1. Log on as Administrator and start Windows NT Explorer.

Expand the LabFiles folder, right-click the Public folder, and then on the
shortcut menu click Properties.

. Click the Security tab, and then click Permissions.

The Directory Permissions dialog box appears.

Notice that the Everyone group is assigned the NTES permission Full Control by
default.

In the Directory Permissions dialog box, click Add.

The Add Users and Groups dialog box appears.

Make sure that your domain name appears in the List Names From box.

6. Under Names, click Users, and then click Add.

Users appears under Add Names.

. In the Type of Access box, click Add & Read, and then click OK.

Users appears in the Directory Permissions dialog box. Notice that (RWX)
(RX) appears next to Add & Read. The first set of parentheses indicates the
permissions that apply to the folder; the second set of parentheses indicates the
permissions that apply to the files in the folder.

. Under Name, click Everyone (if it is not already selected) and then click

Remove,
The Everyone group is removed from the list.

To assign permissions to Creator Owner for the Public folder

In this procedure, you assign the Full Control permission to the Creator Owner
group so that users will have the ability to modify their own files.

1.

In the Directory Permissions dialog box, click Add.
The Add Users and Groups dialog box appears.

2. Make sure that your domain name appears in the List Names From box.

Under Names, click CREATOR OWNER, and then click Add.

4. In the Type of Access box, click Full Control, and then click OK.

“The Creator Owner group appears with the Full Control permission in the

Directory Permissions dialog box.
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To assign permissions to Administrators for the Public folder
1. In the Directory Permissions dialog box, click Add.
The Add Users and ‘Groups dialog box appears. ‘
2. Make sure that your domain name appears in the List Names From box.
3. Under Names, click Administrators, and then click Add.
4. In the Type of Access box, click Full Control, and then click OK.

In the Directory Permissions dialbg box, notice that the Administrators group
and the Creator Owner group have Full Control permission, and that the Users
group has the Add & Read permission.

5. Select the Replace Permissions on Subdirectories check box so that the
permissions will be applied to all folders in the hierarchy.

6. Verify that the Replace Permissions on Existing Files check box is selected,
and then click OK.

The following message appears:

Do you want to replace the security information on all existing
subdirectories within drive:\LabFiles\Public?

7. Click Yes to return to the Public Properties dialog box, and then click OK to
apply your changes.
8. Use Notepad to create a file named Chapteré.txt in LabFiles\Public.

To test the NTFS permissions assigned for the Public folder -
In this procedure, you test NTFS permissions by attempting to open, modify, and '
delete a file created by two different users.
1. Log on as CustomerService6, and then start Windows NT Explorer.
2. Expand the LabFiles\Public folder.
3. Attempt to create a file in the Public folder.
Were you successful? Why or why not?

4. Attempt to perform the following tasks for the file that you just created. In the
following list, mark those which you are able to complete:

G Open the file
U Modify the file
O Delete the file
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6.

Attempt to perform the following tasks for the Chaptér6.txt file created by
Administrator. In the following list, mark the task or tasks that you are able to
complete:

O Open the file

[ Modify the file

O Delete the file

Quit all programs and log off.

» To assign NTFS permissions

In this procedure, you assign NTFS permissions based on the sample “NTFS
Permission Planning Worksheet” plan provided in Appendix A, “Planning

Worksheets.”

1.

In Appendix A, “Planning Worksheets locate the “NTFS Permission Planning
Worksheet.” '

2. Logonas Administrator.

10.

Start Windows NT Explorer, and then expand the LabFiles folder.

. In the LabFiles folder, right-click a folder or file (from those listed on the

“NTFS Permission Planning Worksheet”), and then click Properties.
The folder_name Properties or file_name Properties dialog box appears.

. In the folder-name Properties or file_name Properties dialog box, click the

Security tab, and then click Permissions.
The File Permissions or Directory Permissions dialog box appears.

. If you are assigning permissions for a folder, configure the following options.

Otherwise, skip this step. .
For this option Do this

Replace permissions on subdirectories Click to select this check box.

Replace permissions on existing files Verify that this check box is
selected.

. To add permissions for users or local groups to the folder or file, click Add.

The Add Users and Groups dialog box appears.
Click Show Users.

. Under Names, click a user or local group (from those 11sted on the “NTFS

Permissions Planning Worksheet”) and then click Add.
The user or local group appears in the Add Names box.
In the Type of Access box, click the appropriate permissions. -
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Assign the appropriate permissions to the remaining users and groups for all of
the folders and files on the “NTFS Permissions Planning Worksheet.” (This
applies to all but the Public folder; permissions for Public were assigned in a
previous procedure.)

Quit Windows NT Explorer and log off.

To test permissions for the Manuals folder when User6 connects over the
network

In this procedure, you connect to your own computer to test permissions for the

~ Manuals folder. Connecting to your own computer mimics connecting over the

network.

1. Log on as User6.

4,

Click the Start button, click Run, and then in the Open box, type
\\computer_name\Public (where computer_name is the name of your
computer), and then cl