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STUDENT GUIDE

INTRODUCTION

The VAX/VMS Operating System Internals course is intended for
the student who requires an extensive wunderstanding of the
components, structures, and mechanisms contained in the VAX/VMS
operating system. It is also an aid for the student who will go
on to examine and analyze VAX/VMS source code.

This course provides a discussion of the interrelationships
among the 1logic or code, the system data structures, and the
communication/synchronization techniques used in major sections of
the operating system.

Technical background for selected system management and
- application programmer topics is also provided. Examples of this
information include: .

e The implications of altering selected system parameter
values

e The implications of granting privileges, quotas, and
priorities

e How selected system services perform requested actions.

Information is provided to assist in subsequent system-related
activities such as: : :

@ Writing privileged wutilities or programs that access
protected data structures

e Using system tools (for example, the system map, the
system dump analyzer, and the MONITOR program) to examine
a running system or a system crash.

This course concentrates on the software components included
in (and the data structures defined by) the linked system image.
Associated system processes, utilities, and other programs are
discussed in much less detail.
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GOALS

e Describe the contents, use, and interrelationship of
selected VAX/VMS components (job controller, ancillary
control processes, symbionts), data structures (SCB, PCB,
JIB, PHD, Pl space), and mechanisms (synchronization
techniques, change mode dispatching, exceptions and
interrupts).

e Describe and differentiate system context and process
context.

e Discuss programming considerations and system management
alternatives in such problems as:

- Assigning priorities in a multiprocess application

- Controlling paging and swapping behavior for a process
or an entire system

- Writing and installing a site-specific system service

® Use system-supplied debugging tools and utilities (for
example, SDA, XDELTA) to examine <crash dumps and to
observe a running system.

e Describe the data structures and software components
involved when a process is created or deleted, an image is
activated and rundown, and the operating system is
initialized.

@ Describe how the following interrupt service routines are
implemented:

- AST delivery

- Scheduling

- Hardware clock
- Software timers

e Briefly describe the components of the 1I/O system,
including system services, RMS, device drivers and XQPs.

e Briefly describe how RMS processes I/O requests, including
the user-specified and internal data structures involved.

® Describe certain additional VMS mechanisms used on a VAX

system in a cluster (for example, synchronization and
communication mechanisms).
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NON-GOALS

Writing device drivers (see the VAX/VMS Device Driver
course)

Writing ancillary control processes, ACPs (see the VAX/VMS
Device Driver course)

Comprehensive understanding of RMS internals
DECnet internals (see the DECnet courses)
Layered product internals

Command language interpreter internals

System management of a VAXcluster

PREREQUISITES

Ability to program in at least one VAX native language.
This may be obtained through language programming
experience and completion of an appropriate language
programming course (for example, Assembly Language
Programming in VAX-11 MACRO). In addition, completion of
the Introduction to VAX-11l Concepts course is recommended.

Ability to read and comprehend programs written in VAX-11l
MACRO 1is required. In addition, ability to program in
VAX-11 MACRO or BLISS is recommended.

Completion of one of the Utilizing VMS Features courses.

RESOURCES

1.

2.

3.

VAX/VMS Internals and Data Structures

VAX/VMS System Dump Analyzer Reference Manual

VMS Internals I and II Source Listings
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COURSE MAP

VMS IN A
VAXcluster
ENVIRONMENT

VMS IN A
MULTIPROCESSING
ENVIRONMENT

RMS
IMPLEMENTATION

1/0 CONCEPTS

PAGING AND FLOW
1
FORMING
ACTIVATING AND SYSTEM
TERMINATING PROCESSES
IMAGES

SYSTEM
INITIALIZATION

PROCESS
CREATION AND °E$38‘E§NG
DELETION

SYSTEM
MECHANISMS

SYSTEM
COMPONENTS

MKV84.2242

SG-6



STUDENT GUIDE

COURSE OUTLINE

System Components

A.

B.

C.

D.

E.

How VMS Implements the Functions of an Operating System
How and When Operating System Code is Invoked
Interrupts and Priority Levels

Location of Code and Data in Virtual Address Space
Examples of Flows for:

1. Hardware clock interrupt

2. System event completion

3. Page fault

4, RMS request for I/0

5. $QI0 request for I/0

Examples of System Processes

1. Operator Communication (OPCOM)

2. Error logger (ERRFMT)

3. Job controller (JOB_CONTROL)

4. Symbionts (SYMBIONT_ n)

Software Components of DECnet-VAX
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II. The Process
A. Process vs. System Context
B. Process Data Structures Overview

1. Software context information
2. Hardware context information

C. Virtual Address Space Overview
1. SO0 space (operating system code and data)
2, PO space (user image code and data)
3. Pl space (command language interpreter, process data)

D. SYSGEN Parameters Related to Process Characteristics

ITII. System Mechanisms
A. Hardware Register and Instruction Set Support
B. Synchronizing System Events
l. Hardware Interrupts
2. Software Interrupts
Example: Fork Processing
3. Requesting Interrupts
4, Changing IPL
5. The Timer Queue and System Clocks
C. Process Synchronization Mechanisms
1. Mutual Exclusion Semaphores (MUTEXes)
2. Asynchronous System Traps (ASTs)
3. VAX/VMS Lock Manager
D. Exceptions and Condition Handling
E. Executing Protected Code

1. Change Mode Dispatching
2. System Service Dispatching

F. Miscellaneous Mechanisms
1., System and Process Dynamic Memory (Pool)

G. SYSGEN Parameters Controlling System Resources
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STUDENT GUIDE

Debugging Tools

A. VAX/VMS Debugging Tools
B. The System Dump Analyzer (SDA)
l. Uses
2. Requirements
3. Commands
C. The System Map File
D. Crash Dumps and Bugchecks
1. How bugchecks are generated
2. Sample stacks after bugchecks
3. Sample crash dump analysis
E. The DELTA and XDELTA Debuggers
Scheduling
A. Process States
1. What they are (current, computable, wait)
2. How they are defined
3. How they are related
B. How Process States are Implemented in Data Structures
1. Queues
2. Process data structures
C. The Scheduler (SCHED.MAR)
D. Boosting Software Priority of Normal Processes
E. Operating System Code that Implements Process State
Changes
1. Context switch (SCHED.MAR)
2. Result of system event (RSE.MAR)
F. Steps at Quantum End
1. Automatic working set adjustment
G. Software Priority Levels of System Processes
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VI.

VII.
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Process Creation and Deletion
A. Process Creation

l. Roles of operating system programs
2. Creation of process data structures

B. Types of Processes
C. Initiating Jobs

1. Interactive
2, Batch

D. Process Deletion

E. SYSGEN Parameters Relating to Process Creation

Deletion

System Initialization and Shutdown
A. System Initialization Sequence

B. Function of initialization programs
C. How memory is structured and loaded
D. Start-up command procedures

E. How hardware differences between CPUs
initialization

F. Shutdown procedures and their functions
G. Auto-restart sequence

H. Power-fail recovery

SG-10
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VIII. System Processes
A. For selected VAX/VMS processes:

1. Job controller

2. Symbionts

3. Error Logger

4. OPCOM

We will be describing their:

1. Primary Functions

2. Implementation

3. Methods of communication with other VMS components

4., Basic internal structure (on a module basis)
IX. Forming, Activating and Terminating Images

A. Forming an Image

1. PSECTs in source/object modules
2. Format and use of the image header

B. 1Image Activation and Start-Up
1. Mapping virtual address space
2. Overview of related data structures
3. Image start-up (SYSSIMGSTA)
4. Installing Known Files
C. 1Image Exit and Rundown
1. S$EXIT system service
2. Termination Handlers
3. DCL Sequence

D. SYSGEN parameters relating to image formation, activation
and termination

sG-11
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Paging
A. Basic Virtual Addressing

1. vVvirtual and physical memory
2., Page table mapping

B. Overview of Page Fault Handling

1. Resolving page faults
2. Data structures in the process header

C. More on Paging

1. Free and modified page lists

2. The paging file

3. Cataloging pageable memory (the PFN database)
D. Global Paging Data Structures

E. Summary of the Pager

Swapping
A, Comparison of Paging and Swapping
B. Overview of the Swapper, the System-Wide Memory Manager
C. Maintaining the Free Page Count

1. Write Modified Pages

2. Shrink Working Sets

3. Outswap Processes
D. Waking the System-Wide Memory Manager
E. Outswapping a Process

1. Swap files \

2. Scatter/Gather

3. Partial Outswaps

F. Inswapping a Process

sG-12



XII.

XIII.

STUDENT GUIDE

I1/0 Concepts and Flow

A.

B.

A.

B.

Overview of I/0 components and flow

Components of I/0 system

1.
2.
3.
4,

The
1.

2.
3.

RMS

I/0 system services
XQPs, ACPs

Device drivers

I/0 database
Driver tables

IRPs
Control blocks

Methods of data transfer

RMS Implementation and Structure

User-specified data structures (FABs, RABs, and so on)

RMS

RMS

1.
2.

Internal Data Structures

Process I/0 Control Page (for example, default values,
I/0 segment area)

File~Oriented and Record-Oriented Data Structures
(IFAB, IRAB, BufDescBlk, I/O Buffer)

Processing
RMS Dispatching

RMS routines and data structures
Examples of flows of some common operations
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XIV.

XV,

STUDENT GUIDE

VMS in a Multiprocessing Environment

A.

B.

VMS

A,

c.

D.

Loosely coupled processors

Tightly coupled processors (11/782)
l. MP.EXE structures

2. Scheduling differences

3. Startup /shutdown

Clustered processors

in a VAXcluster Environment

Cluster synchronization and communication mechanisms
1. Distributed lock manager

2. Distributed job controller

3. Interprocessor communication

System initialization and shutdown differences

1. VMB, INIT and SYSINIT differences

2. Joining a cluster

3. Leaving a cluster

SYSGEN parameters relevant to the VAXcluster environment

Relevant system operations
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SYSTEM PROCESSES

INTRODUCTION

VMS consists of many pieces all working together to perform
specific functions. Some parts of VMS work in user process
context (such as System Services) or in system context (such as
Scheduling). There are still other duties that must be performed
in process context but are not 'called’' by the user. These parts
run in the context of their own process. They are known as
"System Processes."

We will be examining several of these processes in this
module, including:

Job Controller (JOB_CONTROL)
Print Symbiont (SYMBIONT_ n)
Error Format (ERRFMT)

Operator Communications (OPCOM)

OBJECTIVES

1. To describe, for selected VAX/VMS processes, their
- Functions, primary and otherwise
- Implementation
- Methods of communication with other VMS components

2. To describe, for certain VAX/VMS processes, their internal
structure (on a module basis)
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RESOURCES

Reading

® VAX/VMS Internals and Data Structures, chapters on
Handling plus Interactive and Batch Jobs.

Source Modules

Facility Name Module Name

JOBCTL CONTROL
SCHEDULER
UNSOLICIT

ERRFMT ERRFMT

SYS ERRORLOG

OPCOM OPCOMMAIN
OPCOMINI

PRTSMB PRTSMB
SMBSRVSHR

Error



II.

For
A.
B.
C.

D.

The
A.

B.

SYSTEM PROCESSES

TOPICS

selected VAX/VMS processes, describe their

Primary Functions

Implementation

Methods of communication with other VMS components

Basic internal structure (on a module basis)

selected system processes are:

Job Controller . | ;%P ii f
Symbionts rf’\\’/,//wyayﬁkﬂuuu%ﬂ/ ,?Aéﬁi;i; ]

) ) 16 A
Error Logger MAA%?IM % 2

OPCOM
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OVERVIEW OF SYSTEM PROCESSES

VAX/VMS V4.0 on node COMICS

Pid
00000080
00000081
00000103
00000085
00000087
00000088
0000008A
0000008D
0000008E
00000090
00000091
00000092
00000094
0000009A
0000009B
0000009D
000000A3
000000BC
000000C6
000000C7
000000CD
000000D9
000000E®6
000000E7
000000ED

6-NOV-1984 10:40:57.65

Process Name State Pri
NULL COM 0
SWAPPER HIB 16
MARSH CUR 4
ERRFMT HIB 7
OPCOM LEF 8
JOB CONTROL HIB 8
VAXsim_Monitor HIB 7
SYMBIONT 0001  COM 4
SPIDERMAN LEF 4
NETACP HIB 9
EVL HIB 4
REMACP HIB 9
THE_FLASH LEF 7
BATMAN LEF 7
CAPT_MARVEL LEF 7
DR_STRANGE LEF 4
SILVER_SURFER LEF 4
KAL-EL LEF 4
MR_FANTASTIC LEF 4
SYSTEM LEF 4
DR_XAVIER LEF 4
BATCH_891 COM 4
BRUCE_BANNER LEF 4
JON_JONES LEF 4
BATCH_924 COM 4
Example 1

SHOW SYSTEM Output

SYSTEM PROCESSES

1/0
0

0
213
1165
202
2336
483
1377
2412
2835
79
74
947
6659
13420
11665
923
3879
6042
3998
702
4033
259
1030
862

[=NeojejololeNolofloNooloNololoNoNoloNoN oo oo No o)

Uptime
CPU
00:18:42.40
00:00:21.10
00:00:04.59
00:00:09.92
00:00:02.15
00:00:36.37
00:00:06.00
00:08:26.51
00:00:34.72
00:00:53.49
00:00:02.52
00:00:00.56
00:00:15.53
00:02:20.76
00:08:46.85
00:04:05.12
00:00:30.45
00:01:46.67
00:01:07.37
00:00:44.44
00:00:19.65
00:03:25.23
00:00:05.79
00:00:16.58
00:00:36.38

0 02:22:14
Page flts
0

0

849
140
181
188
315
2613
699
5800
2138
123
2886
8142
32485
23536
2075
9493
6730
2375
2671
13888
952
2718
2646
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Table 1 VMS System Processes

Base

Process Name Priority Image Name Comments

NULL 0 part of SYS.EXE

SWAPPER 16 part of SYS.EXE System~-wide memory
manager

ERRFMT 7 ERRFMT Cleans up error log
buffer

OPCOM 6 OPCOM.EXE Operator communication
manager

JOB_CONTROL 8 JOBCTL.EXE Queue and accounting
manager

SYMBIONT n 4 PRTSYMB.EXE Output symbionts

NETACP @\ NETACP . EXE DECnet ACP

EVL 4 K EVL.EXE Network event logger

REMACP ﬂ /\.  REMACP.EXE Remote ACP

AN ¢
“peat D
T S - R Y\
ac?,&ﬁ%’P
5t
Zysqen
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Table 2 Processes Created by STARTUP.COM

Process Name Base
Image Error Log File Priority Privileges UIC
ERRFMT
ERRFMT errfmt_error 7 BYPASS, CMKRNL, [1,6]
WORLD
OPCOM
OPCOM opcom_error 6 CMKRNL,EXQUOTA, [1,4]
OPER,SYSPRV,
WORLD,NETMBX,
SETPRV
JOB_CONTROL
JOBCTL  job_control error 8 SETPRV [1,4]
e All images reside in SYS$SYSTEM , .
:}:«: ¥rrim ] o

e All error log files reside in SYS$MANAGER:

1-9
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THE JOB CONTROLLER

c1ART/ave! mAN

PRINT
SYMBIONT

PRINT

e

SUBMIT

Jos
CONTROLLER
PER-PROCESS \\\K l//

SYSTEM SPACE T : ] ‘ l?( SYSTEM SPACE
DEVICE
. —_ DRIVER

CRPRyER

TK-9177

Figure 1 Communication with the Job Controller

® Job Controller is a full process
- Event-driven
- Responds to information placed in mailbox
- Outstanding $QIO on mailbox
® Mailbox communication with
- User processes
- Card readers

- Symbionts
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Job Controller Functions

® Interactive and Batch Jobs
- Creation
Responds to unsolicited input message
Process created running LOGINOUT.EXE (for terminals)
and INPSMB.EXE (for cardreaders)
- Activities

Responds to messages from CLI (for example, PRINT,
SUBMIT)

- Deletion

Records accounting information

U%?,jahak(

e Symbiont Manager. /fJA4M
- Creation |
Symbionts created by means of operator action

- Activities

Mailbox messages sent to symbiont assign Jjobs to
print; symbionts do not see queue

- Deletion
Symbionts deleted by means of operator action
® Accounting Manager
- Activities
Interactive or batch job termination
Print job completion

Login failure

- Additional DCL commands ($SET ACCOUNTING) invoke the
Accounting Manager
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CONTROL:

Image initialization and
basic setup

$QI0 to Mailbox

Main loop
$WAKE—] Remque and process work
$HIBER

ASTDEL—»| MAILBOX_AST:

If MSG_W_TYPE equals unsolicited,
CALL UNSOLICITED_INPUT
otherwise

CALL SCHEDULE_NONAST

$QI10 to Mailbox
A

UNSOLICITED_{NPUT:

If Terminal,

then $CREPRC (LOGINOUT.EXE)
IF Card Reader,

then $CREPRC (INPSMB.EXE)

SCHEDULE_NONAST:

Based on the MSG_W_TYPE, queue
work for the accounting or the
symbiont manager

SWAKE

MKV84-2778

Figure 2 Job Controller Code Flow

e Initialization
® Main Routine Loop
e Mailbox AST
- If unsolicited TTY or CR, issue $CREPRC

- Else issue SWAKE

—
I
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SYMBIONTS

VMS

VAX/VMS transfers data between slow devices and high-speed
devices

Card Reader ---> Disk

Disk ----> Line Printer

Controlled by a process called a symbiont.

The creation, task scheduling, and dismissal of symbionts
is controlled by the VMS Job Controller.

There are three types of symbionts
1. input symbionts
2. output symbionts

3. server symbionts)*’f”ﬂ’29//////'

supplies no server symbionts.

Print Symbiont facility is bundled with VMS and packaged
as a shareable image and an executable symbiont.

It 1is designed to allow programmers to implement
synchronous single-threaded symbionts using any high-level
language that supports the VAX-11 calling standard.

It also allows asynchronous, multi-threaded symbionts to
be implemented.
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Output Symbionts

$PRINT User Request

Job
Controller

I{©) Queue File

Job Controller/Symbiont Interface
(Shared Routines and Mailboxes)

PRTSMB.EXE .
Y 4
[® !

Printer Printer
Device Device
Driver Driver
Disk Disk
File File
Standard Printer Standard Printer

Figure 3 Output Symbiont Flow Diagram

® JOB_CONTROL process receives "PRINT" command
® Task(s) given to symbiont

e Symbiont reports to JOB_CONTROL process when finished

1-14
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Notes on Figure 3

7.
8.

Issue a PRINT request.

The Job Controller enters the print request in the
appropriate queue and assigns the request a job number.

The Job Controller breaks the print job into a number of
tasks.

PRTSMB inteprets the information it receives from the
interface.

PRTSMB locates the file it is to print.
PRTSMB submits the file to the printer device driver.
The file is printed.

If written properly, the symbiont can be multi-streamed.

1-15
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$PRINT User Request

Job

Controller

1® Queue File

Job Controller/Symbiont Interface
{Shared Routines and Mailboxes)

@} 1{O)

GRAPHICS.EXE . r PRTSMB.EXE '
1®

Graphics Printer
Device Device
Driver Driver
Disk Disk
File File
Graphics Printer Standard Printer

Figure 4 User Symbiont Flow Diagram
The user symbiont GRAPHICS.EXE is "connected" to the graphics
device with the DCL command
$ INITIALIZE/QUEUE/START/PROCESSOR=GRAPHICS.EXE device

The GRAPHICS.EXE symbiont 1is written wusing VMS-supplied
routines.
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Symbiont Services

Services supplied by the VMS shared symbiont include:

® A message interface between a symbiont process and its
controlling process.

® A set of routines that implement the message interface.

® A set of routines to control and support a multi-streamed,
asynchronous symbiont environment.

e A standard print symbiont allowing user-supplied routines
for common functions,.
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User-Supplied Symbionts

® User-supplied output symbionts replace or complement
standard symbionts,

® User-supplied input symbionts are not supported.

® There are two ways of creating user symbionts
1. User-modified symbionts
2. User-written symbionts

® You choose between user-written symbionts and
user-modified symbionts based on how closely the standard
symbiont matches your needs.

@ Since user-modified symbionts are generally easier to

write and debug than wuser-written symbionts, it is
advisable to choose this technique when possible,
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THE ERROR LOGGER

RECORDS
ERRORS IN
BUFFER

SYSTEM ERROR LOG BUFFER
ROUTINES (IN SYSTEM SPACE)

TO FILE

ERRFMT
{Process)
[vRITES BUFFER

ERF
(Program)

[SYSERR] ERRLOG.SYS

FORMATS FILE

REPORT

Figure 5 Overview of Error Logging

® Events are reported to VMS

e The information is stored in memory

e The ERRFMT process moves the information to disk when
- the buffer contains 10 messages

- the buffer is full
- 30 seconds has elapsed
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Error Logging

® System-wide buffers store the logged information
BUFF1l: .blkb 512
BUFF2: .blkb 512
ERL$AL_BUFADDR:

.long BUFF1
.long BUFF2

Example 2 Listing Buffer Declarations for
Error Logger

® ERRORLOG Portion of the VMS Executive

VMS has programs called by drivers and other programs to
errors.

DEVICE TIMEOUT Called by drivers
to log a device timeout

DEVICE ERROR Called by drivers

ERLSWAKE Called by EXESTIMEOUT
to see if the ERRFMT process should
be awakened

ERLSALLOCEMB Called by programs
to allocate a portion of the
message buffer

ERLSRELEASEMB Called by programs
to release the message buffer

log
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Waking the Error Logger

Permanent TQE

Once per second

EXESTIMEOUT > EXESTIMEOUT:

°
°
°
°
B

SBW ERL$WAKE

ERLSWAKE: ;
DECB ERL$GB_BUFTIM ; DECREMENT 30 SECOND TIMER
BNEQ 10$ ;

BICB #ERL$SM_TIMER,ERL$GB_BUFFLAG;CLEAR TIMER ACTIVE FLAG
MOVB #MAXTIM,ERL$GB_BUFTIM ;RESET TIMER VALUE

MOVL ERL$GL_ERLPID,R1 ;GET ERROR LOG PROCESS ID
BSBW SCHSWAKE ;WAKE ERROR LOG PROCESS
RSB ; \

MKV84-2706

Figure 6 Code Flow for Error Logger Wake

e EXESTIMEOUT runs once every second
® ERLSWAKE is called by EXESTIMEOUT

@ If necessary, ERRFMT is awakened to flush the buffer(s)

1
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Process ERRFMT

PO Buffer
Header
Information
o
\_——/
PO, P1
PROCESS ERRLOG.SYS
CONTEXT
SO
PROCESS N—
CONTEXT Error Log File in
S0 SYS$ERRORLOG
SYSTEM Buffer 1 Buffer 2
CONTEXT

MKV84-2705

Figure 7 Code Flow for Error Logger

® ERRFMT will transfer the information from the correct
buffer to its own PO buffer space

® Add information to the messages

e If the file is open, use it

e If the file is not open, open it and use it

e If not available, open a new version

® Send the information to the ERRLOG.SYS file

-
i
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OPERATOR COMMUNICATION

Process A Process B

$REQUEST

OR
PER PROCESS SHEPLY

SPACE
PROCESS
CONTEXT

SYSTEM
SPACE
PROCESS
CONTEXT

SYSTEM
SPACE
SYSTEM
CONTEXT

Figure 8 Overview of OPCOM

® Event-driven

® Communication with user processes
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INecessary Initialization
OPCOM_INIT ()

!Enter main loop
!Issue time stamp if pending
TIME_STAMP ()

!Issue SQIOW to mailbox
STATUS = SOIOW( eeeevscossos)

!CASE on message type
CASE RQSTCODE

{End loop

Example 3 OPCOM Main Code

Process start-up goes through initialization
SQIOW to OPCOM's mailbox
Case/Select to routine based on message type

OPCOM Functions

Enable/Disable operator terminals

Handle user requests and operator replies
- Device messages

- Security messages
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SUMMARY

® Overview of System Processes
e Job Controller
- Communication by means of mailboxes
- Primary functions
Creation of interactive and batch jobs
Symbiont manager
Accounting manager
e Symbionts
- Workhorses for the job controller
- Uses:
Input
Output
User-selectable (user symbionts)
® Error Logger
- Format and store error information
- Interacts with other VMS components

e OPCOM

- Communication between users, operators, and the system
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FORMING, ACTIVATING, AND TERMINATING IMAGES

INTRODUCTION

An image consists of procedures and data bound together by the
linker. Each image executes within the context of a process, and
performs various operations for a user.

This module discusses how images are formed on VMS systems.
Understanding how images are built can help you create images that
execute more efficiently.

The steps in image activation and termination and the related
data structures are also discussed. If an image is frequently

used, and the speed of its activation is important, the INSTALL
utility can be used to partially activate the image in advance.

OBJECTIVES

To write programs that execute more efficiently, the student
must understand:

1. How an executable image 1is formed from source code,
especially the structures that are built by the linker.

2. How an image is mapped into the virtual address space of a
process, and how it is invoked.

3. The steps in image termination.



FORMING, ACTIVATING, AND TERMINATING IMAGES

RESOURCES

Reading

1. VAX/VMS Internals and Data Structures, chapter on image
activation and termination.

2. VAX/VMS Linker Reference Manual, chapters on linker
operations and shareable images.

Source Modules
Facility Name Module Name

DCL HANDLE
IMAGECTRL, IMAGEXECT
COMMAND

INSTAL INSMAIN
INSCREATE
and others

SYS SYSIMGACT
SYSIMGSTA
SYSEXIT
SYSRUNDWN
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TOPICS

I. Forming an Image
A. PSECTs in source and object modules

B. Format and use of the image header

II. Image Activation and Start-Up
A. Mapping virtual address space
B. Overview of related data structures
C. Image start-up (SYSSIMGSTA)

D. Installing known files

III. 1Image Exit and Rundown
A. SEXIT system service
B. Termination handlers
C. DCL sequence

IV. SYSGEN Parameters Relating to Image Formation, Activation,
and Termination
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FORMING AN IMAGE
Program Sections

@ Object code is organized into program sections (PSECTs)
- By VAX-11 MACRO assembler
- By high-level language compilers

- Depending on properties of the code, or explicit PSECT
directives

® PSECT attributes are assigned by
- MACRO programmers
- Some defaults applied by the MACRO assembler

- High-level language compilers

Table 1 PSECT Attributes

Mnemonic Attribute Mnemonic Attribute

WRT Writable . NOWRT Not Writable

RD Readable NORD Not Readable

EXE Executable NOEXE Not Executable

PIC Position~Independent NOPIC Not Position-Independent
LCL Local GBL Global

CON Concatenated OVR Overlaid

SHR Potentially Shareable NOSHR Not Shareable

VEC Protected (vector) NOVEC Nonprotected
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Format of an Image File

MODULE1 (.0BJ)

.PSECT A CON, EXE,NOWRT

PSECT B CON,NOEXE,NOWRT

.PSECT C CON,NOEXE, WRT
.PSECT D OVR,NOEXE, WRT
.PSECT E CON, EXENOWRT
MODULE2 (OBJ)

.PSECT A CON, EXENOWRT
PSECT B CON,NOEXE,NOWRT
.PSECT D OVR,NOEXE, WRT

Figure 1

LINKER

i

IMAGE FILE (.EXE)

1 R/O NOEXE
It R/MW C/R NOEXE
Il R/O EXE
IV R/WC/R EXE
V  R/WDZRO NOEXE
VI R/O GBL EXE
VIl R/OC/R GBL NOEXE | ]

B1, B2

c1

D1, D2

A1, A2

Fixup Vectors

Creating an Image File

® Image sections stored in the image file

I.
IT.
IIT.
Iv.

Read-only data

Read/write data (copy-on-reference)

Executable code
Fixup vectors

® User stack is demand zero (image section V)

® Additional image sections because LIBRTL shareable

referenced

VI.
VII.

Transfer vectors and code

Private impure data (copy-on-reference)

ACTIVATING, AND TERMINATING IMAGES

IMAGE
SECTION
DESCRIPTORS

IMAGE
SECTIONS

MKV84-2396

image

was
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Image Section Descriptor Formats

number of pages size of ISD
in this section (in bytes)

page fault | starting virtual page
cluster number for this section

type section flags

end of demand
zero section descriptor ———3p

base virtual block number
end of process in image file for this section
private section descriptor—)

ident for global section

count

global section name

end of global
section descriptor >

Figure 2 1Image Section Descriptor Formats

® Image section descriptors (ISDs) are built by the linker
® One ISD for each image section

e Three kinds of ISDs

@ Stored in the image header

e Common TYPE field values are ISD$SK_NORMAL, ISD$K_USRSTACK
and ISDSK_SHRPIC

*SYSGEN -

PFCDEFAULT
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Format of the Image Header

W

. @ Fixed Portion of
,° Image Header
Transfer Address
Image Header Array
@ Debug and Global
\ Symbol Table Offsets
\
Image Itself \ ® Image Name and
\ IDENT Strings
\
\
v ® Patch Data
‘ \
\
Debug and @ .
Other Symbol \ A gnage. Section
Tables Y escriptors
Fixup Vector \
Image File Image Header

Figure 3 The Image Header

e Image header is at beginning

block)

@ Contains a description of the image

Offset to (B) | Size of Header

offset to (@ | Offsetto (©

Spare Offset to @
minor ID major ID
image |Header
Spare typge Blocks
Requested

Privilege Mask

Image 1/0 1/0
Seg. Pages Channels
image Flags

Global Section ID

System Version Number

Fixed Portion of
Image Header

e Information is used when activating the image

.EXE file (usually

1
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IMAGE ACTIVATION AND START-UP

1. DCL RUN command issued
- Calls the image activator (SYSSIMGACT)
- Calls the image
2. Image activator
- Executive mode system service
- Opens image file
- Reads image header
- Maps image to virtual address space
- Returns to caller (DCL in this case)

3. Pages of image are brought into physical memory by the VMS
pager, as needed ,

*SYSGEN -

IMGIOCNT
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FORMING,

Image to Virtual Address Space

IMAGE FILE (.EXE)

ACTIVATING,

| R/0 NOEXE
Il R/W C/R NOEXE
1] R/O EXE
IV R/WC/R EXE
v R/W DZRO NOEXE
Vi  R/0O GBL EXE
VI R/O0C/RGBL NOEXE

’ LIBRTL.EXE

B1, B2

c1
D1, D2

A1, A2
E1

Fixup Vectors

e Image activator maps

Figure 4

space

image to

AND TERMINATING IMAGES

VIRTUAL
ADDRESS
SPACE

NO ACCESS

B1, B2

n —

C1
D1, D2

A1,A2
E1

Fixup

LIBRTL 001

vii

LIBRTL 002

STACK

process

@ Code for any shareable images is located

e DCL calls entry point of image

® Program references virtual addresses

Mapping to Virtual Address Space

virtual

address

® Pages of code brought.into physical memory by the pager
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Bringing Pages of Image into Physical Memory

EXCEPTION  SCB -
PHYSICAL

P
I AGER MEMORY

$Qlo

i

MKV84-2384

Figure 5 Bringing Pages into Physical Memory
® Referencing image page not in physical memory generates an
exception
e Hardware locates address of pager routine via the SCB
® Pager brings pages of image into physical memory
e Image instructions now execute

® Image references virtual addresses
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ACTIVATING,

Translating Virtual to Physical Addresses

VIRTUAL
ADDRESS
SPACE

NO ACCESS

B1, B2

C1
D1,D2

—

A1, A2
E1

PAGE TABLE

AND TERMINATING IMAGES

PHYSICAL
MEMORY

Fixup

0

LIBRTL_001

1

LIBRTL_002

1

/

STACK

MKV84-2381

Figure 6 Translating Virtual to Physical Addresses

Hardware uses page tables to translate virtual addresses

Page tables are filled in by the image activator

One page table entry maps one virtual page to one physical

page

High bit of PTE determines whether page is in memory

2-14
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Locating Image Pages on Disk

PROCESS HEADER

FiLE ON DISK
Process Section Table
PSTE?2 PHYSICAL
MEMORY
Z
IMAGE.EXE 4

ea e‘l’///‘//

~_

PO Page Table
/IIIIIIIII//III// ///

to PSTE2 /

=1=10|0]|0O

)}

P1 Page Table

T

2

MKV84-2385
Figure 7 Locating Image Pages on Disk
® Process Section Table (PST) locates image sections on disk

® PST entries are built by the image activator

® Most PST entry information is copied from ISDs

*SYSGEN -

PROCSECTCNT
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ACTIVATING,

AND TERMINATING IMAGES

Summary of Image Formation and Activation

FILE.OBJ

$ LINK

Figure 8

FILE.EXE
Header ¥ 4
//
» MAP
Image
Sections

$ RUN

VIRTUAL

ADDRESS SPACE
r—— =71

PO

PROCESS
HEADER

O g

PHYSICAL
MEMORY

PST

POPT
P1PT

Summary of Image Formation and Activation




FORMING, ACTIVATING, AND TERMINATING IMAGES

Image Start-Up

SYS$IMGSTA
SLINK
or

$LINK/DEBUG
or 0

$LINK/DEBUG = filespec

Transfer address of
user image

Transfer address of
user image

0
$LINK/NOTRACEBACK

MKV84-2382

Figure 9 Transfer Address Array Formats

® SYSSIMGSTA system service
- Map the debugger, if referenced
- Establish traceback handler
- Alter argument list to point to next transfer
address
e LIBSINITIALIZE

e Transfer address obtained from image header

2-17
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Installing Files

EXE$SGL _KNOWN_FILES

KNOWN FILE
POINTER BLOCK KFE
° > HASH TABLE
[
KFE KFE
® >— [rS—
KFELINK KFELINK
-— [r—
KFD KFD
[ S——— [ —
KFELIST KFELIST

Figure 10 The Known File Database

® Can INSTALL a file with various attributes
® One Known File Entry (KFE) for each file

® One KFD for each unique device, directory, and file-type
combination

*SYSGEN -

GBLSECTIONS
GBLPAGES
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The Known File Entry

KNOWN FILE ENTRY

HSHLNK KNOWN FILE
KFELINK RESIDENT HEADER
HSHIDX| TYPE | SIZE BUFEND

KFD ALIAS
GBLSECCNT | FLAGS HDRVER| TYPE SIZE

USECNT
WCB/File ID
IMGHDR @

PROCPRIV :f

AMECOD | < | MATcH

IDENT

IHD

-

[mumLeu[ SHRCNT

 aat FILNAM ~
T (39 byte maximum) T

Figure 11 KFE with a Resident Header

@ KFE contains information about the installed file's
attributes ‘

® If header-resident, KFE points to the image header
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IMAGE EXIT AND RUNDOWN

Exit System Service

YES

MODE EXIT
HANDLERS

SUPER YES

MODE EXIT
HANDLERS

EXEC

MODE EXIT YES >
HANDLERS
REI TO
NO CORRESPONDING
> MODE
' !
CORRESPONDING
HANDLERS LIFO

Figure 12

'

C CALL SEXIT )

TK-8970

Exit System Service
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Termination Handlers

o |€ o |€ ° ::CTL$GL_THEXEC
(exec) {exec) E— $CTLSGL_THSUPR
E F 7Y
(first) (second)
(0]
(super)
D ’/ forward link
I exit handler address
0 N
address in which to store
{user) (user) {(user) reason for exit
A B ¢ A additional arguments |
(first) (second) (third) (if any)

Figure 13 Termination Handlers

Table 2 How Termination Handlers Are Established
for Each Access Mode

Mode Established By

User User image

Supe