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1.

WRITING PRIVILEGED CODE

TEST

Before starting the 1lab assignment, copy the MAKETQE and
STOPTQE files from a directory specified by your instructor.
Change all references in vyour copy of the files from
EXESGL_SITESPEC to CTLSGL_SITESPEC. In doing so, you can run
your copy of the programs without interfering with other
students running their copies of the programs.

Use the MAKETQE.COM command procedure discussed in the module
to assemble and 1link all the programs needed to run the
MAKETQE and STOPTQE programs. That command procedure also
defines DELTA as the debugger to use, and incorporates it into
the programs. It also produces a file (TQEDEF.OBJ) defining
all the symbolic offsets for TQE symbols.

Listing of TQEDEF.MAR File

TQEDEF . NAR
This program defines the offsets in a TQE blocke.

STQEDEF GLOBAL
<END

1. Run the MAKETQE program without the control of the DELTA
debugger. _ :

2. Use SDA to analyze the current system.

3. Display the contents of the site-specific longword,
CTLSGL_SITESPEC. It should contain the address of the TQE
built by the MAKETQE program.

4. Make the TQE offsets known to SDA by reading in the
TOEDEF.OBJ file created earlier. Note that the file
SYSSSYSTEM:SYSDEF.STB can be read to define many of the
system data structures. Similar files exist for RMS and
DCL symbols (try a directory of SYSSSYSTEM:* STB).

5. Format the block pointed to by CTLSGL SITESPEC as a TQE.
You should notice that the RQTYPE field contains a 5 (for
a REPEAT, SYSTEM SUBROUTINE request - TQESC SSREPT). The
FPC field should contain a system address (pointing to the
code in the block from nonpaged pool).
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10.

11.
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16.

WRITING PRIVILEGED CODE

Use the FPC field displayed above to display the contents
of the code block, and location being updated. Display a
range of address starting at the FPC value (minus 12, hex
C) for 20 hex bytes. You should see the INCL instruction
(D6 FF ...), which was copied into the block by the

MAKETQE program (check the MAKETQE listing file in the
module) .

. Repeat the above instruction several times. You should

find the wvalue 1in the first location being incremented
each time you repeat the command.

Try to find the TQE block on the timer queue. The timer
queue listhead is EXESGL_TQFL. Note, howver, that you may
not be able to find the TQE, since you are examining a
running system, and as you traverse forward links, the
data structures may be re-used, and no longer be wvalid
TQEs . You will know 'when you reach the end of the TOE
queue when you find a forward link pointing to
EXESGL_TQFL+008.

Exit from SDA.

Run the STOPTQE program without the control of the DELTA
debugger.

Invoke SDA again for the currently running system.

Display the contents of the CTLSGL SITESPEC location.
That location should now contain a @.

Redisplay the contents of the data block several times.
You should £find that the first location is not changing.
The data block should have been returned to nonpaged pool,
so the first two longwords may be being used as forward
and backward links. Depending on how busy the system is,
that data block might already have been reused, or it may
still contain the INCL instruction.

Again read the file containing TQE symbols.

Format the pool space previously containing the TQE as a
TQE. Again, depending on system activity, this block may
or may not have been reused, and the contents may or may
not have changed.

Try to find the o0ld TQE block on the timer queue again.
This time, you shouldn't find it there.



WRITING PRIVILEGED CODE

Solution to Problem 1 (Page 1 of 3)

$ RUN/NODEBUG MAKETOE

[ ]

¢ ANALYZE/SYSTEM oi
VAX/vi vstenp analvzer

SDA> SHOM SYMBOL CTLSGL_SITESPEC e

CTLSGL.SITESPEC = 7FFEFF60

: B8010B

SDA>
SDA> READ TOEDEF.O0BJ
S0A>
SDA> FORMAT G10B720/TYPE=TQE
80108720 TRESL.TOFL
80108724 TQEsSL._TASL
80108728 TOAESU_SIZE
80108724 TAQESB_TYPE
80108728 TOESB_RATYPE
8010872C TQESL.FPC
TOESL_PID
80108730 TOESL_AST
TOESL_FR3
80108734 TRESL_ASTPRA
TGESL.FR4
80108738 TQESQ.TIME
8010B73C
80108740 TOESG.DELTA
9010B744
80108748 TOESB.RNOD
80108749 TQESB.EFN
8010B744
8010B74C TQESL_RQPID
SDA>

SDA> EXAMINE G11394C-C:011394C+20

0001FFDé 00780020 00000000 00000346

720

B00A3EAO
80002870
0030
of
0S f—
8011394C -t

00400000
00030071

245B44460
00BA72A2
000F 4240
00000000
AS
46
$720
JA4BS24F

secssene

e Xsooee

59530803 0000002C 00801139 40050000 o+:@Fsossesss.SY
$9532053 45544F4E 001CS345 S44FAES3  SNOTES..NOTES SY
spa> »

SDA> $

0001FFD6 00780020 00000000 000003E? sreserse eXesoss
$9530803 0000002C 00801139 40050000 +00@Ps0erossssSY
S9532053 ASSA4FAE 001CS3IAS SAAFAES3  SNOTES..NOTES SY
SDA>

sba> &

0001FFBs 00780020 00000000 0000040F seeessss oXovsss
$9530803 0000002C 00801139 40050000 +0e@P0sarossssSY
39532053 4SS44FAE 001C534T SAAFAESI  SNOTES..NOTES SY

80113940
80113950
80113940

80113940
801139350
80113960

80113940
80113950
80113960






WRITING PRIVILEGED CODE

Solution to Problem 1 (Page 3 of 3)

SDA>

SDA> FORNAT G108720/TYPE=TGE

80108720
80108724
80108728
80108724
80108728
8010872C

80108730
80108734

8010B738
8010873C
80108740
80108744
80108748
8010B74¢9
8010B74A
8010B74C

sSDa> e

SDA> EXAMINE EXESGL.TOFL
EXESGL .. L

8DA> EX @,

800A3EAD?

QESL.TQFL
TQESL.TAGBL
TOESW_SI2E
TQESB_TYPE
TQESB.RQTYPE
TQESL.FPC
TRESL_PID
TQESL_AST
TQESL.FR3
TRESL_ASTPRM
TAESL_FR4
TOQESQ.TIME

TQES$G.DELTA

TQES$B.RNMOD
TQESB.EFN

TOESL.ROGPID

H 00 4
8009BFD4

8DA> §
DZDRIVER+A34: 80002878

SDa>

EXE$GL.TGFL+008¢

SDA> 5
SDA>

SDA> EXIT
s

8010E300

80113940
8010C4620
0015

13

" 00

00000000
00400000
00030041

ASOAFE20
008A72A2
000F4240
00000000
43
00
0000
00010040
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-WRITING PRIVILEGED CODE

Either print a copy of the MAKETQE and STOPTQE map files, or
use the following section of those files to perform the
following activities using the DELTA debugger. You will also
need to consult the listing files in the module for MAKETQE
and STOPTQE (or print copies for yourself).

Relevant Section of MAKETQE.MAP File

YORKSCMUT2NIEKS. SYSPRG.PRIVCODEIMAKETQE. EXESL 146=-MAY=-1982 16328

{ Program Soction Synopsis |

Psoct Name Module Nawe Sase €End Length Align
NONSKARED_DATA 00000200 00000212 00000013 ¢ 19.) LONG 2
MAKETQE 00000200 08000212 00000013 ¢ 19.) LONG 2
"CO0E 00600606 000004AC 60G000AD ( 173.) BYTE 0
KAKETQE 00000400 000004AC 000000AD ¢ 173.) BYTE O
o BLANK o 00060600 00006866 00000600 0.) BYYE O
NAKETQE 00600600 000006600 00000006 ¢ Go) BYYE ©
SYS$SSOEF 00000600. 000060600 00000660 C B.) BYTE O
SYSsPYI_VECTOR 00000600 00000600 000600000 ¢ 0.) BYTE @
Relevant Section of STOPTQE.MAP File
WORK:CMUIZNIEKS.SYSPRG.PRIVCODEISTOPTQELEXESL 14-MAY~1982 16328

| Program Section Synopsis !

Psect Name Module Name Sase End Length Align
NONSHARED_DATA 00000200 COQ0AGCZAE 000000AF ( 175.) LONG 2
STOPTCE 00000200 000002AE 000000AF ( 175S.) LONG 2
CODE 00000400 00000568 00000169 361.) BYTE O
STOPTQE 00000400 00000568 00000169 361.) BYTE 0
-« SLANK . 00000600 00000600 00000000 ( 0.) SYTE O
STOPYQE 00000600 00000600 00000000 ( 0.) BYTE ©
SYS$P1_VECTOR 00000600 00000600 00000000 ( 0.) B8YTE O
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WRITING PRIVILEGED CODE

Run the MAKETQE program under the control of DELTA.

Set a breakpoint at the TSTL G "CTLSGL_SITESPEC instruction
(line 62 in listing file), and start the program.

When the breakpoint 1is reached, single step program
execution for two instructions. Then, display the
contents of location DELTA (lin€ 32 in the listing file).
You should confirm that the right wvalue 1is present
(B2OF4240), as indicated by the listing file.

Set a breakpoint at the RET instruction on line 146 in the
listing file. Recall that DELTA cannot be used when
debugging code that executes at any IPL greater than a.
Proceed execution from the breakpoint.

Examine the contents of R@, Rl, and R2 when the breakpoint
is reached. R@Z should have a success code, and Rl and R2
will have system addresses. Proceed execution from the
breakpoint.

When the program exits, exit from DELTA. (Be careful
issuing the EXIT command. If you issue it at kernel mode,
your process will be deleted, and when you hit <CR>, vyou
will see a Username: prompt.)

Run the STOPTQE program'under the control of DELTA.

Set a breakpoint at line A1 in the 1listing file, the call
to SLKWSET. Then, start program execution.

When the breakpoint is reached, issue the 0 instruction
four times. You will notice that the arguments are pushed
on the stack for the system service call (as the system
service <call macro 1is expanded). Notice that after the
last O, the system service code is executed, and control
is not returned until the system service completes. Set a
breakpoint at line 79, the S$OUTPUT macro, and continue
executing the program.

When this breakpoint is reached, issue the S instruction
eleven times, while arguments are pushed on the stack.
After the last S, you will notice that the call 1is not
skipped over, but entered.

Resume execution, and when the ©program completes, exit
from DELTA.



WRITING PRIVILEGED CODE

Solution to Problem 2

¢ RUN_ MAKETQE °
DELTA Version X2,.2

00000402/PUSHL $00 41435B3P e
i BRK AT 00000414

00000414/TSTL  SeIFFEFFG0 g
0000041A/BEQL 00000424 T ©
00000424/HOVL  $17:R1 300/000F 4240

AABIBIP °

2 BRK AT 000004A8
000004AB/RET R0/00000001 R1/008A472A3 R2/80002870_____

»r ©

EXIT 00000001
8001 1D28/POPR 403 EXIT G

®

¢ RUN/ZDEDUG STOPTQE

DELTA Version X2.2 e
00000402/PUSHL £00 4143B5P o
3 BRK AT 00000414

0000041 4/PUSHL $00 o

000004146/PUSKL $00 9 }
00000418/PUSHAR 00000200 K3 @
0000041E/CALLS $03,@47FFEDFAO 9
00000425/BLBS R0000000429 4A93DiP

2 BRK AT 00000449

00000449/CLRQ =(SP) s

000004AB/PUSHL ¢20 S

000004AD/PUSHL $00 S

000004AF /PUSKL 0000025F -
000004B3/PUSHAL 0000026B S, @
000004BB/CLRO -(SP) S
000004BD/PUSHL €00 S

000004BF /HOVZWL $30s-(SP) S

000004C2/M0VZNL 00000208~ (SP)
000004C9/PUSHL #00

000004CB/CALLS 90C:@¢7FFEDEOO
7FFEDE02/CHMK 4002C i

S
S,
Value in CTLSGL.SITESPEC = 80112AA0 0 o
Vslue in field = 0000030C

Vslue in field ® 0000030F

Velue in field = 00000311

EXIT 00000001

80011D28/PO0PR  $03  EXIT 0

s




WRITING PRIVILEGED CODE

Write a program that that will allocate and build an AST
control block, and queue it to your own process.

1.

2.

The program should determine its own process id, using the
PCBSL_PID field.

It should then allocate enough space for an AST control
block from nonpaged pool, using the EXESALONONPAGED
routine found in the module.

It should initialize at least the following fields:

- ACBSW_SIZE (using size from EXESALONONPAGED)

- ACBSB_TYPE (using appropriate DYNS$... symbol)

- ACBSL_PID (using PID previously determined)

- ACBSL_AST (using address of AST routine)

- ACBSB_BMOD (using USER mode, PSL$C_USER)

It should call on routine SCHSQAST to gqueue the AST
(consult the supplied 1listing for required inputs and
outputs). Note that this routine will raise IPL to SYNCH
to queue the AST, and return at the same IPL at which it
was called. '

The main program should then hibernate.

The AST routine simply issues a $WAKE system service, so
the main program can exit.
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WRITING PRIVILEGED CODE

Listing of ASTDEL Module (Page 1 of 3)

= AST ENQUEUE AND DELIVERY

27-APR-1982 01308327 VAX-11 Nacro V03-00

" SCH$QAST - ENCUEUE AST CONTROL BLOCK FOR 12-MAR-1982 17309:5SS5S _DBBO:CSYS.SRCIASTDEL.N

$5
FE&B”
€8 8F
43

0C AS

“DF40
0C AS
oc
50
65
20
08 AS
06
FC 8F

-1
30
3c
11

3c

00
01
12
04
o€
12
95
19
a8

014€
01AF
01a%
0ras
01AF
018F
01AF
CiaF
01AF
gilas
0i14F
01aF
0laF
01AF
01AF
01AF
0laF
01AF
01AF
01A®
01aF
01aF
(29 14
01AF
01AF
GlaAF
2934
01AF
01AF
01AF
01aF
GiAF
01aF
01AF
G1aF
O1AR
014F
01AF
0182
0185
o182
018C
o18C
oisc
018C
[ 214}
01Cs
(3144
0101
0103
010s
0109
0108
C1DE
01EQ
01E6
01ES

45%
4546
457
458
459
460
461
662
663
466
465
466
467
463
469
470
471
672
673
T4
475
676
677
678
679
480
481
482
483
486
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
soo
501
s02
503
504
508
S06
507
so08
509
510
511

G5 @0 B9 96 @s G8 08 S0 @0 s 00 O GO SC SI VE GG we B4 4 @s 5 GO ve W6 00 48 ©s S0 G ©0 °0 €I oo

QNONEXPRS

RPHSQAST::
SCHSQAST::

-SBYTL SCHSQAST -~ ENGUEUE AST CONTROL BLOCKX FOR PROCESS

L]
*»

FUNCTIDONAL DESCRIPTION:
SCHSQASY INSERTS THE AST CONTROL SLOCK SUPPLIED IN THE PROPER
POSITION 8Y ACCESS MODE IN THE AST QUEUE OF THE PROCESS SPECIF
8Y THE PID FXELD OF THME AST CONTROL BLOCK. AN AST ARRIVAL EVE
IS THEN REPORTED FOR THE PROCESS TO REACTIVATE FROM A WAIT STA
IF APPROPRIATE. THE AST CONTROL BLOCK WILL BE RELEASED IMMEDI
IF THE PI0D SPECIFIES A NON-EXISTENT PROCESS.

LOADABLE MULTI-PROCESSING COOE WILL REPLACE THIS ROUTINE WITH
ENTIRELY NEW CODE, AT MPHSQAST.

CALLING SEQUENCE:
8S8/7JS3 SCHMEQAST

INPUT PARANETERSS
R2 = PRIDRIYY INCREMENT CLASS
RS = POINTER TO AST CONTROL BLOCK

IMPLICIT INPUTS:
PCB OF PROCESS IDENTIFIED 8Y PID FIELD

GUTPYT PARAMETERSS
RO - CONPLETION STATUS CGDE
Ré = PCB AQDRESS OF PRGCESS FOR WMICH AST WAS QUEUED

SIDE EFFECTYSS '
THE PROCESS IDENTIFIED BY THME PID IN THE AST CONTROL BLOCK
WILL BE KNADE EXECUTABLE IF NOT SUSPENDED.

COMPLETION CGOES:
' SSS_NORKMAL = NORNAL SUCCESSFUL COMPLETION STATUS
SSS_NOKEXPR = NON=EXISTENT PROCESS

<ENASL LSB

nove RS, RO
8s8¥ EXESOEANONPAGED
MOVZWL $SSS_NONEXPR,.RO
114 ] QEXIT

RELEASE AST CONTROL 8LOCK
IF NG SUCH PROCESS

SET ERRQOR STATUS CODE

ANG EXIT

we s oo o0 @0

MULTI-PROCESSING MOOK TO REP
ENQUEUE AST FOR PROCESS
ROVZIWL ACBSL_PID(RS),RO GET PROCESS INDEX FOR AST TA
DSBINT SIPLS_SYNCH DISABLE SYSTER EVENTS

ngvL AWASCHSGL_PCBVECCROI R4 LOOK UP PCB ADORESS

(4,118 ACBSL_PIDCRS),PCBSL_PIDCR4) ; CHECK FOR MATCK IN PID
SNEQ QNONEXPR $ PID RISMATCMES

*t o8 00 90 o

v
cLrL r0 ¢ ASSUME KERNEL MODE AND CLEAR
INSQUE (RS)PCBSL_ASTQFLCRS) s ASSUME QUEUE IS ENPTY AND AT
BNEQ 50s $ S8R IF IT WAS NOT ENMPTY
TSTS ACBSS_RMOD(CRS) ¢ CHECX FOR SPECIAL KERNEL AST
LSS 108 ¢ BR IF YES

81CB3 $ACC3>,ACBSB_RNODC(RS),RO: GET AST MODE
THE PROCESS WEADER AODURESS IS ALWAYS A SYSTEM SPACE ADORESS (NEGATIYV

190



50

51

oocs
Sé

51

08 AS

se

66 AL
0s

c1 50
0000°CF
os

50 o1

13 $0

Fe

65
Ab
61
AS
oF

53 51
27
A3
22
63
F1

cs
$3

FC
$3

08
s3

o8

WRITING PRIVILEGED CODE

Listing of ASTDEL Module (Page 2 of 3)

= AST ENQUEUE AND DELIVERY
SCHSQAST - ENQUEUE AST CONTROL BLOCK FOR 12-MAR-1982 172:09:55

00
18
%0

13
3c
[ 3]

oA
11

oF
DE
1]
95
13

o1

9s
13
oo
11

L1}
01
13
€0

16
no
11
95
19

01E6
01E6
01E$6
016
o1€6
016
O1Ea
01EC
01F1
01F6
01Fs
01FC
01FF
0202
0203
0203
0203
6203
0203
0203
0208
0208
0208
0208
0208
0208
0209
0208
0203
020F
0212
0215
0217
0217
0217
0217
0217
0214
021¢
021F
0221
0224
0226
0224
0226
0226
0226
022¢
022¢
0231
0234
0237
0239
023¢C
g23s
0241
0243

512
$13
S14
515
$16
517
S18
$19
$20
521
522
523
524
525
526
$27
528
$29
s30
531
s$32
$33
534
538
5356
$37
38
539
S40
541
$42
$43
544
545
S46
547
548
549
$50
551
$52
553
554
55%
556
s57
558
559
s60
561
562
S5€3
S64
565
566
567
568

3 WHILE THE PROCESS MEADER IS RESIDENT.

3 THE BALANCE SLOT INDEX, A SHALL POSITIVE NUNBER.
H WENCE, THE FOLLOWING TEST COWNSINES THE FETCH OF THE PMD
3 ADDRESS WITH THME TEST FOR PROCESS RESIDENCE.
.

1

IS SET TO lERQ.

0s: ngvL PCBSL_PHO(RS),RY
8GEQ 208
novse RO, PHDSB_ASTLYLCRY)
2082 (4 148 WASCHSGL_CURPCB, R4
SEQL 408
RPTEVY AST
3082 MOVINL #SSS_NORMAL,RC
QEXIT: ENBINTY
L31]

SEY INSTEAD.

& 0 00 00 ®e we

os: MTPR

RO, EPRS_ASTLYL
308

R 90 @8 o6 o8 oo ws

FIRST.
0s: REMQUE (RS) RS
MOVAL  PCBSL_ASTQFLCRA),R1
novL CR1),R3
TSTH ACBS8_RMOOCRS)
8GEQ 708

THE NEW AST IS A SPECIAL XERNEL AST,

O oo o4 20 oo

0s: [4 148 R1,R3
seqL 1108
TsT8 ACS$8_RMODCR3)
2GEQ 1108
novL (R3),R3
s 608

THE NEW AST IS A NORMAL AST.
AND ASTS WITHM LOWER ACCESS MODE.

A~ *s et o0 o0

os: BICE3  84CC3),ACBSB_RMODCRS) RO
0s: cueL R1,R3
seqL 1108
CMPZV  S#ACBSY_WODE,#ACBSS_MODE,
AC838_TNOOCR3II,RO
BGTR 1008
90s: movL CR3),A3
srs sos
1008:  TST® ACBSS_RMOOCR3)
sLsS 903

11

IT WILL

27-APR~1982 01208227 VYAX=-11 Racro V03-00

©6 ee we 90 ¢ @0 €0 o8 0o

THE AST QUEUE WAS NOT EMPTY (ITS USUAL CONDITION) AND THE
POSITION FOR THE NSW AST mMyST B8E LOCATED.
BLOCK WAS BEEN ERRONEQUSLY INSERTED ON TME QUEUE, IT MUST 8E RENOVED

b

KERNEL ASTS OR AT THE HEAD OF THE QUEUE

*0 o0 ©6 94 a0 o0

G

e 44 44 w0 vs @0 | oo et we

Page
~OBBOCSYS.SRCIASTDEL . MARSY

OURING THE DUTSWAP TRANSITION IT IS
FINALLY, AFTER OUTSWAP IT

POINT TO PROCESS WEAQER

ODON°T SET ASTLVL IF NOT RESIDENY
SET ASTLYL IN PROCESS MEADER

IS PROCESS CURRENY PROCESS

YES,

REPORT AST ARRIVAL

SETY SUCCESS STATUS CODE

ENABLE INTERRUPYS

AND RETURN

IF THE AST IS BEING ENQUEUED POR THE CURRENT PROCESS, THEN THE REPORTING
OF THE AST EVENT CAN BE BYPASSED AND THE ASTLYL PROCESSOR REGISTER PUST BE

ALSO SET ASTLYVL REGISTER

PROPER

SINCE THE AST CONTROL

ELSE CORRECT MISTAKE
POINT TO QUEUE HEADER
GET FIRST ENTRY ON QUEUE

CHECK FOR SPECIAL KERNEL AST
S8R IF NOT
T WILL GO AFTER ALL QTHER SPECIAL

IF THERE ARE NONE.

CHECK
3R IF
CHECK
B8R IF
FLINK

FOR END OF QUEUVE

NOT

FOR SPECIAL KERNEL IN QUEVE
NOT

ON TO NEXT ACS

0 AFTER ALL SPECIAL XERNEL ASTS

GET AST MODE
CHECK FOR END OF QUEUE
INSERT IF AT END

COMPARE ACCESS RODES
IF GTR AT RIGMT PLACE
FLINK ON TO NEXT ACB

IS THIS ENTRY A SPECIAL KAST?
YESy MUST GO AFTER THIS

14
($ 9]



ASTOEL
v03-000

04 83 6S

so

$1 10 A¢

08 Al

94

50 03 a1 FC 8F
8C

(14
-3
00
9s
19
L 1]
11

0243
0243
0243
0263
0243
6247
0269
0240
0250
02s2
0258
0254
0258
0252
0252
0254
0254

569
ST0
5T1
572
573
5T+
L2341
$T76
ST7
78
579
580
581
$82
583
£1 23
$8S

< AST ENQUEUE AND DELIVERY
SCHMSQAST - ENCUEUE AST CONTROL BSLOCK FOR 12-MAR-1982 17209:55 _DBBOSCSYS.SRCIASTOEL.RARS

WRITING PRIVILEGED CODE

Listing of ASTDEL Module (Page 3 of 3)

27-APR-1982 01:08:2T7 VAX~-11 Macre V03-00

¢ NOW THE CORRECT POSITION MAS BEEX LOCATED. INSERT THE AST CONTROL BLOCI
s ON THE QUEUE AND COMPUTE THE NEW VALUE FOR ASTLVL BY INTERRGGATING THE

¢ MOOE OF THE AST CONTROL BLOCK AT THE KEAD OF THE QUEUE.
1

10s: INSQUE

cLRL RO

novL PCASL_ASTOFLCRS) o R1

TSTE ACBS$B_RMODCR1)

sLSS 108

BICE3  €4C<3>,ACBSB_RMODCR1),RO
ars 108

.DSABL LSS

ASSUME ACBSV_MODE EQ 0

ASSUME ACBS$S_MODE EQ 2

ASSUME ACSSV_KAST EQ 7

12

(RS),3ACBSL _ASTABLCRI)

°
°
?
®
.
.
.
13
.
°
e
°
°
13

INSERT AFTER PREVIOUS

ASSUME KERNEL MQOOE

GET HEAD OF AST QUEUE

IS IT RAST? .

BR IF YES TO SET ASTLVL

GET AST MODE FOR HWEAD OF QUEUE
GD SET ASTLVL
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WRITING PRIVILEGED CODE

Listing of OWNAST.MAR File

OWNAST MAR

This program a3llocates and builds an AST control block,
ehich it aueues to itselft.

Global symbols
SCYNOEF
$ACROES
s$POTINESE
$IPLOE*
SPSLOEF

Local Storage
«PSECT NUNSMARED_DATA 0oIC, NOEXE, LCNG

< ELKL 1 : Location to store PID
+2003ESS ASTAOR ¢ Lddress of AST routine
Program entry point

+PSECY CODE PICe SHR, NCWRT

+MORD 9 no registers need he saved

SCUKRNL_S ROUTIN=10S$
sLss RO,Ts

RET

SHIBER_S

RET

90 cueue AST to self
*sxit if error

os as oe

sait for AST to wake

Queue ST to self

+WORD ARCP24RI R4, RSD save some registers

MOVL GSCHSGL_CURPCB,R0 : get CURRENT ©C8 address
“gvL PCSSL_PIOCRO),PID $ get PID from PCB field
NOVL SACBSK_LENGTH, R1 : get length of AST hleck
SETIPL eIPLS_ASTCEL i prevent process deletion
J58 G2EXESALONINPAGED ¢! get pool space

L3S R0, 20% : axit if none

SETIPL #0 : lower IPL if error

RET

Initialize code block to look like ACS

wovw R1, ACB3wW_SJIZE(R2) : record size of block allocated
mgve SCYNSC_ACB, ACBS$S_TYPE(R2) { and type :

Mo YL PID, ACESL_PIDCR) : 9ot poid from GETJPY

“ovLyL AST, ACBSL_AST(R2) : store AST address

Movs $PSLSC_USER, ACBSB_RMOO(R2). :{ user mode AST

Prepare registers to queue AST (SCHSQAST raises IPL to SYNCH)
“oVL R2, RS : need address of AST block

.
MOYL PRIS_TICOM, R2 7 give big boost
Jss GASCHSQAST ! Qqueue AST
LIALN 8SSS_NORMAL, RO ¢ indicate success
SETIPL 80 : lower IPL before returning
RET
AST routine simply awakens wain .
+HWORD 0 ¢ no registers saved
SWARE_S
118:14 RG, 60
RET

SEXIT_S CODE=RO

«END STARTY

13



WRITING PRIVILEGED CODE

Sample Run

$ TYPE OWNAST.COM
§ | ———— OUNAST .CON
8!

MACRO OWNAST+SYSSLIBRARY(LIB/LIB
LINK OWNAST, SYSSSYSTEM!SYS.STB/SELECTIVE
20uNaST

SET PROCESS/PRIV=(CNKRNL)

Ccovr v een

RUN_QUNAST

14



WRITING PRIVILEGED CODE

If you receive MAIL while you are 1logged 1in, the system
displays the following message on your terminal "New mail from

xyzuser". Use the PATCH utility, as described below, to alter
that message.

1.

Copy the file OLDMAIL.EXE to your directory from a
directory specified by vyour instructor. (This file may
not be exactly the same as SYSSSYSTEM:MAIL.EXE.) You will,
patch your own copy of this MAIL file, not the one that is
being used on the system.

Use the DUMP command to display the contents of the
OLDMAIL.EXE file (you probably want to use the /OUTPUT=
qualifier so you can print the output file). Also, use
the ANALYZE/IMAGE/OQUTPUT= command to obtain a listing of
the image section descriptors. ‘

Locate the text of the "New mail from !AS" message. The
descriptor for the string follows the text (string length,
string address). 1If you didn't know where the descriptor
was, once you found the string, you could use the SEARCH
command to search the file for the string address, and
decide 1if -any of the occurrences could be part of the
descriptor.

If you only wanted to change the text (keeping the same
number of characters in the string), you could simply
deposit over the locations containing the text you want
altered. For example, changing "New" to "Fan".

If you want to change the message to have a different
number of characters, you will have to insert a new text
string in the image file, and wupdate the descriptor to
contain the new string length and address.

To add a different string like "Junk mail from !AS", you
must locate some unused space in the image file. Look in
the image section containing the message for empty space
(all @'s in the DUMP output). Note that the number of
blocks in each 1image section 1is specified in the
ANALYZE/IMAGE output.

Run the PATCH wutility, creating a Jjournal file, and
specify your copy of MAIL as input.

1. Ask to CREATE a command procedure file with the PATCH
commands you issue.

2. SET the ECO level.

15



WRITING PRIVILEGED CODE

3. Issue DEPOSIT commands to add the ASCII text you want
at an unused location in the image file. (Note that a
BYTE value of 7 rings the bell. You may want to ring
the bell before displaying the message.)

4. Overwrite the string descriptor with the length of the
text string vyou chose to use, and the address of the
text string you entered. '

5. 1Issue the UPDATE command to make the «changes 1in the
file.

6. EXIT from PATCH.

Test your MAIL program by sending MAIL to yourself, and
seeing if the right text string is displayed. You will
require the following privileges to run your copy of MAIL:
(WORLD, OPER, NETMBX, SYSPRV)

You should verify your PATCH session was a success by
displaying the journal file and the produced command
procedure. You can also 1issue the ANALYZE/IMAGE/PATCH
command to examine the file you patched.

16



WRITING PRIVILEGED CODE

Relevant Section of ANALYZE/IMAGE Output

Analvze Inase 14-MAY-1982 143443446.10 Pase 1
MORKICNUIZNIEKS.SYSPRG.PRIVCODE JOLDMAILEXED L

INAGE HEADER

Fixed Header Inforaation

imase format asJor id: 02y minor idi: 04
heuader block count! 1
inase ture! executasble (IHDSK_EXE)
170 channel count! defaullt
1/0 rase count: default
linker flass! .
(0) IHWDSV_LNKDEBUG
(1) IHDSV_LNKNOTFR
(2) IHDSV.NOPOBUFS
(3) IHDBSV_PICING
(4) IKDSV_POINAGE

-2 N-N-N-3

Inase Activation Informastion

firet Lrenefer address! XX‘00001810°
second transfer addressd XX’00000000°
third transfer address: XIX‘'00000000‘

Glabal Swsbol Table &t Debus Swadbol Tadle Infaorsation

debus swabol table VUBN:! 0» block count?: 0
slobal swadbol table VBN: O+ record count! 0

In2ge ldentification Inforeation

imase nase! °*MAIL®

isage file identification: *V03-001°
link date/tine! 24-FEB-1982 09:34:06.12
linker identificztion! °03-14°

Patch Inforsation
There are no patches at this timse.

Iaase Section Descrirtors (ISD)

1) imsasie section descrirtor (14 butes)

rasse count! 3

base virtual address! IX‘00000200‘’ (PO srace)

rage fault cluster size! default

ISD flass:
(0) ISDSV_GBL
(1) ISDSV_CRF

" (2) 1SDSV_.DZRO

(3) ISDSV_URT
(7) 1ISDSV_LASTCLU
(8) ISDSV_COPYALUWAY
(9) ISDSV_BASED
(10) ISDSV_FIXUPVEC
(17) ISDSV_VECTOR
(18) ISDSV_PROTECT

[-X-N--N-N_Jy-¥-N-N-]

17



WRITING PRIVILEGED CODE
Relevant Section of DUMP Command Output (Page 1 of 2)

Dumr of file WORKICMUIZNIEKS.SYSPRG.PRIVCODEJOLDMAIL.EXE}L on 14-HAY-1982 14:145:
53.02
File 1D (3726+23,0) End of file block 34 / Allocated 3&

Virtual black nuaber 3 (00000003): 312 (0200) butes

00000410 010E0005 00S4454E 24535953 SYSENET.cccovsoce 000000
00002230 ACA9414D 223A3A3A SAASAESF _NETS::*MAIL®®.. 000010
66204E52 S5544552 20737345 72500400 ..Press RETURN f 000020
00000014 00002E2E 2ES5726F 4D20724F OF @OFe.ceecssss 000030
00000007 00534121 20242321 00000420 ...!8% !AS..... 000040
20206D4F 72462023 20202020 00000444 D... % From 000050
44202020 20202020 20202020 20202020 D 000060
6A627553 20202020 20202020 20657461 ate SubJ 000070
00000020 00000454 0000002F 00746355 ect.’/...Teeo +0. 000080
4CS33521 00003434 0000048C 00000001 oveeocestiss!SUL 000090
44412120 53413231 21204441 30322120 !20AD 112AS 1AD 0000A0
49444524 4CAP414D 0000049C 00000014 ...co...NALLBEDI 0000BO
21402024 00000488 00000009 00000054 Toveeorroesos B 0000CO
00002253 41212220 22534121 22205341 AS °1AS® °1A§°.. 0000D0
54535953 24533953 000004CC 00000012 coeovs. SYSISYST 0000EO
004DAFAT 2ES44944 454C4941 4D3A4DAS ENIMAILEDIT.CON. 0000FO
6F792072 65744E45 000004EB 00000017 ..ccos..Enter wo 000100
776F6C6S 62204547 61737385 4D207275 ur message below 000110
77205A2F 4C525443 20737365 7250202E . Press CTRL/Z w 000120
3443202C 83744654C 706D6F43 204E45468 hen comrleter CT 000130
00000034 74697571 206F7420 A32F4CS2 RL/C to auiti... 000140
00000003 00000001 00000508 00000045 E-voeocrvcscoscoa 000150
00000560 00000008 504C4548 4CA9414D HAILHELP....'... 000140
00000042 4C482E3A SOACAS4A8 24535953 SYSSHELP:.HLB... 000170
00001744 0202000C 00000570 00000000 +eeopbeseesecdeso 000180
00001778 00001770 031D0008 00001780 ‘«vsevece®ecoXoos 000190
7266206C 69616020 77454E07 00000000 .....New mail fr 0001A0-w— MeSsage to be changed
00000SA4 00000012 00005341 21206D6F 0m !AScceecorsss 0001BO
00060009 00000054 4E495250 24535953 SYSSPRINT....... 0001CO starts at 5A4 (hex)
$E652057 (55212042 4F4A2020 000005CO .... Job !U4 en 0001DO
21206575 (45757120 SE4F2044 45726574 tered on aueue ! 0001EOD
72500A0D {000005D4 0000001E 00004343 ACeoccscocesss PF 0001FO0

Descriptor for message to be changed
length = 12 (hex) = 18 decimal bytes
S5A4 starting address of string

18



WRITING PRIVILEGED CODE

Relevant Section of DUMP Command Output (Page 2 of 2)

Dune of file WORKICMUIZNIEKS.SYSPRG.PRIVCODEJOLDNAIL.EXEIl on 14-MAY-1982 1462452

53.02

File ID (3726+23:0)

End of file block 36 / Allocated 36

Virtual block nusber 4 (00000004)s 512 (0200) butes

6D20726F
00000SFC
0000000C
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

66204E52
00000014
ACSS2123
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

555445352
00002E2E
20534121
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

207373435
2E6S5724F
20242321
00000620
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

ess RETURN for »
OP®cccscesscccnns
198 1AS $'UL..so
esoecscos000ero
cosoessacessoens
ceesosscorovenes
089t c0e0DOOON LD
tes 000 OeE e ONROD 0
ceeco0eccocscc0ss
seos0cess00000 00
socvsceoeoscecee
voeoo0sco00ecov0 0
csecenecce0000 e
coeeesvessccsone
ted0o000CO0OOGOLSOC
cesvosecsesccene
cecosssco0esc00s
209000000000 00 00
coecescresecosoo
0000000000000 G
te e 0000000000000
bececssosceneseo

4000

se00c00
cecec00000c00s 00
sece0c000Rcecesee
socsceocscsbescos
sssccessvssccoce
tesescc0sssc00 0
te0es00c0s0000 00
soceceecsecosose
tcoescbecescocae

tocevesececrceces

19

000000
000010
000020
000030,
000040 ¢
000050
000060
000070
000080
000090
000040
000080
0000CO
0000D0
0000E0
0000F0
000100
000110
000120
000130
000140
000150
0001460
000170
000180
000190
000140
000180
0001C0O
0001D0
0001E0
0001F0

Unused space in
image section -
will be used to
hold text of new
message starting
at 634 (hex)



WRITING PRIVILEGED CODE

Patching the New MAIL File Terminal Session

$ PATCH/JOURNAL NEWMAIL.EXE

PATCH Version 3-00 15-Nar-1982

ZPATCH-I-NOLCL, imade does not contasin locual suebols

ZPATCH-I-NOGBLs soae or 3ll slobal swabols not accessible

PATCH>CREATE PATCHMAIL

PATCH>SETY ECO 1

ts;gniverosmnscn*-E:nter new message
~“X&34 .

NEW> 7 Jun® in unused area

NEW>‘k na’

NEW>

NEW>‘rom

NEW>’ 1AS ‘¢

NEWSEXTT

old? 0000046348

old: 00000638

old:? 0000063C: ‘¢

old? 00000640¢ °°¢

olds 0000046448 '’ °

news 000006348 ‘ Jun’

nev? 00000438 ‘k ma’

news 0000043C: ‘il ¢°

Aew! 00000640: ‘rom ’

news 00000644 ‘1A ° .

PATCHODEPOSIT/BYTEw—— Make first character

neu>'_7_u_ ring terminal bell

NEWSEXIT

old!? 00000434 20

new? 00000434: 07

PATCH>DEPOSIT Update descriptor to point
NEWSZXTI to new message. New message
NEWSTXIT length now 19 (decimal) =
olds 00000588 00000012 .
old: 000003BC: 000005A4 13 (hex) bytes '

new! 000005SB8: 00000013

new: 0Q000SBC?: 00000634

PATCH>UPDATE

IPATCH-I~WRTFIL, urdating imase file WORK:CMUIZNIEXS.SYSPRG.PRIVCODEINEWHAIL.EXE
12

PATCH>EXIT

]

20



WRITING PRIVILEGED CODE

Sample Run To Test Patched File

$ SET PROCESS/PRIV=(MORLD+OPERs NETHBX»SYSPRV)
1
$ RUN NEWMAIL

MAIL> SEND-
To! MUIZNIEKS
SubJ! TESTING NEW MAIL VERSION

Enter vour sessase below. Press CTRL/Z when coerletes CTRL/C to auit!
This should be sent with NK_MA nessage

=

Jink sail fros MUIZNIEKS

HAIL> EXIT
L)
$ MAIL

You have 1 nevw aessase.

MAILY

HAIL $53
Froa? MUIZNIEKS 14-NAY-1982 14:S3
To? MUIZNIEKS

SubJ? TESTING NEW MAIL VERSION
This should be sent with JUNK MAIL messase

MAIL> DELETE

MAIL> SEND

To! KUIZNIEKS

SubJT STILL TESTING

Enter YOur messase below. Press CTRL/Z when cosrletes CTRL/C to auit!
This messase should still be sent with resular NEW MAIL indication

New mail froms MUIZNIEKS

HAIL> READ MAIL
—_—— HAIL #S3

From: MUIZNIEKS 14-HAY-1982 16:54

To?l MUIZNIEKS

Subd: STILL TESTING

This messase should still be sent with resulsr NEW MAIL indication

MAIL> DEL

MAIL> EXIT
s
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WRITING PRIVILEGED CODE

Examining Journal File

$ TYPE NEWNMAIL.JNL
PATCH Version 3-00 (S-Nar~-1982

INAGE FILE BEING PATCHED: *WORK:CMUIZNIEKS.SYSPRG.PRIVCODEINEUWHAIL .EXES 1"
JOURNAL FILES *MORK:CMUIZNIEKS,.SYSPRG.PRIVCODEINEWMAIL . JNLiL®
DATE/TIME OF PATCH? 14-MAY=-1982 146147:48,54

IPATCH-I~-NOLCLs» insse does not contain local svabols

ZPATCH-I-NOGBL, some or 3l]l slobal swabols not accessidble

PATCH>CREATE PATCHMAIL

CONMAND FILES *WYORKS[MUIZNIEKS,SYSPRG.,PRIVCODEIFATCHMAIL ,COM32
©

PATCH>SET ECO 1
PATCH>DEPOSIT/ASCIT
LOC> “~X634

NEM> ¢ Jun’

NEW> ‘k ma’

NEW> ‘i) ¢°

NEW> ‘rom '

NEW> ‘1AS

NEM> EXIT

eldd 00000634
old? 00000638
old! 0000063C:
old? 00000640¢
olgs 00000644: '
new?! 00000634 ‘ Jun’
newvs 00000638 'k ms’
nows 0000063C: ‘i1 r°
now! 000004640: ‘rom ‘
AEws 000004644: ‘1AS ¢
PATCHODEPOSIT/BYTE

LOC> ~X634

REW> 7

NEW> EXIT

olds? 00000634 20

new! 000006345 07
PATCH>DEPASIT

Lo6e> Sp8

NEW> ~X13

NEW> X434

NEW> EXIT

old$ 00000588 00000012
old? 00000SBC: 00000SA4

new? 00000588: 00000013
new? 00000SBC: 00000434
PATCHOUPDATE

ZIPATCH=I-WRTFIL, urdating imase file WORK:CMUIZNIEKS.SYSPRG.PRIVCODEINEWKAIL.EXE
$2 :
PATCH>EXIT

L)
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WRITING PRIVILEGED CODE
Relevant Sections of ANALYZE/IMAGE/PATCHY Output (Page 1 of 2)

Analvze Inase 14=-MAY-1982 146:59222.98 Page 1
WORK{CMUIZNIEKS .SYSPRG.PRIVCODEINEWMALIL.EXED2

INAGE HEADER

Fixed Header Infaorsation
[

inage format sajor id: 02, ainor id! 04
header block count! 1
inage ture! executsble (IHDSK_EXE)
1/0 channel count! default
1/0 rase count! default
linker flasgs?
<0) IHDSV_LNKDEBUG
(1) IHDSV.LNKNOTFR
(2 IHDSV_NOPOBUFS
¢3) IHDSV_PICIMG
(4) INDSV_POIMAGE

O 000

Inage Activatiaon Information

first transfer address: XX’00001810°
second transfer address: XIX‘00000000°
third transfer address! XX’00000000°

Globsl Swabol Table & Debus Suabol Table Inforaeation

debus swvebol table VBN: 0Oy block count! 0
global swyadbul table VBN: Oy record count: O

Inase ldentification Informastion

isage nase! °‘MAIL°®

image file identification! °*V03-001°
link date/tise! 24-FEB-1982 09:34:04.12
linker identification: *03-14°

Patch Inforaation

DEC eco levels 1- 98¢ XX’00000001’, XX’00000000‘, XX‘’00000000‘
user eco levels 99-132: XX‘00000000°

read/write ratch area addresc! IX°00000000‘, lensth! O
read-only ratch area address?! 2IX°00000000', length: O

ratch coamand text VBN: 37

last ratch date/tinme! 14-MAY=1982 14:47:48.354

Imase Section Descriestors (ISD)

1) imase section descrimtor (14 butes)
rase count! 3
base virtual sddress! XX’'00000200° (PO srace)
rage fault cluster size! default
ISD flass!
(0) 1SDSV_GBL [}
(1) ISDSV_CRF 0
(2) 1ISDSV_DZRO [}
(3) ISDSV.WRT 9
(7) 1ISDSV_LASTCLU 1
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WRITING PRIVILEGED CODE
Relevant Sections of ANALYZE/IMAGE/PATCH Output (Page 2 of 2)

Anzlvze Isase 14-MAY~-1982 17:01:03.88 Pase &
WORK:CMUIZNIEKS.SYSPRG.PRIVCODEINEWNAIL .EXE$2

PATCH TEXT

/JOURNAL NEWKAIL.EXE

SE EC

~X00000001

D /AS

“X000004634
L dun’

‘R 88’

‘il ¢

‘ro0

‘1A8 °

EXX

b /B

~X00000434

“X00000007

EXI

B

~X000005B8

“X00000013

~X00000634

EXI

The snaivsis uncovered NO errors.

AMALYZE/IMAGE/PATCH NEWNAIL.EXE
s
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WRITING PRIVILEGED CODE

Relevant Sections of DUMP OQutput for Patched File (Page 1 of 2)

Dumr of file WORK:CMUIZNIEKS.SYSPRG.PRIVCODEINEWNAIL.EXEI2 on 14-MAY-1982 17:01:
20.06
File ID (7567+16,0) End of file block 37 / Allocated 39

-Virtusl block number 3 (00000003)r 512 (0200) butes

00000410 010E0005 00SAASAE 24535953 SYSSMET......... 000000
00002230 AC49414D 223A3A3A SAASAESF _NET:!:'MAIL=*.. 000010

64204E32 S5S44SS2 20737345 72500400 ..Press RETURN f 000020

00000014 00002E2E 2E45724F 4D20724F OF mOrecesccsess 000030

00000007 00534121 20242321 00000420 ...!4%8 1AS..... 000040

20206D6F 72462023 20202020 00000444 D... 9 From 000050

44202020 20202020 20202020 20202020 D 000040

64427553 20202020 20202020 204657461 ate SubJ 000070

00000020 00000454 0000002F 00746365 ect./+esTeso +0o 000080

4CSS3521 00003A3A 0000048C 00000001 ..cvseesiis. |SUL 000090

44412120 S3413231 21204441 30322120 120AD 112AS 1AD 0000A0

49444524 ACAP414D 0000049C 00000014 +.......MAILSEDL 000080

21402024 00000438 00000009 00000054 T.rv.eenoeecs @1 0000CO

00002253 41212220 22534121 22205341 AS °1AS° *1AS®,. 0000D0

SAS3S953 24535953 00000ACC 00000012 «ev.....SYS$SYST 0000EO

00ADAFA3 2E544944 ASACAPAL 4DIAADAS EN:MAILEDIT.CON. 0000FO

4F792072 45746EAS 000004ER 00000017 +.ve.s..Enter vo 000100

776F6C4S 6220465467 61737348 460207273 ur aessaze below 000110

77205A2F ACS25443 20737365 7250202E . Press CTRL/Z w 000120

$443202C 45744656C 704D&F63 206E4548 hen comelvter CT 000130

0000003A 74697571 206F7420 432FACS2 RL/C to auiti... 000140

00000003 00000001 00000508 00000045 Eovvocosessssses 000150

00000560 00000008 SOACASA8 ACAP414D HAILMELP....% ... 000140

00000042 4CAB2E3A S04CAS48 24535953 SYSSHELP:.HLB... 000170

00001764 0202000C 00000570 0000000D «ovomeescesodsss 000180

00001778 00001770 031D0008 00001740 *+svevssrssexsss 000190 L
7266204C 69616D2C 77634E07 00000000 .....New asil fr 0001a0———— Original text
00000634 00000013 00005341 21206DSF om 1ASe+0e.c4e.. 0001BO .
00000009 00000054 AE4A95250 24535953 SYSSPRINT....... 0001CO still there
SE&S2087( 55212052 4F4A2020 00000SCO .... dJob IUS en 0001DO

21206575 | 45757120 SE4F2064 65726574 tered on aueus ! O001EQ

72500A0D| 000005D4 0000001E 00004341 AC..cossssesccPr 0001FO0

!
Descriptor

updated
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WRITING PRIVILEGED CODE

Relevant Sections of DUMP Qutput for Patched File (Page 2 of 2)

Dumr of file WORK:CMUIZNIEKS.SYSPRG.PRIVCODEINEUNATL.EXE?2 on 14-NAY-1982 17301¢
20.06
File ID (7547:¢36+0) End of file block 37 / Allocated 39

Virtual black numeber 4 (00000004)c 512 (0200) dutes

&6D20726F 66204ES2 S5544552 20737365 ess RETURN for a 000000
G0000SFC 0000001A 00002E2E 2EA5726F OTF@cecscsvccossc 000010
0000000C ACS52123 20534121 20242321 1485 14S $1UL.... 000020
66206C69 61402068 4E754A07 00000620 ....Junk mail f 000030e——— New text added
00000000 00000000 20534121 206D4F72 rom !AS secoeceee 000040
00000000 00000000 00000000 00000000 +sscasserscasses 000050
00000000 00000000 00000000 00000000 «veceecosasosies 000060
00000000 00000000 00000000 00000000 +ceeevecessonsss 000070
00000000 00000000 00000000 00000000 sccovcsesssccsss 000080
00000000 00000000 00000000 00000000 «sevsoces 000090
00000000 00000000 00000000 00000000 «.ccocecscsccsses 0000A0
00000000 00000000 00000000 00000000 +vessscessccesss 000080
00000000 00000000 00000000 00000000 evveccscesscsss 0000CO
00000000 00000000 00000000 00000000 ssscesccsscsssss 000000
00000000 00000000 00000000 00000000 sssscesssssoscss O000EO
00000000 00000000 00000000 00000000 sscovsssssccases 0000FO
00000006 00000000 00000000 00000000 sccscecsscesscss 000100
00000000 00000000 00000000 00000000 +esceosesssasces 000110
00000000 00000000 00000000 00000000 «vcecsecceccecss 000120
00000000 00000000 00000000 00000000 «ooeveccsscosecs 000130
00000000 00000000 00000000 00000000 +scesvssccsceccc 000140
00000000 00000000 00000000 00000000 «sscoscacsscccco 000150
00000006 00000000 00000000 00000000 «+cococessasosse 000140
00000000 00000000 00000000 00000000 «ossecsscacosces 000170
00000000 00000000 00000000 00000000 «cectsscsscascss 000180
00000000 00000000 00000000 00000000 secesessscosssss 000190
00000000 00000000 00000000 00000000 «ccevevrsccovsee O00LAQ
00600000 00000000 00000000 00000000 +essssssssscssss 0001BO
00000000 00000000 00000000 00000000 +cccoescssccsces 0001CO .
00000000 00000000 00000000 00000000 scocesescsccsseo 0001DO
00000000 00000000 00000000 00000000 ccoescosscsecscs 0001ED
00000000 00000000 00000000 00000000 cvsceescscocscss 0001FQ
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WRITING PRIVILEGED CODE

Command Procedure Produced by PATCH

$ TYPE PATCHMAIL.COM
/JOURNAL NEUMAIL.EXE
SE EC
~%X00000001
D /AS
“%X000004634
¢ Jun’

‘K ma’

‘il ¢/
‘rom ‘
‘1AS ¢

EXI

D /8
~X000004634
“X00000007
EXI

]
“%X000005B8
“%X00000013
~X00000634
EXI

1}

EXI

®
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USER-WRITTEN SYSTEM SERVICES

TEST

Your assignment is to develop a number of programs, and
user-written system service, that allow a process to declare
TBIT exception handler. This handler will receive contro
immediately following a TBIT exception, without executing all o
the VMS exception dispatching code.

The TBIT exception (Trace Trap) 1is generated following an
instruction for which the Trace Bit (bit 4) 1is set in th
Processor Status Word (PSW). This bit is often used by debugger
(for single stepping instructions), or for performanc
monitoring/testing.

You will first have to write a dispatcher that can transfe
control to a wuser-written handler following a TBIT exception
This dispatcher will be patterned after the change mode handler
that can be declared using the S$DCLCMH system service. Thes
handlers are entered following .an exception (by the hardware
using vectors in the SCB). They transfer control by looking fo
an address in a fixed location in Pl space, where the address of
- user-declared handler may be stored.

You will then need to write a system service that allows a user t
declare a TBIT handler on a per-process basis. The system servic
will load the handler address in the fixed location in Pl space.

Finally, you will want to write a program that will restore th
default system routine (EXESTBIT) for handling TBIT exceptions.

This exercise has been split into several parts. You should rea
the description of all the parts before starting to solve any o
them. You will probably want to work on some of the parts "out o
order", and use solutions provided by the instructor for som
parts to test other parts you are writing. 1In particular, you ma
want to solve this exercise in the following order:

e Do Part 2 first, which involves writing a system service

e Use Part 5 to build and test the entire application (you ma
need to modify the command procedure somewhat)

e Do Part 3 next, since it is simpler than Part 1
¢ Then do Part 1
e Finally do Part 4

Note that it is quite unlikely that you will be able to complet
all five parts in one day.
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USER-WRITTEN SYSTEM SERVICES

Overview of Control Flow

User Program

Declares T-Bit
handler using
system service
(writes handler
address in Pl loc.)

|
|
|
|
|
|
|
|
| Set T-Bit in PSW
!
I
|
|
I
|
|
|

|
|
|
|
|
|
|
|
I
|
-> | Exception - —---- > |TBIT-=|--+
|
|
|
|
I
|
+

SCB
: tom——— +
Next instruction =-==|-=- > Generates T-Bit | |
HW | P
T-Bit Handler::<-+ | I
coo | Fe————- + |
cee | |
-—— REI ] TBIT Dispatcher |
B e + b e +
‘ P e e —— = o l ® o0 ‘
| ! ces |
| I |
+=-- T-Bit Hand. Addr. <=——=—=—- | JMP @Pl-Loc |
in P1 Loc. I |
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USER-WRiTTEN SYSTEM SERVICES

PART 1 - Loading TBIT Dispatcher (LOADTBIT.MAR)

In order to receive control after a TBIT exception, you first need

to:

Allocate a block of nonpaged pool to store the TBIT dispatcher

Use EXESALONONPAGED

- Assume TBIT dispatcher block type is DYN_K TBIT

Copy the dispatch code to the pool block

The code must be PIC, since it is copied

Any register used by the routine must be saved, and later
restored (perhaps by the user's handler). The supplied
dispatcher does not use any registers.

Special considerations include:

Access mode at which handler entered

The supplied solution enters the handler 1in kernel
mode . It is possible to change access mode (using
REI) to the mode of the caller, but this takes more
time, and introduces considerable complexity (probing
accessibility of stack, so can copy arguments to that
stack, etc.). To help prevent a system security
problem (non-privileged users being able to write and
execute kernel mode code), the system service will
check to make sure the establisher of the TBIT handler
has CMKRNL privilege.

If no handler specified, transfer «control to system
handler, EXESTBIT

Handler address will be specified in fixed location in
Pl space (CTLSGL SITESPEC). That way, separate TBIT
handlers can be declared by each process in the
system.

Transfer <control to the TBIT handler with JMP
instruction

Modify the SCB to point to the dispatch code in the allocated
block for TBIT exceptions
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USER-WRITTEN SYSTEM SERVICES

- SCB address at EXESGL_SCB

- Assume TBIT offset is SCB_L_TBIT

In addition, it is necessary to test for the presence of XDELTA
(since XDELTA uses the TBIT entry in the SCB). 1If XDELTA is
present, you do not want to load your dispatcher. 1In such a case,
exit the program and indicate that XDELTA is present.

e To test for the presence of XDELTA, examine the RPBSV_DEBUG
bit in the RPBSL BOOTRS offset in the Restart Parameter Block.
When set, XDELTA is present.

¢ EXESGL_RPB contains the address of the RPB.

Since you later want to be able to restore the SCB, and deallocate
the block of nonpaged pool containing the dispatcher, store the
address of the  block 1in EXESGL SITESPEC. Before wusing this
location, however, test to make sSure it is not being used (i.e.,
it contains a #). If it is being used, exit the program.

e Note that in order to synchronize access to the
EXESGL_SITESPEC 1location, you must execute at IPL SYNCH from
the time you first test the 1location, to the time it is
modified.

The file TBITDEF.MAR contains several macros that may be of use to
you, including:

_TBITDEF Defines offsets in TBIT dispatcher block:
TBIT W_SIZE for size of block
TBIT B_TYPE for type of block
TBIT B CODE code is loaded beginning here

TBIT_L_HANDLER address of new TBIT dispatcher
(used for consistency checks)

_SCBDEF Defines offset of TBIT vector (SCB_L TBIT) in
SCB.
_DYNDEF Defines type code for TBIT dispatcher block

(DYN_K_TBIT).

The file TBITMSG.MSG defines some specific error codes that you
may wish to report:

TBIT__ VECINUSE Site specific longword already in use
TBIT__ INSFMEM Nonpaged pool allocation failed

TBIT__ XDELTA Dispatcher cannot be installed in
system with XDELTA
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USER-WRITTEN SYSTEM SERVICES

LOADTBIT Program Solution (Page 1 of 5)

Croate nes path

0000
0000
0000
0000
0000
60660
0000
0060
0000
00060
0000
0000
0000
0600
0600
0000
6000
0660
9006
8006
6600
6000
06060
0600
6600
0060
6000
6600
0000
6000
60060
6000
0600
0000
6000
006060
eoo0
0000
0000
0000
0000
0000
000
0000
c000
o000
0000
0000
0000
0000
0009
0000

- bt s Bt
BWNHODIBAIRNE UN

15

to 7817 handler

@0 a8 €0 90 o0 w0 B8 88 G0 G0 30 TS s B3 46 8O 60 0O 0 G4 S¢ 00 S5 UE GO ©4 T4 A6 WO 48 & €9 96 ©8 ©F I €5 I8 95 06 GO

L X4

otitle loadtbit
cident *V0@2%

Facilitys

14~NAY-1982 18222343 VAX-11 Macro Y03-00
16-MAY-1982 18305230

ORKSCMUIINIEKS.SYSPRG.USSII

LOAQTBIT. NAR

Crezste new path te TBIT handler

This code is dynamically patched into the running cxscutive.
It introduces 3 nes dispatch method to handle TB8IT exceptions,
sinilar to the method used to handle CHNS, CHMRU, and
conpatibility mode exceptions.

This program is designed to provide an environment for the
user-gritten system service USSOCLTBIT, also included as 3 part

of this example.

Environment:

This program aust execute in kernel mode in order to srite
protected locations. IPL is raised to 7 (SYNCK) te synchronize
access to the site specific location EXESGL_SITESPEC,

Aotﬁorﬁ
Larry Kensh
Creation Dates
19 Way 1980
Revisionss

27 Kar. 1982

12 June 1980

Include Files:

<dyndet
sipldet
spsldef
srpbdef
«SChdef
<thitdet

32

Vik Muiznieks

Removed patch to EXESRUNDWN
Added synchronization for EXESGL_SITESPEC

Have rnes exception service routine execute

in kernel mode,

idefine
{define
tdefine
idefine
sdefine

simplifying stack problens

type field identifier

ipl constants

fields in PSL

offsets into Restart Param
systom control block offse

tthis macro is defined especially
3 the set of programs in this exam



USER-WRITTEN SYSTEM SERVICES

LOADTBIT Program Solution (Page 2 of 5)

Create new path to T8IT handler 14~MAY~1982 18322343 VAX~11 Macro V03-00 Page 2
3dd fast dispstch method 14=MAY=1982 18:05330 WORK:CMUIZNIERS.SYSPRG.USSILOADTBI(1)

0000 54 -subtitle add fast dispatch method

0000 $S

0000 56 iee

0000 ST 3

0000 $8 ¢ Functional ODescription?

0000 59 3

0000 60 The kernel mode procedure beginning at label 10$ allocates

0000 61 3 a block of nonpaged pool and copies the new dispatcher for

0000 62 ¢ TB8IT exceptions to that block. The last instruction of the nes

0000 63 2 dispatcher i3 a JNP to the normal dispatcher so that continuity

0000 66 3 is established.

0000 65 3

0000 66 3 If no dedbugger support mas selected at initialization time,

0000 67 ¢ the address of the new dispatcher is simply meved into the

0000 68 ¢ TBIT vector in the system control block.

0060 €9 ¢

0000 10 If debugger suppert sas selected, then XDELTA has already

6000 2 S intercepted the system control bleck vector. This dispatcher

0000 72 3 could steal the SCB vector contents and JNP to XDELTA as its

0000 T3 3 last instruction but that hisarachy (first this, then XDELTA,

0000 T4 3 and finally the normal dispatch path) is out of order. Since

0000 1% 3 this nee dispatch path exists on 3 per process basis, it should

0000 16 3 execute after XDELTA executes. However, due to the difficulty

0000 R in patching XDELTA with its PC relative references to EXESTBIT,

0000 78 3 this program does nothing (except indicate an error) shen

0000 T9 : XOELTA is included in the systes.

0000 80

0000 81 : Implicit Output:

00060 22 .

0000 .3 1. A block of pool is allocated and a nes TBIT exception

0000 84 3 dispatcher is loaded into the dlock of pool.

000 s

6000 6 3 2. The nes dispatcher is plugged into the executive by modifying

0o00C 97 the TBIT vector in the SC8 if no XODELTA support was included

0000 88 3

0000 89 ¢ Completion Codes?

0000 90

0000 91 R0 los bit set => success

0000 92 ¢

0000 93 SSS_NCRMAL Normal Successful Completion

0900 96 3

0000 95 3 RO low bit clear => failure

0900 96 3

0000 97 TEIT__YECINUSE The site specific longwerd is already being used

6000 98

0000 99 3 TEIT__INSFMEM Insufficient dynamic memory is available. (This

0000 100 @ status is only returned {f the current process

0000 101 has disabled resource wait mode.)

0900 102

6000 102 ¢ T8IT__XODELTA The system included XDELTA at initialization

0000 104 3 time. This program does nothing in this case.

0000 108

0000 106 ==
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LOADTBIT Program Solution (Page 3 of 5)

QAQTBIT Create new path te TBIT handler 16=RAV=1982 18222243 VAX=-11 Macre V03~-00
02 add fast dispatch method 16=KAY-1982 182805230 VWORKICMUIINIEKS.SYSPRG.USS3
606006000 ies -psect nonshared_data piconoexeslong
0000 169
00006029° 6000 110 r2nge: J2ddress lock_begin
6000600C3° G004 111 c2ddreoss lock_end
0008 112
06000000 133 pseet thit_code picoshrynosrt
0000 1146
0600 0000 115% <0ntPy begin,0
00062 116 sewkrni_se -
0062 117 routins=3i0s
04 0011 118 ret
go12 119
003C 0012 120 10s: «mord ~n¢r2ir3,récrsd isave volatile registers
. 0014 121 $lkewset_ s inadrsrange tlock pages in working set
g1 S0 €8 0029 122 blhs rlslock begin {continue on success
6e 0028 123 rot
06029 12¢ leck_begin:
0029 128 setipl 6ipls_synch tsynchronize access tc sitespec
00000060 °GF s o002¢C 126 tstl g”exesgl_sitespec isee if site specific pointer
0632 127 3 is already being used
sC 12 0032 128 breaqu inuse . terror if already loaded
0034 129
51 00000000 °GF 80 003¢ 130 novl gexesgl_rpbert iget address of restart parameter
55 30 A} 0o 0038 131 movl robsl_bootrS(ri)d rS ir5 contains bootstrap flags
58 SS 01 EC 003F 132 bhs ¢rpbtv_debugorSoxdelts (de nothing if XDELTA inmcluded
0043 133
1 00G0003 E°8F 00 0043 136 mevl #<¢Chandler_ceond-handler_staridei2d,rl $size of block incluc
0044 138 $ 12 byte header
00000000°GE 16 0044 136 3sb 9*exesalononpaged
§3 S0 E9 0o0SO 137 blhe r0,nopool .
- 00000000°GF 52 00 0053 138 movl r2.g%exesgl_sitespec {save address of block for progras
00SA 139 ? that unloads this dispatcher
7€ 0C A2 9€ 00Sa 140 sovab thit_b_code(r2),~(sp) isave address of beginning of code
04 856 00SE 161 puskhe $4ndr2> : and address of beginning of bloc
82 7C 0060 162 elrg (r2)e jclear cut first 8 bytes of header
82 51 80 0062 143 nove rlelr2ie ssave size of block for deallocati
82 7% 8F 98 0045 146 novzbe ¢dyn_k_tbit,(r2je istore block type and clear spare
0069 165 g
0069 166 3 +r2 now points to the portion of the block that is <o be losded with
0669 167 ¢ the nes dispatch code. The 2ddress of the beginning of the block
0069 148 ¢ and the address of the portion of the block shere the code is to be
0069 149 ¢ loasded are stored on the stack. No other register contents need to be
0069 150 ;: saved scross the MOVC3 instruction.
6069 151
62 00000081 °€EF 0012°8F 28 00669 152 maove3l #<handler_end~handler_startdhandler_start,(r2)
ac 84 0073 153 poor onlrd.rid> ;restore address of beginning of
0075 156 : irto r2 and address of code int:
S1 00000000 °GF 00 007S 155 LI T2 goexesgl _scberl tothersise, sinply modify SCB vec
28 Al 00¢0°C3 9t 007C 1854 mevab tbit-handler_start(r3),schb_1_tbit(rl) :load address of ne:
0082 187 ? dispatcher inteo SCB
62 0000°C3 SE 0082 158 movab thit=handler_start(r3),thit_1l_handler(r2) : and also save
0087 159 ¢ of the header longsmords in the
oos? 1¢0 setipl ¢0O isafe to allow process deletion n
S0 0000°3F 3C 0082 161 movzel €&ss$_hormal,ro sindicate success
04 008" 162 ret
00990 163
0090 164 inuse? tsite specific longword is alread
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USER-WRITTEN SYSTEM SERVICES

LOADTBIT Program Solution (Page 4 of 5)

Create new path to TSIT handler 14=-MAY-1982 18222:43 VAX=-11 Macro VO03-00 Page 4
add fast dispatch method 16=4AY-1982 18:05:30 WORKICMUIINIEKS.SYSPRG.USSILOADTBI(1)
000003C0°8F 80 0090 16S movl etbit__vecinuso,rd
0097 166 setipl 80
6¢ 00942 167 ret
6099 168
00000000°23F 00 0098 169 xdelta: movl ftbit__xdeltaord $XDELTA sas included at bootstrap time.
00a2 1790 setipl 190
04 00aS 171 ret ipass dack failure code
0046 172
0048 173 nepool: tinsufficient nonpaged pool space
00AS 174 setipl &0
00000000°3F c0  004A3 178 movl ttbit__insfmen,r0
04 0080 176 ret
ooa1 177
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0z
9€E
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00000000°GF

USER-WRITTEN SYSTEM SERVICES

LOADTBIT Program Solution (Page S of 5)

Create nes path to TSIT handler

14-MAY=-1982 18322343 VAX-11 Macro Y03-00

dispatch code for TBIT exceptions 146=RAY=-1982 18:05:30 WORKSCMUIINIEKS.SYSPRG.USSII
0081 179 «sbttl dispateh code for TBIT exceptions
6ost 180
oo2l 181 tee
[.1-1.3% 182 @
0081 183 3 Functional Deseription:
oos? 184 3
L1139 185 ¢ This code is designed to be the first code that executes following
gos1 186 3 3 TBIT exception (if Ro XDELTA). It checks shether a special TBIY
oosil 187 3 handler has been declared by the process and, if so, dispatches te
0081 188 3 that dispatcher with only the exception PC and PSL on the stack.
0081 189 3
0081 190 3 This design is closely modeled on the existing rapid dispatchers
0081 191 ¢ for change mode and compatibility mode exceptions. Such dispatcher:
[1:1:3) 192 3 can be accessed quickly without the overhead of searching for
6081 193 ¢ addresses of condition handlers in exception vectors and in call fs
0081 194 3 Handlers accessed with thiz method are not procedures and can only
[1.]:3} 195 ¢ be written in 2 language that allows JS8 like linkage.
(1133 196 3
6081 197 3 The method of gotting this dispatch scheme into the systes imposes
aoei 198 severzl constraints on this code.
L]} 199 ¢
[11-3) 200 1. The code must be position independent since it is simply
6081 201 coplied inte ronpaged pool wsith ne attempt at dynamic relocatior
6081 202 ¢
0081 203 2. ARy reogisters used by this routine must first be saved.
0081 266 (Nore {s currently used.) In addition.
(1] 38 208 ¢ stack usage must be eztched carefullyo
0083 206 .
00B1 207 : 3. The initizl design of this dispatch method transfers control
0081 208 to the user specificd dispatcher in kernel mode. One improvemer
1.1} 209 3 which would slow up the dispatching and add stack concerns,
0081 216 3 weuld be to change to the access mode in which the TBIT
[-1:1.3 211 ¢ exception occurred.
[ 1] 33 212 3
0081 213 (o=
go8i 2146 .
0061 215 handler_starts taddress of beginning of block of ¢
0681 216 ? that is loasded intec nonpaged pool
costl 217
0081 218 tbie: taddress of thit handler
00 0681 219 pushi Ghetlsgl_sitespec sstore contents on stack
13 oo87 220 beql 108 31t empty, no dispatcher
17 0089 221 ne aCsple itransfer to user written dispatche
ooss 222
0s ooBs 223 1082 tstl (s