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Ltr |issue pate APP’OV!O sy . R!_‘:lfslorls T e oo
E 9/12/.8(:‘\\) &' éz ;2 g_| Changes for M'elea,se S T e “:
3-37 ' Updated system input messages. LR : '
‘ ~ Updated "All the underlined..." paragraph. -
©4=12 " Added "and status changes'" to '"The mecharism ‘has
been designed..." paragraph.
4-13 Added "c. Any status change messages throughout
the job's Iife."
Updated '"The underscore under QU..." paragraph.
- 4-l4 Added '"h. Any status change message throughout
“the" job's life.
. 4-16 Updated "The underscore under US..." paragraph.
4-17 Added "In general, session numbers' sentence to
. SESSION COMMAND.
4-18 Added "RESTRICTIONS .COMMAND. "
4-19 Added "Type = 09 - RJE status change message."
" Added '"8. BNA node address of five characters
('"'00000" = local)."
4-20 Updated "Type 02" and "Type 05" messages.
' Added "(syntax. errors or CANCELLED)" and
"5 = Death in Family" to Type 06 message.
4=21 Added "Type 09" message. ,
4-25 Updated "One SPO command was implemented.;.?“para.ﬁ
4-26 Changed "PIN or PROTECTION" to "SEC or SECURITYTYPE'
and "PIO or PROTEC.IO! to "SUS or SECURITYUSE" :
in "Two new file attributes...' paragraph. 5
430 Changed "PROTECTION" to 'SECURITYTYPE'and
"PROTECT.IO" to ''SECURITYUSE' throughout
"FILE ACCESS" section.
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REV | REVISION

, REVISIONS
LTr |issue pate|APPROVED BY , u : EVISION

o Continued

344 Deleted "USERCODE SPECIFIED IN UC" message and
renumbered remaining error messages.4 Added -
messages 16 and 17: "#WARNING: DIRECTORY NEARLY
FULL" and "#WARNING: WORKFILE NEARLY FULL".

3=53 Added "#USERCODE...LOGGED OFF, JOBS ACTIVE";
added discussion of SWL
3-57 Deleted "UC HOST SYSTEM INPUT MESSAGE'™

(formerly page 3-57)
4-1 to 4=2 Referenced "LOG ON AND OFF MESSAGES" and "ID
REMOTE INPUT MESSAGE" in LOG ON procedure.

4=3 to 4-4 Added information on entering remote card decks
_ to a job
4-26,4-29,. "Added explanation of '"PUBLIC" attribute
4—31

D 8/19/77VCL:##ﬂ’&/ Changes for Mark VII O Release

<

All references to BLl700 changed to B1800/Bl700

2=3 Added F. (Automatic CALLBACK feature)

3-1 Added "All decks must be terminated by a ?END
card'':to REMOTE DECKS

3-9 & 3-10 = Added Remote Output Messages 16 through 19

3=12 Added *PH to mmnemonics of keyboard entries

3=23 Added *PH Input Message

3=-31 Added CALLBACK to run-time remote terminal options

3-34 Added Format 2 to *TO Input Message

3=37 Underlinéd various System Input Messages to in-

dicate these commands require a wvalid usercdde °
and password
3=43 Added System Output Error Messages 18 through 21
1 4=1 Added '"Each line may have only one remote
satellite system...'" to General Description of
RJE Controller

4-5 Added CALLBACK

413 Indicated only first two characters are necessary
for valid syntax of QUEUE command

4-16 Indicated only first two characters are necessary
for valid syntax of USER command

422 & 423 Indicated two security violation conditions with
attempted use of the "*'" or ({usercode)) '
conventions

4=25 - 4-28 Table 4=1 revised; discussion of A-N revised;

further discussion (0-W) added

“THE INFORMATION CONTAINED IN THIS DOCUMENT IS CONFIDENTIAL AND PROPRIETARY TO BURROUGHS
CORPORATION AND IS NOT TO BE DISCLOSED TO ANYONE OUTSIDE OF BURROUGHS CORPORATION WITHOUT .«
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REV

REVISION

~ PRODUCT SPECIFICATION

Ve

LTR [issue pare|APFPROVED BY REVISIONS
A | 9/23/7 | Original Issue
B ll/17/7( pdated to Mark 6.1 Release level
Restructured Table of Contents
[ 3-2 Moved BACKUP FILE HANDLING section from page 3-30 td
page 3-2. '
3=4 Deleted three paragraphs from explanation of
RJE/CONTROLLER OUTPUT MESSAGES.
3=5 to 3-9 Added RJE SYSTEM REMOTE OUTPUT MESSAGES section.
3-11 Added *ID, *LO, *PD, *RB, *RS, *SD to list of
RJE INPUT MESSAGES.
3-15 Added *ID input message explanation.
3-22 Added *PD input message explanation.
3-25 Added *RB input message explanation.
3=27 Added *RS input message explanation.
3-32 Added *SD input message explanation.
- 3-40 Added section of HOST SYSTEM CONSOLE MESSAGES.
3=41 to 3-45 Added section of RJE HOST SYSTEM OUTPUT ERROR MESSAC
3=46 to 3-60 Added RJE HOST SYSTEM OPERATOR INPUT MESSAGES sectio
3«63 to 3-65 Added RJEA SYSTEM CONTROL MESSAGES section.
4-18 Added Type 08 to #l. ‘
Changed #7.
Added #8.
4-19 Added explanation of Type 08.
5-1 to 5-5 Added section entitled GENERATING THE NETWORK
CONTROLLER (RJE/NDLDCH).
3-17 Added *L0O input message explanation.
c |3/21/77 Additiomal 6,1 Updates

3-4 Added explanation on blank passwords

35  Added OUTPUT MESSAGE NO.2: "#END TRANSMISSION..'
3-6 to 3-9 Added OUTPUT MESSAGE No.3: "FILE file-name NOT
PRESENT.." Renumbered remaining messages

3-16 Added second paragraph to *ID INPUT MESSAGE
3-18 Added further explanatiom to *LO INPUT MESSAGE
3-19 Qualified *LO INPUT MESSAGE when used with
*PB INPUT MESSAGE ’
3-25 Added paragraph on invalid *QT INPUT MESSAGE
3-28 Qualified use of *LO INPUT MESSAGE with
*RS INPUT MESSAGE
3-29 Deleted *SB options (same as *PB options);
referenced *PB options
3=-30 Qualified use of *LO INPUT MESSAGE with
*SD INPUT MESSAGE
3-39 Message #2: Qualified method of termimating RJE
system
3=40 Message #4: Same as for Message #2
344 Message #l5: Same as for Message {2

=~
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SENERAL DESCRIPIION

This document provides a detailed description of the remote job
entry (RJE) host system for the 81306/8170C.

Remote job entry wutilizes data communications lines and remote
terminals to enable remote users to enter jobs for execution by a
central f(host) data processing systems The purpose of any RJE
system is to increase the availability and convenience of using a
central <(host) data processing system which 1is located some
distance from the point at which the input data is produced and
the output data is requireds.

A typical Burroughs RJE system is shown in Figure l.1l.
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Figure l.1 RJE System Configuration

The basic objectives of the HOST/RJE system are:

A.

B.

C.

De

The introduction of programs from a remote input device for
compilation and/or execution by the host systef.

The introduction of data decks from a remote input device
for processing by praograms resident at the host system.

Dispersing of data produced by the host system to the remote
devices.

Monitoring and controlling programs on the host system via a
remaote supervisory consodie. :
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QESIGN

Figure 2.1» beltowsr illustrates the Bl800/81700 Host RJE system in
functional bBlock forame The modules and their functional
interface will be discussed in detail.

B1800/B1700 CENTRAL SYSTEM TC35900
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Figure 2.1 B81800/8170C Host RJE (Functional B8lock Form)
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BESIGN O03JECTIVES

The design of the HOST RJE system provides for the fallowing:

Aa The BLlBOO/sB1700 system is compatible with Burroughs standard

data communications Lline discipline and message format
conventions defined by the RJE=A specificationss ‘

Be The B1800/B81700 systew maintains RJE cosmand Llanguage
compatibility with Burroughs large and medium systeas RJE.

C. The B1800/81700 RJE system is transparent to the user {i.ce.»
remote control <cards and MCP comwmands are a subset of the
B138G0/81l700 host control card and comamandss)

D A B67J0 compatible file security system is provideds

E. The RJE system supports up to sixteen concufrent users.
NETWORK CONTROLLER (NC)

The Network Controller (NC) 1is a Network Definition Language
(NDL) generated program whose prime function is to process and
supervise the flow of messages between the Central System and
Remote Satellite Systemss It performs the data coammunications
line discipline. The Network Controller handles the initiation
and completion of data cosmunication I/0 and services exception
conditions. Typicallys, B1890/81700 message flow is handled in
the following manner:

A, Upon receiving an error free message from a remote satellite
systems the NC will queue the message (via a "cueue file™)
for RJE/CONTROLLER.

Be RJEZCONTROLLER will read the wmessage from the queue and
grocess ite

C. n the output sider RIE/CONTROLLER queues MCP messages»
cutput datar etcer for the NC.

De Upon receiving the message from RJE/CONTROLLER, NC will
initiate the appropriate procedures to transmit the message
to the designated remote satellite systen.
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BJE/CONTROLLER

RJE/CONTROLLEFR is an MCS and is the heart of the 813800/81700 host
RJE systeme It can be thought of as the functional software
interface between the 81800/8170J operating system and the remote
satedldite systemr in that alld input and output inforgation passes
through ite Some of the more significant functions of

RJEZCONTROLLER are:
A, Log on and log off functions.

Be Receive jobs from remote satetiite éystels and schedule them
for eventual execution by the MCP.

C. Schedule the transfer of print and punch backup files to the
remots satellite systewms. '

De Handle system commands from resote satellite systems» either
passing them on to the MCP» or processing thee directly in
RJC ZCONTROLLER.

E. Handle the transfer of output messages from the MCP to the
appropriate remote satellite systems.

Fs Invoke the automatic CALLBACK festure after a remote user

has LOGGED OFF with jobs still running. This allows another
remote wuser to LOG ON and use the host processor while ths

jobs for the former remote user are coampleted. As soon as
the jobs for the former remote user are completedrs and a
dial out Lline becomes available» the former user s

automatically CALLED BACK and his output is transmitted to
hine. . .
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SECURIIY CONYENTIONS

A remote user has the ability to select names for files without
having to be aware of names used by other remote users and at the
same time has the ability to address host system site filese
Howevers for the host system to perfore litrary maintenance on
all types of files» all file names sust be unique.

Jo atlow remote users to be isolated from each other so far as
file name selection is concerned, and at the sawe time maintain a
systex of unique names to the central systems user identification
can be assigned by the data processing manager to each user of
the systenm. RIJE/CONTROLLER obtains this wuser identificatiaon
either by remote satellite log=on or by a special control card.

The activation of a remote satellite system is known as the
"log=on™ procedure. This "lag=~on"™ is accomplished by supplying
RJEZCONTROLLER with a valid usercode and password cowbination.
The user is referred to the section entitled "LOG-ON AND LOG-OFF
MESSAGES™ for information on the manner in which the user
identification wust be supplied.

The usercode» if any» obtained from the "log-cn™ procedure is the
default wusercode associated with job decks uwhich are read from
the remote réader and with such keyboard entries as "PD"™ entered
from the Remote Supervisory Console (RSC). Any USER control
cards contained in the job decks override this default wusercode
for the programs involved.

BEMOTE DECKS

ﬁecks acceptable from the remote card reader are the same as
decks ac¢ceptable at the central site with the exception that

binary <card decks are not allowed. Programs cannot read cards
directly from the remcte reader. ML card decks are spooled aoan
disk before a program c¢an read them. A{l decks must bpe

terminated by a "?END" card.
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For gocumentation of the card decks that are acceptabler the user

is referred to the Systems Software Operational Guider Foranm
Number 1768731,

GACKUPR FILE HANDLING

Backup files generated by RJE~initiated jobks are placed in a
special directory maintained by RJE/CONTROLLER.

The names of the backup files ares
<usercode> / # <integer> | # <usercode> / X <integer>

A "¥" is wused to indicate a oprinter backup file. The =1~
signifies a punch backup fite. .

REMDIE SUPERYISORY CONSOLE (KSC)

A remote operator/system interface s provided to enable the
oper ator to .control the jobs subsitted from the remote system.
This feature is provided through output and infput smessages via
the remote supervisory console (R5C).

CONTROL AND ERROR MESSAGES

CUTPUT MESSAGES

There are four basic types of RSC output messages: Llocal, log=-on
and Log=off» RJEs» and system messages. The foltowing paragraphs
discuss these message types.

LOCAL MESSAGES

Local messages are messages generated by the remote computer

pertaining to its own control and error handling. These include
*"reader hopper empty™, "printer out of paper®s "madem
transmission error”™» and other such messagess The format of

these messages 15 dependent upon the tyre of RJE satellite used
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and is described in the documentation for the satellite system.
- LUG=ON AND LDG-QFF MESSAGES

To empgloy RJE in a secured=terminal environsent (i.e.» one in
which every wuser of an RJE terminal is required to supply the
controller with acceptable usercodes and passwords) the following
procedure must te followed.

After establishing contact between the RJE terainal and the
B1800/B1700 (ty dialing=in» etc.)s RJIE/CONTROLLER will respond
With the following message for the RSC:2

fesss §1800/B1700 RJE HOST <time> <date> #USERCOCE.,

The RJE operator nmust then enter a valid usercode at the RSC or a
valid usercode password combination {separated by blanks or a
slash)e If only a usercode has been entereds RJEZCONTROLLER witdl
respond withs

#AND YCUR PASSWORD.

The correct response to this is a valid password entered at the
RSCe Blank passwords are accepted by the RJE system either by
entering a valid usercode foldlowed by a stash and no passwords, or
by entering a null message at the RSC when 3 password is
requested. The usercode and password are checked for validity.

If they are invalids then RJE/CONTROLLER will resgond with the
RSC message:

#SECURITY ERRORs ENTER USERCODE.
and the usercode must be re~entered. If the user identification
entered is found to be valids RJE/CONTROLLER will respond with
the following RSC message:

#<remote station name> LOGGED ON AT <time> <date>.

#SESSION <session number>.

The remote satellite system may now proceed with job introduction
and RSC activity.
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and is described in the documentation for the satellite system.
LUGZON AND LOG-QFF MESSAGES

To employ RJE in a secured-terminal environsent {(i.e.» one in
which every wuser of an RJE terminal is required to supply the
controller uwith acceptable usercodes and passwords) the following
proc edure must be followed.

After establishing contact between the RJE teraminal and the
B1806/81700 (ty dialing~in» etc.)s RJIE/CONTROLLER will respond
with the following message for the RSC: '

gesas 31800/81700 RJE HOST <time> <date> HUSERCOCE.

The RJE operator must then enter a valid usercode at the RSC or a
valid usercode password combination (separated by blanks or a
slash)s If only a usercode has been entereds RJEZCONTROLLER witl
respond withs

3AND YCUR PASSWORD.

The correct response to this is a valid gpassword entered at the
RSCe ~Blank passwords are accepted by the RJE system either by
entering a valid usercode followed by a3 slash and no passwords or
by entering a null message at the RSC when 3 password is
requested. The usercode and password are checked for validity.

If they are invalidr then RJE/JCONTROLLER will resgond with the
RSC message:

$SECURITY ERRORs ENTER USERCODE.

and the usercode must be re~entered. I1f the user identification

entered is found to be valids RJIE/CONTROLLER will respond with
the following RSC message: :

#<remote station name> LOGGED ON AT <time> <date>.
#SESSION <session number>.

The remote satellite system may now proceed with job introduction
and RSC activity.
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PUNCH

3e

4o

Se

FILE = SAVED =
PURGED

Originator: RJE/AUTDBACKU?

This message is sent whenever the transmission of 3 backup
file to the remote site is terwinated abnormally» such as
through a "*QT" pmessage or if the remote device receiving
the file goes douna

"#FILE <file-name> NOT PRESENT» NOT SENT."
Originator:® RJE/ZAUTOBACKUP

If a copy of RJEZAUTOBACKUP is requested to send a backup
file which 1is not ¢grresent on the system to a remote
satellite system» then this message will be sent to the RSC.
The most 1likely reason for this condition would te because
the file resides on a pack which is not on line at the host
at the time the request is issued. The remote satellite
systenm may request (via a 3P0 sessage to the host SPJ) that
the pack be mounted and readied after which the file may be
transmitted to the remote satellite system.

"#FILE <file-name> - EOF REACHED NO RECORDS PROCESSED.”
Originator: RJE/AUTOBACKUF

The KEY and RECORD options of the PB (PRINTER/PUNCH 8ACKUP)
and S8 (S1ITE BACKUP)  remcte input e®essages cause
RJIEZAUTOBACKUP to search a backup file according to the
parameters supplied in these options. Shouid RJE/ZAUTOBACKUP
scan an entire file without finding a match for the
parageters (i.ee» the range of records requested does not
exist in the fide named)» then this wmessage wWill be
transmitted to the RSC. The file will te saved at the host
systenm.

"FILE <fil ~name> LOCKED AS A DISK FILE."

Originator: RJE/CONTROLLER
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7a

This message is sent to the RSC whenever a remote card deck
has been dlocked on the host system as a disk filee. Any
remote card deck not directly associated with a remote job
will be locked as a disk file at the host cosputere.

"#FLUSHING CARD READER."

Originator: RJE/ZCONTROLLER

Several error conditions may initiate this message. Attt
incoming card decks to RJE/CONTROLLER nmust begin with
control <cardse. If the deck does not btegin with control
cards or there 1is an error in the deck itsel f»r
RJE/JCONTROLLER sends this wmessages If a remote sateltite
system atteapts to send card images before {o0g on is
cogspleter RJE/CONTROLLER sends this message to the RSC. Al
card images are discarded until the resote satelliite systemnm
is fully 4og9ged one

"S#INVALID CONTROL MESSAGE RECEIVED.™
Originator: RJE/CONTROLLER

The control  messages referred to in this error message are
Burroughs RJEA system control messages explained dlater in
this sections. Should @a message be received which is not
defined for the system» the above message will te sent to
the RSC. Alsos the type 9 control sessage may only be sent
impmediately after log on and prior toc any other input to the
host. If it is sent at any other tiser this message will be
sent to the RSC. '
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8. “RINV KEYIN®

10.

Originator: RJE/CONTROLLER

Aly RJE input messages have a specific formats, isCor an
asterisk as the first non-blank character and an appropriate
control stringe. If a message is received by RJE/ZHOST which
does not conform to the defined format» #INY KEYIN is
transmitted to the RSC. The incorrectly formatted message
is discarded and the c¢cperator must re~enter its» correcting
the error. ' :

=206 OFF IN PROCESS READER PURGED.™
Originator: RJE/Z/CONTROLLER

1f a remote operator logs off while receiving outpute remote
satellite system will rewxain on tine until completion of the
transmission. At this time» howevers no progras input will
be permitted. Should the operator attewpt to send a remote
card decks it will be discarded and this message sent to the
RSC» An 2L 0 message will return the remote satellite system
to its prior stater enabling the operator to enter jobs.

"#PACK <pack name> REQUIRED FOR USER <usercode>» RSN <RSN>.=
Originator: RJIE/CONTROLLER

It is possible to set up a usercode to automatically reqguire

a specific pack when 1Llog on occurse. I1f RJE/JCONTROLLER
determines that the necessary pack is not on Line» the above
sessage is sent to the RSC. The remote satellite systen
operator must then converse with the host system operator
{via the RSC) to decide if the pack should be Lloaded. Once
the pack is on tiner wWwork may begine If» however» the host

operator decides to override the pack requests the following
message wWwill be sent to the RSC.

“#PACK REOUEStED HAS BEEN OVERRIODEN TO SYSTEM DISK"
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11. "#P8 OR SB INVALID SYNTAX."
Originator: RJEZAUTOBACKUP
The text portion of an *PB or #»5B message is not scanned ¢ty
RJE/ZCONTROLLER btut passed to and scanned by RJEZAUTOBACKUP.
Should this text prove to be in efrrors then the above
nessage 1is sent to the RSC and the «PB or *58 discarded.
The operator at the remote satellite system must then
correct the error and re-~enter the message.
12. ™#QT7 IN PROCESS.”
Uriginator= RJE/ZCONTROLLER:
A QT entered.by the host operator will cause the RJE system
to Ltog off every active user. AL{ output ¥s saved and all
jobs which have been executed are allowed to complete.
Immediately after the QT message has been enteredr, a "#27 IN
PROCESS™ is sent to ail active users tefore their log off
process beginse. :
13. "#SAVE IN PROCESS.™

Originator:s RJE/CONTROLLER

An SY entered by the host operator will cause the  user
specified 1in the SY to be logged off. ALl output is saved
and all1 jobs are altowed to complete. Iamediately after the
SV  has been entered» the above message will be sent to the
RSC and the user logged off.
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SYSTEM QUIPUT MESSAGES

ALl other messages displayed at the RSC are generated by the MCP.
These messages have formats identical to these at the main system
and 1include replies generated in response ¢to system {input

nessages entered at the RSC. (See section entitled "SYSTEM INFUT
MESSAGES™.)

INPUT MESSAGES

There are two basic types of REC input messages: RJE input

messages and system input messages. The following paragraphs
discuss these message types.

BJE INBUT MESSAGES

RJE/CONTROLLER has been designed as an interface between the
remote satellite system and the MCP which services its K&SC
keyboard entriese. Complete transparency of this interface is
impossible since many RSC keyboard entries must be provided ¢tg
communicate directly with the RJE/CONTROLLER. Therefore», any RSC

input message beginning with the character ®#*" 1is handlea
directly by RJE/CONTROLLER.

These RJE input messages provide control cver the following areas
of RJE/ZCONTROLLER activity: session Log~off» debugging aidse
Autobackup routine activity, states of RJE terwinal run—-time
options» datacomm reconfigurations inter~terminal communication.
and environment interrogation.
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The available RJIE input messages are discussed in the following

paragraphs. The mnemonics of these keyboard entries are as
followus?

*BYE
*CL
®FM
oD
*LC
«L0
«PB
=P
*PH
*97
*RB
&R0
2R3
«58
«50
*SF
«50
*55
«TF
«TQ
L2V R
WM
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~« BYE INPUT MESSAGE (LOG-OFF)

Format: «BYE

The . *BYE input @®message causes the current session to te
terminated. Any active jobs initiated by the satellite system
are left active. If the satellite system is receiving a data
streams the stream Wwill be al lowad to complete. If the satellite
system is sending a job decks the card reader is cleared and the
deck is discardede. When transmitting over switched lines the
satellite system is disconnected. :

Example:

*BYE
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#CL INPUT MESSAGE (CLEAR UNIT)

-Format: =CL or »CLEAR

The «CL input message allows the rewmote operator to clear the
remote card reader. The host system will purge any progranm
currently being received from the satellite system and will
respond with the message “#CR CLEAR™.

Example:

«CL
=CLEAR
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*FM INPUT MESSAGE (RESPONSE T0O SPECIAL FORMS)

Format: +«FM <ynit mnemonic>

The *FM input message 1is a response to the "SPECIAL FORMS
REQUIRED™ message. The unit~mnemonic designates which unit is to
be assigned to the file« The message:

"#SPECIAL FORMS REQUIRED ON PRINT FILE = <file name>"
PUNCH

is displayed on the remote console printer and requires that an

*FM message be submitted by the regote operator before the file
can be transmitted.

Example:

«FM LP
«FM CP
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«I0 INPUT MES5SAGE (REMOTE SITE IDENTIFIER)

Format: »ID = <id message>

The *ID input message is to permit satellite systems to supply a
satellite system identifier to the host systeme. Some satellite
RJE implementations can send this message via a special control
message and will not need this message while some implementations
(eeger DC1000) must use this commande. The ID message may be up
to 17 non=blank characters in Lengthe.

This coamand will be accepted only after log on» and before any
action by the host for the user. It may te entered any number of
times if no other actions have occurred. If entered incorrectly,
an error message wWiil be sent and the cosmand must be re~enteredr
providing the original error did not produce an error condition
that has to be remedied firste.

Example:

*ID = 012345678
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*LC INPUT MESSAGE (LJOG COMMENT)

Format: »LC <text>

The *LC input message allows the repote operator to enter given
text in the system®s SPO log as an RJE/CONTROLLER message entry
associated with the current session number. The text s also
displayed on the host console printere. The RJE/CONTROLLE®
responds by displaying "#" on the remote console printer.

Examples

«LC MESSAGE SYSTEMS SPO LOG
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«L0 INPUT MESSAGE <LOG-ON)

Format: L0

The *L0 input message allows the resote cperstor to bypass the
LOG=ON requirement. The *«L0 message does not assign a usercode
or password to the satellite system. Thereforesr, each job entered
from the satelliite systew must have a usercode and/or password

control carde. This message is only valid at log=on time. I1f a
user logs on with this messagesr then input messages which require
knowledge of a remote site?s usercode Wwill be disabled. CiseCar

*PB» «58, ~PD» «5D», «RB» *RS).

Example:

»L0
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«PB INPUT MESSAGE (PRINTER/PUNCH BACKUP)

Formatvl) P8 J <job number> <option41 foption=2leee>
2) *PB S <session number> <option-1 [option=2l.ec.>
3) *PB <hackup number> <option=l [opticn=2)..e>
4) *P8 = <option~] [option=2)ee.>

The =*PB input message allows the satellite system operator to
initiate the transmission of a print or punch disk file ¢to the
satellite system. Format 1 transmits all backup files that were
created under the specified job number. Foreat 2 transmits all
backup files that were <created under the specified session
number. Format 3 transmits the backup file specified by the

backup number. Format & transmits all backup files that uwere
created under the usercode with which the satellite systen
LOGGED-ON. If a satellite system has bypassed the LOG-ON

procedure by using the *L0 ingut messager the *PB witl not be

accepted since the #«PB will apply only to files created under the
remote operator?'s usercode.

CPTION FUNCTION

COPIES integer .Causes RJE/ZAUTOBACKUP to produce integer
‘ copies of the specified btackup file. One copy
is the default §if this option is not

specifieds

DOUBLE Causes RJE/AUTOBACKUP to double-space the
entire printer Listing» ocverriding any
carriage control specified in the tackup file.

KEY Altows specification of a range of records to
be printed or punched. A detailed description
of the syntax is given below. ALl records in
the file will be printed or punched if ¢this
option is omitted.

LABELCS) Allows the remote operator the ability g
request the labels of all btackug files to be
printed on. the remote printer. This option is
the only option that cannot have any other
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option associated with ite.

RECORD range Allows specification ¢f a3 range of records to
be printed or puncheds. Output will begin with
the physical record specified by integer—l
(the first record in the backup file is record
number 1) and continues until the physical
record specified by integer=2. if integer =2
is omitted» end-of-file is assumed as the
terminator. All records in the file are
printed or punched if this option is omitteds.

SAVE Causes RJE/AUTOBACKUP to leave the backup file
on disk when the file is closed. The file
will be removed frow disk if this option is

omitted.
SINGLE Causes RJE/AUTOBACKUP to single=-space the

entire printer Listing, overriding any
carriage control specified in the backup file.

The complete syntax for the KEY option is:

KRR EABERMARRERAREERARAE AN KA A RAAE R AR RN AL AN AR AR NI kb b AR K

* compiler—-name RANGE string=1 string=2 «
* KEY »
* . integer=!l integer=2 EQUAL string=3 &

t R AR R LRSI R LSRR RE R RlRLES SRR R R R SRR R R R

Use of the KEY option allows specification of a range of records
to be printed or punched according to informaticn within the
records themsedves (eege a sequence number). The portion of
each record to be compared may be specifiedr as well as the
information that wiil start and stop the cutpute.

Integer=1 specifies the column number of the subfield to be wused
for the compare arguments and integer=2 specifies the lengthe.
Integer=2 aust be greater than zero and less than ten. The
compiler-name option causes automatic generation of the proper
column number and length pair that corresponds to the sequence
field of ¢the output Listing produced by the specified compiler.
The permissible compiler-names that can be used are BASIC, CUBAOL»
FORTRAN» MIL» NOL» RPG», S5DL» DASDL and UPL.
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The RANGE and EQUAL parameters specify the argument to which the
subfield in each record is to be cosparedr and the action to be

taken when a "true™ comparison is detecteds. The strings can be
either an integer or an alphanumeric Lliteral enclosed within
quote wmarks. - When the compariscn argusents are of different

lengthss an integer string is left=truncated or left zero-filled
to the same length as the subfield’ an alphanumeric literal is

right-truncated or right space~filled to the same Llength as the
subf ield.

[f EQUAL is specified» printing and pundhing will begin when an
exact comparison has been made between the subfield and string=3»
and will continue until end=of~file is reached.

If RANGE is specifieds printing or punching will begin when an
exact comparison has been made between the subfield and string-1.
The " printing and punching continues until anm exact comparison is
made between the subfield and string=2, or until end=of-file is
reachedr» whichever occurs firste

If string~l is equal to string=2» the entire backup file will be
searched. Every record in which the designated subfield matches
string=1 is printed or punched.

Since the specified comparisons require an exact nmatch betueen

the string and the subfield» no sequential ordering of the tackup
file is necessary.

NOTE s If both the RECORD option and the KEY option are

specified in the same statements: the comparisons
specified by the KEY option will be made only within the
range of records specified by the RECORD option.

Examples:

*PB J 125

*PB 5 17

*P8 4 RECORD 5

«PB = COPIES & RECORD S5

#PB 3 KEY CO30L RANGE 123 567
*PB 2 KEY 7 6 EQUAL "ABC”

«P8 53 RECORD 1 100 DOUBLE SAVE
«P8 = LABELS
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«PD INPUT MESSAGE (PRINT DIRECTORY)
Format 1) +PD J <job number>

2) #PD S <session number>

3) #P0D <backup number>

.The *PD input message allows the satetlite system operator to

interrogate the host system®s output file directory for files
entered under the usercode with which he logged on. If no files

are found to match the PD as enteredr the following message is
displayed at the RSC.

"#F ILECS) NOT ON DISK"™

This message is also displayed if the satellite system operator
bypassed the 4o0g on procedure by using the #L0 input @messagee.
For every file that is founde the message

"#PD = <file name>

is displayed at the RSC and at the end of the 1listing of files
the message below is displayed.

"#END PD"

Example:

*PD J 495
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«PH INPUT MESSAGE (CURRENT PHONE NUMBER)

Format: «PH

This command will inform the operator of the current phone
numbere. '

Example:

«PH.
PHONE NUMBER IS5 964-3019

Format: «PH = <phone-number>

This command aliouws the phone nusber to be entered or changed.
The phone number is requested when the CALLBACK option is set and
is used for automatically re-establishing connection to a remote
user after he has Logged off in order to transmit his outpute. A
<phone~number > can be up to 20 characters including dashes ("-")
for time separators (c.f. NDL "PHONE = <TEXT>"). The phone
number entered will be echoed back for verification.

Example:

*PH = 1-805-964=6881-412
PHONE NUMBER IS 1-805-964-6881=412
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«QT INPUT MESSAGE (QUIT TRANSMITTING)

LR L L N L XL L L XL X X N X X L R LN ENT ET WL YL FZT]

Format: =QT <unit~mnemonic> <option>

The #QT input message allouws the remote operator to control
printing and punching of backup files. The <unit-snemonic> must
be a lineg printer (LP) or card punch (CP). Options can be wused
to control the output and action taken by AUTOBACKUP. A detailed
description of these options follows:

Option Function

+ <integer> Causes RJEZJAUTOBACKUP to skip forward the
number of records specified by the integer
and continue transmission of the print or
punch file. ‘

- <integer> Causes RJIEZAUTOBACKUP to skip backward the
. nurber of records specified by the integer
and continue transeission of the print or

punch file. :

COPLES Causes HRJE/AUTOBACKUP to interrogate the

number of copies left to be transmitted and

displays the message on the remote console
printer.

PURGE ‘ Causes RJE/Z/AUTOBACKUP tao stop transmitting

the current backup file and remove the backup
file from disk.

SINGLE Causes RJEZAUTOBACKLP to override any
carriage control information in the backup
file and replace the carriage control

information with a single space carriage
control character.

WHERE Causes RJEZAUTOBACKUP to display on the
remote console the - number of records
transaitted so fare.

"If no copy of RJE/ZAUTOBACKUP is active when this command s
entereds an error message will be generated informing the user
that the command is invalid in that context.
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#RB INPUT MESSAGE (REMOVE REMOTE BACKUP ENTRY)
Format 1) &RE J <job number>

2) =RB S <session number>

3) «RB <backup number>
The *RB input message allows the satellite systém operator to
interrogate the host system®s output file directory and remove
entries from both the directory and the systenmeo If no files are
found under the format entered or if the satellite systen

oper ator logged on via the *L0O input messages then the following
message is displayed is the RSC.

"#F ILE <file name> NOT ON DISK#

For every file that is found and removed the following message is
displayed at the RSC.

"4F ILE <file name> REMOVED™

Example:

*RB S 1001
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«R0 INPUT MESSAGE (RESET OPTION)

L L PR REEFEFELEEREEYX ERE XL X EFFE LT X

Format: «R0O <option~name>

The «R0O input message allows the remote operator to reset the
options used by RJE/CONTROLLER, RIJEZCONTROLLER replies with the
veri fication that the optiocn has been reset after each «RD
message. JThe reply format is:

<option=name>=0
If the option name specified is illegal, RJIEZCONTROLLER responds
withs '

#INV KEYIN.
Refer to the documentation on *5S0 for a description of the
<opt ion name>e.
Exanplei

*R0 CALLBACK
CALLBACK=0
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*RS INPUT MESSAGE {(REMOVE SITE BACKUP ENTRY)

Format 1) +«RS J <job number>
2) +*RS S <session number>

3) *RS <backup number >

) *RS <{usercode)>

The #RS input message allows the satellite system operator to
interrogate the host system®s output file directory and to remove
files from both the directory and the systewme. The first search
is for the USERCODE, PASSWORD and SITE ID of the satellite
systems When a match has been found for all three of theser the
search will then be initiated for the specification entered by
the *RS message. If no site id was entered at Llog on by the
satellite system operator» or if a *LO0 was used to log on» or if
no files were found matching the parameters given» the following
message is sent to the RSC..

“#FILE(S) NOT ON DISK"™
For every file that is found and removed the message below is
displayed at the RS5C.

"#F ILE <fide name> REMOVED"®

Example:

*RS (USER)
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*SB INPUT MESSAGE (SITE BACKUP)

Format 1) «SB8 J <job number> <obtion'l [loption=2lees>
2) #5358 S5 <session nuwmber> <option~1 l[option~23...>
3) «# 538 <backup number> <option=1l foption=2l.c.>
&) «S8 <(usercode)> <option*l [option=2leee>

5) *SB = <option-l {option-2l...>

The =SB input message allows the remote operator to print or
punch files at the satellite systesm site. This command can
initiate the printing of any file entered under the usercodes
password and site~id of the remote user regardless of which
actual usercode created the file.

Format 1 Prints or punches all bhackup files that were created
i under the specified job number.

Format 2 Prints or punches all backup files that were created
~under the specified session nusber.

Format 3 Prints or punches the backur files specified by the
backup number.

Format 4 Prints or punches all backup files created under the
specified usercode; the parentheses are required.

Format 5 Prints or punches all backup files created by
RJE/CONTRIOLLER.

Options:

Various options allowed by the «58 INPUT MESSAGE are the same as
the +*PB optionse. See *xPB INPUT MESSAGE (PRINTER/PUNCH BACKUP).,
Sectian 3.
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*SD INPUT MESSAGE (PRINT SITE DIRECTORY)
Format 1) +50'J <job number>

2) #5350 5 <session number>

3) =50 <backup number>

4) =50 <{usercode)>

The *SD input message allows the satellite system operator to
interrogate the host systes?s output file directory for files
which were entered under the usercode» password and site id
specified and which wmatch one of the above formatse. If no
user code or site id swas entered at log on» or if a »L0 was wused
to log on» or if no files were found in the directorys, the
ress age below is displayed at the RSC.

naF ILECS) NOT ON DISK®
For every file that is found matching ¢the specificationse the
follosing message is displayed at the RSC.

~fSD = <«<file nahe>

At the end of the listing of files» a final message is printed.

"#END SD7

Example:

*SD J 512
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*SF INPUT MESSAGE (SET FACTOR)

Format: »SF <integer>

The *SF input message allows the remote operator to specify the
max numbers of characters per transsission blaocke. The idinitial
default buffer size is 402 (number of characters betwsen STX and
ETX) s The integer must fall between 135 and 402 inclusive.

Example:

*«SF 200
BLOCKING FACTOR=200
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#S0 INPUT MESSAGE (SET DPTION)

Format: 50 <option~name>

The S0 input message allous the remote operator to set the
options used by RJE/CONTROLLER. RJEZ/CONTROLLER replies with the
verification that the option has been set after each «50 message.
The reply format is:

<option=name>=1

1f the option name specified is illegalr RJE/ZCONTROLLER responds
with

FINV KEYIN.

The three run~time remote terminal options are as follows:

Option Function

- ap = an o= - e e W A emws =

AUTOPRINT When this opticn is set» alt print files are
automatically transmitted to the satellite system
- as soon as the job has been completed» without

intervention by the resote operator. '

AUTOPUNCH When this option is set, all punch files are
automatically transmitted to the satellite system
as soon as the job has been completedr, without
intervention by the remote operator.

CALLBACK - ¥When this option i5 sets and a remote wuser logs
' off wmith jobs activer <connection is automatically
re~established ugon completion of these jobs using
the phone nuwber supplied by the *PH message.
Qutput is5 then transsitted to the remote user.
The Lline is avajlable for other users during the

time between the Llog off and the reconnection.

Example:

S0 AUTOPRINT
AUTOPRINT =1
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*S5 INPUT MESSAGE (SEND SPD MESSAGE)

Format 1) *55 <text>
2) #{USERCODE) 55 <text>

3 *#<RSN>SS <text>

The »S5S input message atiows the rewote operator to send console
printer messages to the host system of to another satellite
syster that is logged=on. Format 1 results in the text portion
of the message being displayed on the hast conscle printer.
Format 2 results in the text portion of the aessage being
displayed on any satellite system console printer that
corresponds to the given user code. Format 3 results in the text
portion of the m®message being displayed on the satellite systenm
console printer that corresponds to the given Resmote Station
Number (RSN).

/ . -
NOTE: RSN is calculated from the LSN received fros NDL Handler.
The caicuia:ion is LSN/&4+1,

e

If the satelliite system is not currently log9ged=~onrs
RJE/CONTROLLER will respond with the following sessages

PINY KEYIN.

Successful communication is indicated when RJE/CONTROLLER
responds with "#". When using forsat 2» the parentheses are
required.

Example:

#§S WHAT TIME IS5 IT
!

«(A) S5 WHO ARE YOQU
1

*16 5SS WHO ARE YOU -
L)
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«TF INPUT MESSAGE (TEST BLOCKING FACTOR)

LR A W N R N WL N R L L LR ELEREELREEELDLREERZYXEXLR)

Format: «TF

The +»TF input message allows the resote operator to interrogate
the current setting of the blocking factor. (See "#SF",.)
Example:

«TF
BELOCKING FACTOR=402



_ 3=34
BURROUGHS CORPORATION COMPANY COUNFIDENTIAL

COMPUTER SYSTEMS GROUP B81800/817C0 HOST/RJE SYSTEM
SANTA BARBARA PLANT ' Pe S5« 2219 0136 (£)

«TO INPUT MESSAGE (DISPLAY OPTIONS)

Format 1) «TQ

2) =»T0 <option=nawme>

The #T0 input message allows the rerote operator to interrogate
the status of its remote options. Option 2 witd only interrogate
the status of <option=name> (Cefe «S0 1, thus selectively
reducing the typed output.

Example:

3
AUTOPRINT=1
AUTOPUNCH=0
CALLBACK=1

#=TO0 CALLBACK
CALLBACK=(
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«US INPUT MESSAGE (USERS ON~L INE)

LERE L EREEELE L ELE EE LR L X LN LK T N EE X J

Format: =US

The *US input wmessage allows the resote operator to obtain a tist
of every remote satellite systew in the network by Remote Station
Number (RSN).

Example:s

*US



%
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«WM INPUT MESSAGE (DISPLAY CURRENT RJEZCONTROLLER)

Format: LR

The *WM input message allcuws the rerote ofperator tc recuest the
compile date and time of RJE/CONTROLLER.
Example:

2,
RJE/CONTROLLER COMPILED ON 28 JUL B8O AT 17:12:59.4
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YSTEM INPUY MESSAGES

All RSC input messages that are not prefixed uwith an ™*" are sent
ta the MCP in the manner in which they are keyed-ine. The MCP
then generates appropriate responses uhich are sent to the RSC.
Every attempt has been .made to make the RSC as simitar as
possible to the central system SPD; howevers secur ity
restrictions have imposed certain constraints on RSC keyboard
entries. Also» certain keyboard entries such as those which
alter central system options or purge or clear central systenm
peripherals have been disaliowed when entered at an RSC. The
tegal system input messages are indicated below:

ADD AP AT AX B8F CO CH €O CP CU DA DB OF

DM oP DS DY END EX FN FR Fs FW GO GT HN

H3 HW IL LD LO LP LS MH MO NP MR MX NT

- - - - - .

oF oK oL ou PD PM PP PR Ps PY QF QP au

RE RE RF  RM RS RX sP ST SH LY 4 1D TI TS

uL us WD WM LR WT Wy 20

All the underlined SPO0 <cosmands regquire a valid usércode and

passworde It is possible for a remote user to copy or backup his
files using SYSTEM/COPY constructss i.e.s COPY» ADD» COMPARE.

Job related system input messages wsay refer only to jobs
initiated by the terminal where the keyboard entry is entered.

HOST SYSYEM CONSOLE MESSAGES

to assist the host B1800/8170C RJE cperator, RJE Hcst provides
console inpukt and output messagese. With theser» the operator has
the ability to interrogate and control the 8180G6/8B1700 Host KJC

rack age. The current Host RJE output and input messages are
discussed in tho following sections.
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RJE HOSY SYSTEM QUTPUT ERROR MESSAGES

The meaning of most of the host system console output messages
displayed by RJE Host is either self-evident or explained
elsewhere in this document. However» some unsolicited messages
are indicative of an error within the RJE system which way either
require some intervention by the host system operator or inform
the  operator of some ainor malfunction within the RJE Host
systefms These messages and their definitions are discussed in
the following paragraphses

1. "#CONTROL RECORD OUT OF RANGE.™
Originator:s RJE/ZAUTOBACKUP

This wmessage generally does not occur within a normal
aperating environmente. It indicates the receipt by
RJE/ZAUTOBACKUP of an incorrectly formatted nressage from
RJE/CONTROLLER. This error is not seriouss’ the prograns
will continues « :

2e "#END TASK RECORD OUT OF SEQUENCE.”"

Originator: RJEZAUTOBACKUP

This wessage should not be encountered within a normal
operating environmente. It is displayed when RJE/ZAUTOBACKUP
receives a wmessage from RJIEZCONTROLLER ocut of proper
sequence. The programs sill recovers howevers should this
or any other error message be received with great frequencys
the RJE system should be terminated {(e<.ger by the &T or ST
tocal SPC messages» or by <mix>0S er <aix>DP).

3. "RERROR OCCURRED WHILE ATTEMPTING TO INITIALIZE USERCOCE
FILE." ' '

Originator: RJE/CONTROLLER

After executions RJIE/CONTROLLER idnitializes the system's
usercode/password file via a copuqnicate with the MCP. If
an error is encountered during this procedurer
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4.

Se

6.

7.

RJE/CONTROLLER displays this message and terminates. The

error must be corrected before the program can be executed
againe

"#FILE RECORD OUT OF SEQUENCE."
Originator: RJE/AUTDBACKUP_

This message shouldld not be encountered under normal running
conditions. It indicates that RJEZAUTOBACKUP received a
sessage from RJE/CONTROLLER that was out of proper sequence.

All programs will continue. No operator intervention is
necessary unless RJEZAUTOBACKUP generates error messages

frequently. If this occurss the RJE system should be

terminated <{(eegs>» by the QT or ST local messagess or by
<mix>DS or <mix>DP).

"EFILE T"RJE/MNESSAGES™ NOT FDOND."
Originator: RJE/CONTROLLER

After execution» RJEZCONTROLLER opens a random disk file
named “RJE/MESSAGES" which contains all output messages for
RJE/CONTROLLER. If this file cannot be founds this message
is displayed and RJEZCONTROLLER terminatese. 1f
RJE/CONTROLLER resides on a wuser pack instead of systen
disks» RJE/MESSAGES must also reside on the user packe.

"#INVALID MESSAGE RECEIVED".

Originator: RJE/AUTO&ACKUP

As with alil other error messages frcm RJEZJAUTOBACKUP» this
message should not be encountered. It indicates that

RJE/ZAUTOBACKUP has received an unreccgnizable message from

RJE/CONTROLLER. The programs will recover.

“R#INV KEYIN".
Originator: RJE/ZCONTROLLER or RJE/ZAUTOBACKUP

This message is displayed by either progras ir response to
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8a

10.

il.

the entry of an invalid operator input message.

"#.0SS OF DATA SET READY ON LINE <line nuﬁber>"-

Originator: NETWORK CONTROLLER

This wmessage 1is cause¢ by a hardware malfunction. It
notifies the host system operator that the data set on the
tine specified has dropped data set readys This condition

is not fatal to the user currently Loggec on that line as no
cutput wild be losta. Al fides witl be saved and all jobs
Will complete. The data set should be checked before the
user Logs on again.

"ENESSAGE RECEIVED FOR NON ACTIVE STATION".
Originator: RJE/CONTROLLER

This message is displayed by RJEZCONTROLLER when a message
is received from the MCP where the session nusber of the
gessage does not match any session numbter currently active
in the system. The message is discardecd and RJE/ZCONTROLLER
continuese. : ,

"#PACK <pack name> REQUIRED FOR UESER <(usercode)>' RSN
<RSN>".

Griginator: RJE/CONTROLLER

Following the successful Log on of a wuser wWwhose wusercode
requires a pack» this message - is displayed at the host
systema The host systew gperator should converse with the
remote satellite system operator to determine if the pack
named should be loaded on the systen. If it is decided to
use system disk instead of the user packr» an OV should be
entered at the host systems« This overrides the pack request
and sends all jobs to system diske I1f a job is entered
before the user pack is on Line or the OV entereds that job
wildl go to system disk automatically.

"#PB OR SB INVALID SYNTAX™

Originator: RJE/AUTOBACKUP
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12.

13.

This message is displayec ty RJEZAUTOBACKUP when an RT local
input message entered by RJE/CONTROLLER contains erronsous
texte When this error occurse no files are transmitted to
the remote satellite system. The host system operator
should correct and re=enter the messages

"#RECORD RECEIVED FOR NON ﬁCTIVE Jos~
Originator: RJE/CONTRULLER

RJE/CONTROLLER receives MCP sessages which reference toth
users and jobs. If a message is received where the wuser
referenced is active but the jcb specified is not currently
running under that users» this ®essage is displayede The MCP
message is discarded and RJE/CONTROLLER continuese.

"YRETRIES UP ON LINE <line number>"
Originator: NETWORK CONTROLLER

This message is displayed by the Network Controllier when the
message it is trying to send on the Line specified is not
being acknowledged and the retry count is exhausted. The
host system operator may let the Network Controller continue
to send to the remote satellite syste® or it wmay instruct
the Network Controller to discard the message via an RE
tocal input message.
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14. "#TASK RECORD OUT OF SEQUENCE"™

15.

16.

riginator: RJEZAUTOBACKUP

This wmessage should not be encountered under normai running

conditionse. It indicates that the wmessage received by
RJE/ZAUTOEBACKUP fron RJE/CONTROLLER is out of gproper
sequencee. The programs wWwill continue to run. No operator

intervention is necessary unless this message is frequently
displayede.
"#USER RECORD OQUY OF SEQUENCE"

Uriginator: RJE/AUTDBACKUP

This is another of the RJEZAUTOBACKUP smessages which should

not be encountered in a normal running environment. It
indicates that RJE/Z/CONTROLLER has sent RJEZAUTOBACKUP 2
message which 1is out of proper secuencee The prograes

continue and the operator should intervene only if this or
sose other RJE/ZAUTOBACKUP nmessage is frequent enough to
warrant terminating the RJE system (esGe» by the QT or ST
focal SP0O messagess» or by <mix>DS or <gix>DP).

"#WARNING: OIRECTORY NEARLY FULL"™
Originator: RJE/CONTROLLER

The output file directory used by the RJE/JCONTROLLER is a.
Large disk file (10,000 records) whichs under even the most
extreme conditions» should never be fillede Should the file
ever be nearly fudl (less than 50 records remaining), then
the above message is displayed whenever a record is added to
the file. If this situation occurs, the directory should te
purged of entries which are not needed.
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17. “#WARNING: WORKFILE NEARLY FULL"

18,

19.
20.

2l.

Originator: RJE/CONTROLLER

The workfite used by the RJE/CONTROLLER is a large disk file

. €102000 records) whiche under even the most extreme

conditionss should never be filled. If the file is close to
being fiilled» then the above message will be displayed
whenever a record is added to the file. If this situation
occurss active users should be logged off until the workfile
stabilizes with the coapletion of their remote jobs.

"WARNING: CONTROL CARD FIELD TRUNCATION"™

Originator: RJE/ZCONTROLLER

Columns 73-80 of the control cards from a remote station are
tlacked outs comments (starting uwith *"%I") are Tremoved andg
trailing blanks are ignored. = The rewaining data is then
packed into a 2000 byte areas If this 2000 byte area is
filled adll further control information 1is ignored and
RJE/CONTROLLER sends the above message to the remote
station.: ' : :

"H#INVALID LSN FROM STATION STATUS"®

"#ILLEGAL TERMINAL TYPE"

"H#INCONSISTENCY BETWEEN LSN*S OF RSN"

These three wmessages {(19» 2G» and 21) are criginated by

RJE/CONTROLLER and indicate possible hardware salfunction.

An automatic DUNP is produced tc assist in locating the
problen. .
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EJE HOST SYSYEM QPERATOR INPUT MESSAGES

The host system operator may interrogate and control

RJE/CONTROLLER wvia host system input messagess These messages
are free form with no embedded blanks allowed within tokens.
They are defined by a unique two character snemonic which nust be
the first non-blank series of characters in the messages

RJE/CONTROLLER always acknowledges host system input messagese
If the message was entered correctlys a pound sign "#" will be
displayed or a detailed response to the comeand. If an invalid
message is entered the following is displayed.

"S$INV KEYIN"

The current RJE host input messages are discussed in the
following section.
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AP HOST SYSTEM INPUT MESSAGE CAUTOPRINTS RUNNING)

LA L LR N RE FLELELDLREYLEELNEELET EENXERELRLNE R N NXLEEREFEREEREZYTRER X

Format: AP <number>
AP

The AP input message permits the host systes cperator taoa control
the number of copies of RJEZAUTOBACKUP which may run
simultaneously. The number sugplied must be between 1 and 1€

inclusive. If the number entered is greater than the current
setting» RJE/ZCONTROLLER will search for a user which sight need a

copy of RJE/ZAUTOBACKUP and execute a copy for that usera.
RJEZCONTROLLER will respond with the foltpuing REesS5age.

"iNUMBER OF CGPIES SET T0 "<number>"
If no number is supplied, RJEICONTRBLLER'uili display the current
number of autoprints which may run at one time.

Examples

AP S
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OV HOST SYSTEM INPUT MESSAGE (OVERRIDE PACK)

Format: OV <RSN>

Fellowing the successful log on of a resote user who requires a
pack or cartridge not currently on lines the following message is
displayed at both the RSC and the host system SFPi.

"fPACK <pack name> REQUIRED FOR USER <(usercode)>s, RSN <RSN>"

Should it not be convenient or desirable to put the user pack on
Line» the host system operator may é&nter an CV message. This
will force all jobs for that user to run on systes diske 1f 3
job requiring an absent pack is executed» the MCP witl
automatically send that job to system diske If the host systens
operator overcrides the pack requests the following message is
sent to the RSC.

"APACK REQUESTED HAS BEEN OVERRIDEN TO SYSTEM DISK"
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€T HOSY SYSTEM INPUT NESSAGE {QUIT RUNNING)

Format: QT

This input message allows the host systee coperator to halt the

RJE systew in an orderly manner. Ml remote satellite systems
which are logged on but have no active jcbs and are receiving no
output will ismediately be logged off. All other wusers will

continue until the current ogutput task has been completed. These
users will then be logged offe. ALl remcte jcbs will be allowed

to conplete before RJE/CONTROLLER goes to EDJ.
The QT message must oe entered twice. After the first entrys, the
following message is displayede.

"¥#PLEASE RE-ENTER "QT" MESSAGE"™

The actual 9T begins after the operator enters the second QT.

Examples

Qr
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RE HOST SYSTEM INPUT MESSAGE C(RETRY)

Format: RE <line #>

This input message is directed to the Network Controller. 1If the
Network Controller exhausts the retey count for a message on 2
certain line» it will display the following message.

"SRETRIES UP ON LINE <line number>"
The Network Controller continues to transwmit the message until
the host system operator enters "RE <line #> " to RJE/CONTROLLER.
RJEZ/CONTROLLER queues a wessage for the Network Controller
cauysing it to discard the message when retries are upe.

Example:

RE 1
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RT HOSTS SYSTEM INPUT MESSAGE (ROUTE FILE)

R L B K R K N E L R E T X N X N N LN F I I E N N T XX XEY R

Format 1) RT ALL <file name> ([<text>]
2) RT <RSN> <file name> [<text>]

3) RT <{usercode)> <file nage> [(<text>]

The RT ingut message allows the host system operator to route
backup files to specific remote satellite systems. The "ALL"™
format will route a <copy of the specified file to every user
currently logged on. The <RSN> forrat will route the file to the
RSN specified if a wvalid user is logged on at that RSN. The
<(usercode)> format will cause the host system to send the file
to adl users logged on under the given usercode.

fo send a filer a copyvof RJEZAUTOBACKLUP must be availaktte for
every user or RJE/CONTROLLER witl try to schedule a copy of
RJEZAUTOBACKUP for the user and display the following message.

"H¥PLEASE RE-ENTER “RT™ MESSAGE FOR RSN m<RSN>" AT A LATER TIME"

The file name entered must -conform to RJE'hackup file naminyg
conventions for the message toc be valids An example is shoun:

L<pack id>l/<multi’file'id>/<*#" or "Z"><hbackup number>

The <aulti=-file=id> need not be a usercoder buf may be any
character field of ten characters or 1lesse.

The file will always be saved at the host system regardless of
the format used to enter the message. The text field in the
above formats 1is identical to the text field in the "#PB"™ anc¢
"458" remote input messagese. If a copy of RJE/ZAUTOBACKU? is
available» the RT will be queued for the remote satellite systenm
user and the following wessage sent the the user's RSC.

“#P8 SCHEOQULED BY LOCAL OPERATOR"
Example:

RT (USERA) PACK/(USERA)/#645 COPIES 2 SINGLE
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RY HOST SYSTEM INPUT MESSAGE (READY LINE)

Y WS S R G UE R T WP B R R N R R A SR SR AR R b WS NG N W ) WM GD NN 4D WD O W W W

Format: RY <RSN>

The command causes the RJE system to ready the RSN specified in
the statement. The command negates the action of the 5V messagee.

Example:s

RY 1
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SE HOST SYSTENM INPUT MESSAGE (SEYT LOCAL LOG ON OPTION)

Format: SE

The SE input message wWwill cause a vessage to be displayed at the
haost system console whenever a new wuser logs on or off the
systemse.

»#USERCODE “<usercode>™ LOGGED ON AT RSN "<RSN>"»
SESSION "<session>™

"RUSERCODE *"<usercode>"™ LOGGED DFF AT RSN ™<RSN>",
SESSION "<session>"

" SUSERCODE "<usercode>", RSN "<RSN>", SESSION "<session>™»
LOGGED. OFF J0BS ACTIVE"™

This option is either set or reset shen SE is enteredr depending
on the current setting of the option within RJE/CONTROLLER. This
option may be set  permanently by modifying SW1 toc 2 non-zero
value or by setting "SW1=1" either at execution time or whenever
RJE/CONTROLLER is executed. The SE command may still be used as
usual.

Example:

SE
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5SS HOST SYSTEM INPUT MESSAGE (SEND SPO MESSAGE)
Format 1) S5 <text>
2) <Cusercode)> S5 <text>

3)  <RSN> 5S <text>

The S5 input message is used to route messages from the host
systea console to the remote RSC. Format 1 will route the text
of the message to all wusers which are currently Llogged one.
Format 2 will route the message to all users currently logged on
under the specified usercode.  The third format will only route
the Eessage toc the user at the specified RS5N.

Example:

CUSERA) SS HELLO FROM SPO
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ST HOST SYSTEM INPUT MESSAGE (STOP RUNNING)

Formats ST

The ST host system input message will bring the entire RJE system
to an iamediate halte. ALl frcecgrams running at the time will halt
and all output uill be lost. T

q—

The ST message must be entered twicee The systes resfonds to the
first entry uith this message:

"NPLEASE RE-ENTER " ST™ MESSAGE"™

The actuél ST begins only after . the second consecutive ST s
enterede.

Example:

ST
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SV HOST SYSTEM INPUT MESSAGE (SAVE RSN)

Format: SV <RSN>

The SV message allows the host system operataor to save the RSN
specifieds (isge» to Log off the current user). The command is
valid only if the RSN is active. Al4 jobs will complete and all
output will be saved. This message has the same effect as a
"BYE™ entered from the user?®s RSC. '

Example:

Sv 1
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WH HOST SYSTENM INPUT MESSAGE (WHERE ARE USERS)
Format 1) WH

2)  WH <RSN>

With this messager» the host system operator can obtain a lList of
every remote satellite system in the network by usercode and
remote station number (RSN). If the first format is usedrs the
following message is displayed for every wuser currently Llogged
ONs»

~$USERCODE "<Cusercode)>” AT RSN <RSN>™
When the second format is usedr» the above message is displayed
only for the active user currently logged on at that RSN. 1f no

users are found» RJE/CONTROLLER displays the following:

“4NO USERS LOGGED ON"

Example:

WH
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WM HOST SYSTEM INPUT MESSAGE (DISPLAY CURRENT RJE/CONTROLLER)

X F TR R Y LN PEEFEFPEYIEERETLEY EYREL N L EE EX PR L EE LN EE E R B E R LY X 2 T ]

Format: WM

The WM message allows the host systes operator to recuest the
compile date and time of RJE/CONTROLLER. The response is shown
below:

"RJE/CONTROLLER COMPILED ON <date> AT <time>"

Example:

WM
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RJE/AUTOBACKUE HOST SYSYEM QPERATOR JINPUT KESSAGES

The fotlowing two messages smay be entered to RJEJAUTCBACKUP. If

an invalid wessage is received by RJE/AUTOBACKUP» the response is
as shown below:

"#INV KEYIN"

STATUS HOST SYS IE_ INPUT MESSAGE
Format: STATUS

This messages allows the host system operator to recuest the
current status of RJE/ZAUTOBACKUP. It will respond with the
following:

"PUSERCODE = <usercode>”
"IRSN = <RSN>"

"JLSN = <LSN>"
"HSESSION = <session>”

DEBLE



3=5¢

BURROUGHS CORPORATION ’ COMPANY CONFIDENTIAL
COMPUTER SYSTEMS GROUP B1800/81700 HOST/RJE SYSTEMH
SANTA BARBARA PLANT P. Se 2219 2136 (E)

3I0F HOSJ SYSTEM INPUT MESSAGE

Format: STQOP

The purpose of this message is to halt RJE/AUTOBACKUP. It must
be entered twice to achieve this. The first entry causes this
response from RJE/AUTOBACKUP. '

"#PLEASE RE-ENTER "STOP" MESSAGE"

Following the re=entry of the STOP messages RJIEZJAUTOBACKUP will
terminate.



3=-59

BURROUGHS CCRPORATION COMPANY CONFIDENTIAL
COMPUTER SYSTEMS GROUP B1800/B1700 HOST/RJE SYSTEM
SANTA BARBARA PLANT Pe Se 2219 02136 (E)

BJEA SYSTEM CONIROL MESSAGES

In addition to the standard datacoms control interfacer systems
in an RJE envircnment need to compunicate certain information via
systerm messages to insure orderly operatione. System control
messages are sent only to the first of the four stations declared
for every remote usere The station address equals "00" (See
Network Controller docusentation below)e These messages are sent
without operator intervention by the systems themselves. They
are not obvious to the operator (i.e.» they do not apgpear as &
SPO0 message -at the host system or the remote satellite system).

RJE system control messages are two cheracter decimal codes»
sometimes fol lowed by additional data. '

CODE DEF INITION EXPLANATION

- - - - CE T T W X E T N} LR TN N PR N R R )

01 Logged on Sent by the host systeg operator to
' the remote user to inforw him that his
terminal has been logged on and that
the host syster will now accept wuser

messages and input data.

02dddd Buffer size Sent from either systeg» requesting a
: change in the length of messages being
assewbled for transmission. *dddd™ is
a variable length field (3 characters
minimum) containing the requested
message length in decimal notation.

03 Logged off Sent from the host system to the re-
: fote terminal to indicate that the
terminal is no Longer logged on. Oper~
ator messages and input data will no

{onger be accegpted.

04dddd Buffer size reply Sent frowm either system as a reply to
Buffer size request (02) message.
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pwna{ oA

Device not ready Sent frem efther system instructing
Suspend the other to suspend transeitting
' messages for DAl and OA2. Indicates a
tenporary condition at a devicer such

as a line printer cut of papere.

- O
N »0

06 Device not ready Sent fron either syster informing the

Abort octher that an wuncorrectable condition
exists preventing the processing of
additional transwissions for DAls DA2.

[ N~
N >

Q7 Device Ready Sent frow either System: 1. After a

device not ready (05 or 06) system
message to indicate that the condition
has been corrected and the device is
again reaay to receive data. 2. When-
ever a formerly wunavailable device
btecomes ready to receive data.
3» Immediately after a logged on (21)
system message to indicate each device
that is ready and available to receive
datas. '

-0
nN»o

DD Cutput complete Sent from the host system informing

A A g the remote terminal that ail current

1 2 " output from the job to the device igs
comrplete. A response by the remote
terminal to the host system is not
requirede.

09ddsss \Station - id Sent from the regote terezinal to the
host system priaor tc being logged on
to provide the host with a positive

‘means of identification independent of
any security function.
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The following chart of systems messages depicts the reguirements
for implementation of these message for beoth the host system the
the remote satellite systems

MESSAGE
CODE
01
02
03
04
0s=07
ce
9

HOST SYSTEM

RECV

NOT REQUIRED
MANDATORY

NOT REQUIRED
MANDATORY

MANCATORY
OPTIONAL

DPTIONAL

SEND
MANDATORY
MANDATORY
MANDATORY
MANDATORY
OPTIONAL
MANDATORY

NOT REQUIRED

TERMINAL SYSTEM

RECYV
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY

NOT REQUIRED

SEND

NOT REQUIKED
OPTIONAL

NOT REQUIRED
MANDATORY

OPTIONAL
OPTIONAL

GPTIONAL
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BL800/B1700 HOST RJE IMBLEMENIATION
BJE CONTROLLER
GENERAL DESCRIPTION

The RJE Controller is a general purpose B1800/BI700 program which
handles the interface between the B1800/81700 remote user and the
81800/81700 P¥MCP. The RJE Controller runs with a general though
properly confiqured Network Controller. Each 1ine may have only
ane remote satellite system {since Burrcughs RJE is a
point-to=point disciptine). Each remote satellite is represented
as four stations in the NDL station section. The four stations
correspond to the 5P0s reader/punchs printer and a station for
control messagese. For further information on NDL generation
refer to the section on "GENERATING THE NETWORK CONTROLLER™.

QPERATJON
LOG ON

The network controller notifies the RJE Controller whenever a new
user enters the system (this 1is done whenever a new user has
established a new connecticn by the exchange of an ENQ-ACK
sequence on the line) or whenever a current user re-establishes
his connection with the host. The RJIE/ZCONTROLLER will send
messages for the particular remote satellite system identifying
the host system and requesting the user to enter his usercode and
password. (S5ee section titled "LOG ON AND LOG OFF MESSAGES™).

LOG ON is not mandatory. If an "*L0% is sent from the remote SPO
following the LOG ON request then the wuser will ©be connected
mithout requiring a usercode or passwords. An "*L0" requires that
a valid usercode be supplied with every program executed from the
remote satellite systeme The format of the usercode control caraga
placed at the start of each deck or execute SPO message is "™USER
XXX/ZZZ" or "US XXX/YYY™. Regardless of the method of togging.
after a user i logged on» a sessiocn numbter is assigned to the
user and a message with this session nurber is sent to its RSC.
This session number identifies the user and &ll jobs sent to the
host and backup files created by the user while logged on.
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If a user wishes to supply a remote site Ithc the hosts it aust
be sent either just prior to or just after being logged on at the

host system. (See #ID REMOTE INPUT MESSAGE). It will be
discarded if sent at any other timee. Until a a wuser has
successfully Llogged on» any card input frcm the remote reader

will be discardede. Alsor if a regote user were to re-establish
his connection with the hosts he will, in effects Llog himself
offe and must re-LOG ON. If the same usercode and password are
supplied as beforer the same session number will be assigned.

EROQGEAM ENJRY

Once logged onr» a user may enter ofr run & job at any time (unless
the host has sent a message to the remote satellite systenm
disabling or suspending 1its card reader). Al1 incoming decks
sust start with control cards and the input stream wiltl be
flushed until a control card is found. All the control cards for
a job wili be stripped off the incoming strea® to be passed to

the MCP via a zip conmmunicate. The communicate will be done
ismediately after all the control cards for the job have been
received. The RJE/CONTROLLER places usercode» session numbters
and queue information in the 2zip communicate. The MCP will
respond through a special - queue and supply jot numbers and
usercodes of all jobs scheduled by the communicate. The name of

the input card file is also returned by the MCP.

A remote card deck can have aoanly a 1{ character file name. Names
of the form A/B are not allowed. The RJE/CONTROLLER wiltl change
the names of incoming card files to a standard forsat which will
identify the disk file as a remote card decke. The standard deck
name format will use the user supplied file name as the fite=ID
and use a standard name for Multi=File~ID in which the job number
of the particular job has been embedded. When an "?2END™ control
card or a control card starting another job s scannede
RJE/ZCONTROLLER witl close and Lock the data file or files entered
for that job and dispatch the job by zipping a special command to
the MCP which will force the job out of the waiting schedule and
attach the session number of the user which created the job to
it. Thuse» the job will be processed only after ailtl the data
decks for the job have been spooled to disks With this final
communicates the B1B0O0/BL700 MCP is then in ccntrol of the jobe.
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It is possible to enter jobs under a usercode which is different
from the one under which the remote operator Logged~=on. The
controd card ®“2USER "™ or "?2US " followed by one®s usercode and
passwaord (i.es.r M2USER ABL/XYZ") as the first card in the deck
will override the remote sites usercocde for that ome program
only. The usercode and password entered this way will ©be
verified and must therefore be valid or the job stream will te
discarded and an error message sent to the resote site.

A ?2END or a ?DATA control card must be included in a string of
control cards before the <cards are zipped to the MCP by RJE/
CONTRCLLER. If a job is to be executed fros a remote card reader
which does not have any remote card decks (and therefore no ?DATA
control cards) associated with it then a ?2END contrel <card s
necessary for that job to be zipped when the string s received.

A rempote card deck entered by the remcte which is not associated
with a job <fCcontrol <cards for the job having been enterecd
inmediately prior to the ?DATA control card for the deck) will be
spooled as a disk file at the host systeme.

A usercode control card immediately preceding the ?D0ATA control
card widl cause the disk file to be named under the usercode
supplied by the US control cards.

Mult iple data decks are also possible. If instead of
encountering a ?END control card another ?DATA control card is

seens the next deck uwill also be spooled to disk and named
according to the same usercode as the previous decke.

(NOTE: Multiple data decks are really to enable a user to spool
a number of decks to the host systenm under a usercode different
from that used by the remote operator to Log ons although it is
permissible tc do so with the default usercode).

PROGEAM EXECUIION

RJEZ/CONTROLLER will be notified via a special rmessage from the
MCP when a remote program entered through RJE/CONTROLLER has
either gone to 80J» gone to EOQJ» or closed an output backup fila.
Upon BOJ of a remote jobr» RJIEZCONTROLLER will upgrade the entry
for that job in its active job file to show it as executinge
Upon EOJ» in addition to changing the entry for that jot in its
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active job file to indicate that its outgput 1is wWwaiting to be

transeitted to the remote siter the controtier will atso send a
2ip to the MCP to remove atll remote card decks which may have
teen entered for that job.

When notification of a backup file is received by RJE/CONTROLLER,

an entry for that file is made in idts output=-file. After a
program goes to EO0J» all backup files created by the program are
queued for output if the autoprint option has been set. It

requireds a copy of a program namec RJEJAUTOBACKUP is executed.
RJEZAUTOBACKUP wilt then transmit the file to the remote
satellite systew and notify RJE/CONTROLLER when it is donee

The remote wuser wWill be able to control his jobs just as if he
were at the 81800/81700 SPU. A1l relevant messages concerning
his jobs which would normally appear on the BL80O/BL700 console
witl also appear on his remote console and Likewise any messages
sent from his remote SPO concerning his jobs will be passed to
the MCP. A1l communication between RJE/CONTROLLER and the MCP in
regarcds to messages to and fros a resote console will have
session nusber and usercode included so that the MCP will know
the originator of the messages and RJE/CONTROLLER will know the
final destination of the messagess

PROGRAM QUTPUY

If a user has the autoprint and autopunch opticns set for his
remote site (the defaudt value for these cpticns will be true ana
false» respectively)r» all print and punch output from any job
Wwill be automatically sent to the remote terminal in the order in
which the backup files wese opened. A user may have any nunmber
of jobs running at a given timer» all of which may be creating any
number of backup files. In order to maintain the correct logical
order of these files» output for a given jcb created under a2
part icular usercoder session numbers and job number will not te
transsitted to the remote site until that jobt has gone to EOJ.
If the autoprint option is set» all output for a job that has
gone to EOQOJ will be transmitted to the remote site in the order
in which the files were created (lowest backup file number
first)e. Only when all output for a given job has been
transsitted will the entry for that job be deleted from the
active job file. If the autoprint option is not sets that job
Will remain in TJE/CONTROLLER?®*s active job file wuntil the wuser
4ags off. = At this timer the host systea will delete atl entries
for the jobe. :
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QUIEYY REIRIEVAL

When a user logs ons all backup files which were created under a
previous session number wWwilld not be autcmatically sent to the
remote userr, but must be explicitly requestede. In order to
accomplish these requestsr» Llocal commands have been implemented
in RJE/CONTROLLER to enable wusers to detersmine the names of
backup files» and to have them transmitted in any sequences It
is possible to request files by session nunbers, jot number.,
usercoder or backup file nustere. :

If a backup file is created under a certain usercodeér then that
user say log on from any resote satellite systew and claim all
the output created under that usercodes A numter of jobs may be
entered from one site under different usercodes. The operator at
the remote satellite system may request all the backup files
created by these program to be transmitted to the remote
satellite systemr, as long as the usercoder password and remote
satellite system ID of the coperator match those under which the
syster uwas logged on.

CALLBACK

In order to obtain a more efficient utilization of a remote
terminal and its datacomm line» the autoratic callback feature
has been implemented for VII.O. A remote user logs cff with the
callback option set before his job(s) have been completed. The
remote terminal 1is then made available for other users. Upon
completion of the original user®s jobss RJE/CONTROLLER will find
an available dialout line and automatically re~establish
connection with him at the phone nusber grevicusly supplieds His
output wWill then be sent to him autoratically without any
oper ator intervention.

JO0E SUMMARY INFORMATION

Job summary files have been implemented. For any resote programs
a job summary file is a print file of all SP0O messages anc
cantrol cards sent and received by RJE/CONTROLLER for that jobe.
Until that job goes to E0J» all these wessages are stored in
RJE/ CONTROLLERYs job summary file as a list (the initial entry is
pointed to by the entry for that job in RJE/CCONTROLLER®s active
job file)se Upon EOJ of the job» if the autoprint option is sets
this print file will be transmitted as the first file for that
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jobe If the autoprint option is not setr» then upon EOJ» the
controller will dump all the job summary information for that job
to a unique disk fite and an entry for that file will be made in
RJE/CONTROLLER®s output-=file. This disk file will then te
treated as any other backup file and may be accessed by any
RJE/Z/CONTROLLER command which would norwmally access backup files
listed in RJE/CONTROLLER®*s output=-file.

BURROUGHS RJEA DESIGN CONSIDERATIQNS

The 1dinitial release of RJEZCONTROLLER futly supports the
Burroughs RJEA RJE system. This includes atll nine tocal systenm
control messages (station address "00%, mnessage types "C1"
through ")9%, which give the wuser the ability to control
peri pherals and change transmission tuffer size). See Burroughs
RJEA specifications for a detajled explanation. The
RJEZCONTROLLER supports card and SPO input only and only 5SP0Q,
printer and punch outpute.
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ERQGRAN STRUCTYRE
EXTERNAL EERMANENT EJLES
BJE QUIPUT=FILE FILE

Whenever RJE/CONTROLLER receives notification of the creation of
a backup file for a remote user» an entry describing the file is
made into this file. When a backup file has been transaitted to
the remote sites the entry for this file wiltl be deleted from the
QUTPUT-FILt. Through this filer the remote user may claim output
when the files were not initially sent tec the semcote site Cut
retained at the host systeme. Each entry in the OQUTPUT-FILE file
will have five fields.

BACKUP FILE NUMBER

JUB NUMBER WHICH CREATED THE FILE

SESSION NUMBER UNDER WHICH THE FILE WAS CREATED
USERCODE WHICH CREATED THE FILE

USERCODE» PASSWORD» AND SITE ID AT INITIAL LOG ON

When a user Logs back on the host systenm» he may request his
backup files under any of the above entriess In this ways a user
may Ltog on from a site and enter a job or jabs and then he or
another user with the same usercode may log on from a di fferent
site at a Later time and clais all output <created under that
usercodees OQutput may be claimed by job number or session number
as Long as usercodes matche ~ Ffor large shop operations» Wwhen a
Ltarge number of jobs may be entered at one tise under a number of
different usercodess output may be claimed via the Last field in
this file. If one*s userccdes» passwordr and site ID match those
in the tast fields then he may clairs all ocutput for that site
regardless of which usercode created the file.
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EXTERNAL TEMPORARY FILES
ACTIVE JO§ EJLE

All jobs initiated by RJIE/CONTROLLER are stored in this file
under job numbers» usercoder and session number. This aids the
contrcller in message routing and in allowing the remote user to
contral jobs running under his usercode when he logs back on the
host system with jobs still running under his usercode.

QUIBUT CARR FILES

One output file for each of sixteen users is maintained. By
manipulation of these files» all incoming card files from the

remote sites are formed into logically separate data files on the
host system.

INPUT/OUTPUT REMOTE FILE

Only one remote file 1is declared in RJEZCONTROLLER for

communication wWith the network controller. One queue exists for
each station in the network controller. Each Line (and therefore
each wuser) uwill have four stations. = These gueues will be for

communication between the network cortroller and RJE/CONTROLLER.
MCP QUEUE FILE

One queue is specified for the recegtion of SPO messages from the
MCP destined for the remote user. The session number specified
in the message from the MCP will indicate the final destination
of the message.

¥CP BESPONSE QUEUVE

A queue is used for communication of the results of zips done by
RIEZCONTROLLER. The name of the queue will be passed in the zip
and the MCP will place the results of the communicate in this
queue inmediately after the communicate.
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J08 SUMMARY FILE

The controlier forms a job summary file of attl SP0 wessages and
control cards sent and received for any remote grograec. Until a
job has gone to EOJ» all messages for that jobe and all other
remote jobse which are to be printed in their jobk summary file
will be stored in this disk file as lists. The start of a list
for a particular job is stored 1in the entry for that job in
RJEZ/CONTROLLER?s active job file.

REMQIE USER .5151!!

The status of each user is maintained in this table. It will
include in addition to the usercoder» passworde and site ID» the
status of the peripherals at the remote site» the current

settings of the options under which the user is running and the
current state of his session within the host system.
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INTERNAL TABLES
LON/ZSESSION NUMZER TABLE

All users are identified in the MCP by their usercode and session
number. Since the network controller is governed by LSNs the LSN
table in maintained so that messages may be routed properly.

RJEZAUTQBACKUE TABLE

The status of each of the RJE/AUTOBACKUP prograss which may te
running at one time is maintained in this table. Status includes
which user the program is currently servicing, the file it s
sendinge and the vremnote file nusber cof the remote file of the
RJEZAUTOBACKUP programe. :
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RJE/ZAUTQBACKUP

The transmission of backup files ‘is done by RJEZAUTOBACKUP.
RJE/Z/CONTROLLER has direct control over the executions and
terminations of this progranm.

As the need arisess RJEZCONTRULLER 2ip executes a copy of
RJEZAUTOBACKUP., RJEZAUTOBACKUP opens a remote file belonging to
the controtler. The open will be passed tc the controller for
approvals. The resident code option for the file should be set to
diske To determine the name and destination of the next backup
fileo» RJEZAUTOBACKUP will idissue a read of its remote file.
RJEZ/CONTROLLER has three options available at this tise.

1. Let the prbgran wait (rolled out tc disk) by taking no
actione. This saves B80J time when output btecoszes ready to
send.

2e Send this copy of RJE/ZAUTOBACKUP to EDJ.

3. Tetl it what file and where to send ite.

These options are also available to the hast operator through
communication with RJE/CONTROLLER.

J0B SPAWNING AND CONTROL
The ability to spawn anc¢ controdl jobs is essential for
inplesenting host RJE. RJE/CONTRULLER receives jobs submitted
from remote terwminals. It then executes and controls these

programse. - The MCP extensions required to do this function are
described in this sectione »
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GENEBAL QYERVIEW

Job spawning <can - be generally defined as the ability to
programmatically execute jobs and maintain an adequate level of
control over these jobs during their executiocn. The atility to
execute jobs has been present for some time in the MCP wvia the
=Z2IP" command’; however» the ability to control a job which had
been "ZIP" executed has not existed until nowe. The mechanisnm

developed to spawn and controtl jobs in the MCP can be broken down
into several distinct arease.

1. Extensions to the "ZIP" function to propogate control
information when a "spawned”™ job spawns another job.

2 New control card commands to associate the necessary control
information with "spauwned™ jobs.

3. Specific changes in the general MCP functioning to ra2cognize
and apply the control information to such areas as job
scheduling» message routing» file namingr etces

The mechanism has been designed to give the user some flexibility
in selecting the level of controt he may desire over a3 "spawned"

job. The user may select a mode of cperation where he 1is only
informed of the births, deaths» and status changes cf a "spawnecd”
jobe or he wmay select a mode where the controlling jot

essentially becomes the "spawned®” job®s SPQ0 and receives alt
communication normally associated with the local SPD.
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SUEUE CONMAND

Syntax: QUEUE <namel> [/ <name2>]

Bescription:

The QUEUE comamand allows the user to designate a gpreviously
cpened queue file as a control cqueue. . The conrtrol queue provides
a mechanism whereby the MCP can comsunicate to a controlling job
on behalf of a spawned jobs or in response to cther control card
commands which the controlling job may  wish to receive. For
exampiles the control string "QU X/Y EX DMPALL" will cause the MCP
to insert into queue X/Y the following messages:

ae A special schedule record message.

b. A special B0J message.

_ﬁ. 'Any status change nessaées throughout the job's life.

de Ands eventuallys, a special EQJ messagee

‘The format of these mességes is eiplained fn a 1later section.
The QU command may also be used to obtain MCP responses to normal

SP3 input messages. For exampler the string "QU X/Y WY™ would

cause the standard output from the WY coamand to appear in queue
X/Ye .

The wunderscore under QU iwmplies that only the first two

char acters are necessary (eeGer QU and QUEUE are both valid
syntax). v . :
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LOG SPQ COMMAND

Syntax: LS

Description:?

The LS command causes a boolean to be set and carried with a
control string and eventually a jobe The function of the LS
boolean is to cause all controi messages {(both input and output)
to be inserted in the control acueue (note? a GU command is
required in the control string prior to the LS coasmand). In
addi tions the LS boolean has the effect of bypassing the local
SPO0 except for error messages which  require operator
interventions or if the RHSG option in the MCP is sete. For
exampler the control string "QU X/Y LS £X DMPALL™ would cause the
following messages to be inserted into the control giLeue X/Y:

e The special schedule record message.
ba A message containing the actual control string.
Ca The special BOJ message.

de The actual 5P0 B0J message.

€ The normal ONMPALL display to the 5PQ.

f. The ACCEPT message from DMPALL.

ge Any input to OMPALL» and subsequert ACCE?Ts from DMPALL.
ha 4ny status change message throughout the job's Llife.

ie The special EOJJ message.

je The actual SPO EOJ message.

NOTE: A job which has bsen spawned and has its LS boolean set
' ray not spawn a job with the LS commande.
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412 GUEUE COMMAND
Syntax: ZQ <namel> {/<name2>]
Description:

The ZQ@ command is similar to the QUEUE comrmand with the exception
that the queue specified 1is5 wused exclusively for schedule
messages and data card messagess. Where the control queue may
contain many messages concerning jobss MCP responses to 3PC
commandss» etc.» the zip queue Will only contain schedule recorcs
of jobs zip executed by the controlling pregrame and the data
card Llabel message if a DATA control card was encountered in the
zip string.

This effectively allows the controlling program to be immediately
aware of the fact that a job has been scheduted without having to
scan through the general control queue for pertinent messagese.
In general., the control gqueue 1is designed for gener al
communications while the zip queue is specifically to be used for
job spauning control.
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USER CONMAND

Syntax: USER <usercode> [/<password>]

Description:

The USER command provides a way of invoking the file security
mech anism and the associated naming convention. The USER command
causes the MCP to verify the usercodes and/or passwords against
the system usercode/password fitle, The usercode is carried with
the control string and is used to obtain the information to apply
the RJE naming convention to any subsequent file nase reference.
For exasples the string "US AL PD =/=" wculd generate a name in
the PD of "<PACK-ID>/(AL)/="» where the pack~id and the usercode
"(AL )" were obtained from the systes usercode file. In addition.,
the usercode index is stored in the Run Structure Nucleus of jobs
zip executed with a USER comsmand and is used to apply the RJE
naming convention to any files the job may oper during execution.
A detailed description of file security is provided in a Llater
sect i0n.

The underscore under US implies that the first two characters are
necessary and the rest are optional (e.g.» US and USER are both
valid)e.
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Syntax: SZ <integer>

Oescriptionz

This is mainly an RJE control card. It would not te invoked in

the course of simple job spawning. The session nusber generated
by an 32 command is carriec with a "zigped™ control string and
applied to a job or mix of jobhs deperding on what othesr commands
are in the control string. The primary function of the session
number is to associate independent jobts into togically related
groupse For exampler HOST RJE assigns a session number to a
physical site at log=-on xtime and all jobs subsitted from that
site will contain identical session numberss, thus relating then
to the originating remote site. In generalr» session numbers are
routing control numbers that ¢the spawning job can assign to
executes or other zip strings» and the returned messages in the
spawning queue will have the same session numters.
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RESIRJCTIONS COMMAND
Syntax: RR <integer>
Description:

The RR command assigns a RESTRICTIONS vatue tc a job. The value
nay be 0» 1» 2» or 3; the default value is 9. The restrictions
concern whether a job will be allowed to access printer and cards

directly and whether a usercode is required with certain control
input commandse -

Jobs and zips with an RR value of O can access grinters directly»
can access card devices directly» and d¢ not rsequire usercodes
(unless they reference jobs that were started with a usercodes in
which case the same usercode/password is required)e.

Jobs and zips with an RR value of 1 <cannot access printers
directly»  can access «<card devices directlyr and do reguire
usercodes on some commandsSe (%e2 the section on  T"SYSTEM INPUT
MESSAGES"™ to ‘determine exactly which cosmands reqguire
usercodes/passwordse) ' :

Jobs and zips with an RR wvalue of 2 <cannot access printers
directiy» ‘tan access carg devices directly» and do not raquire
usercodes (unless they reference jobs that were started wWwith a
usercode). . ,

Jobs and zips with an BRR wvalue of 3 cannot access printers
directly, <cannot access card devices directly» and do require
usercodes on a subset of system input commands (see the "SYSTEm
INPUT MESSAGES™ section).
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CONIROL QUEUE MEJSAGE FORMAIS

Messages received in a control gqueue have a standardized 50-
character header as follows:

il. Message type of 2 charactersa.

Type 01 = RJE data card label message

Type = 02 = RJE special schedule message
Type = 03 = RJE SPO input message
Type = 04 = RJE SPQ output message
Type = 05 = RJE special BDJ message
Type = Ub = RJE special E0J message
Type = 87 = RJE backup ready message
Type = 08 =~ RJE zip message from progranm
TYPE = 09 = RJE status change smessage .
q 4 \, ;
2e Job number of 5 characters. bg%{k\ - :
i
3. Usercode of 10 characters. i
be Session number of S5 characters. Eﬁ?
Se Time stamp of 6 characters. :
0 .
6e Actual size of following textual message of characters.
Te Usercode index of four characterse.
8. BNA noce address of five characters ("00C00™ 1‘20c2§);
9» Reserved space for use of A characters. Cn )

The textual portion cf the messages varies asccording te the tyge

of messagea In generals the kind of text that can be expected
for the 1nd1v:duai messages is as follows:
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Type C1 The first 10 characters contain the actual label
detected by the MCP on a DATA card (e<egar» "CARDS™).
Note: This message only appears in the "zip"queue.

Type 02 The first 10 characters will <contain the  wuser's

pack=ids if the next character = "1%, then an FW
command is neededr and the next five characters contain
the summary backup numbers. {5ee note btelow.) The

additional information beyond the header is:

user®s pack=~id CHARACTER (14)

FW needed (="1") CHARACTER ( 1) ?

Summary backup nusber CHARACTER ( 5) ONLM

GNA hostname where message CHARACTER (1i7)
originated

Non=-native flag (=7"1")2 CHARACTER ( 1)

cooperating BNA host is
not a B10Q00 systenm

Type {3 Standard SPO input text {(€eger "lAX======"),

Type 04 Standard output text which would normally appear on the
, 5P0.

\Iype 05 (Nonea)

Type Q6 First 2 characters indicate the tergination typer and

the next & characters contain the compiler error count,
if any. TYermination type value indicate the following:

normal €0J .

DS or DP -
Error conditior in progras (syntax errors-
or CANCELLED) .
Aborted

R3-ed

Death in fFamily

N O
(LI B ]

LS 0 ]
[T ]

Type Q7 The first\character indicat jvf’>type of tackup file
was created ("#™ = print, "= punch). The next five 1?

characters e the backup-fumber - used in naming “fhe
' ? file. The Xst «haracters are the pack-id. For
exaepler the sTRINgG“"#3" indicates a print backup file
which has an al RJE backup file name of "<user

pack~id>/ <usegs The tackup numter is stored
Left justifie We character fielde.

es
”

Type 08 If a job which has a parent queue with the LS option
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set does a ZIP» this message and the text portion of
the ZIP are placed in the queue.

Type 09 If a Jjob?"s status <changes so that the job needs
operator interventicn to continue running» or if a job
is resumed following such a conditions an encoded
status change message is written to the job spawning
queue. Its format beyond the header is:

encoded status valye CHARACTYER € 3)
text, which may e CHARACTEN C360)

file names» the DS
messager» or nulle
depending on the status

The reported status values» their meaningss, and the additional
text that is reported with them are as followss Wwhere "fn™ in the
"text"™ column means "40=character internal and external file
names", "dbn" means database nawes "tne™ fmeans "translate
file=id™» and "pn" means "program name."

Value Meaning Text

Q) executing {"resumed”)

T no‘TTTE-g--’-----' -~ fr
2 no user disk fn
3 duplicate file on disk fn
4 duplicate input files fn
S possible duplicate fr

nultipack file :

6 Wwaiting for hardware fn
7 program stopped

11 waiting keyboard input

13 waiting operator action

15 waiting DS or 0P DS message

16 no multipack file pack fn

17 no file on disk ' fn

18 waiting for locked file fr

35 no network controller fn

36 no output pack fn

37 missing sort intrinsic Er

38 no sort input file fn

41 waiting recovery dbn

46 waiting forms on printer fn

47 no translate file fn ¢+ tnm

49 no dms file fn

50 no dms dictionary dbn

51 waiting dms reorganization .dbn
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52 waiting inactive data tase fn
53 security error fn
60 missing called program en
61 B8NA not present fn
Note: Jobs requiring card files are gput inte the waiting
schadule. This prevents the BJOJ from occurring before
the card file 1is actually present. It then beconmes

RJE/ZCONTROLLER®*s respcnsibility to move this job from the
waiting schedule to the active schedule when the remote
card fitle is present. - This is dcne with the FW (FORCE
WAITING) commands. :

NEW RUN STRUCTIURE NUCLEYS EIELDS

Five new fields have ©been édded te the Run Structure Nucleus
which contain the necessary information for job spauning control.
The fields are the following: ‘

1. RSLUSERCOCE (10 bits) CLontains the index.into the system
usercode file obtained from the US command.

2 R5.SESSICN (16 tits) Contains the binary representation aof
the session number from the SZ commande.

3. RS.LOG.SPJ (1 bit) PBoolean set as a result of the L3S
commande. ) ,

4a RS.PARENT.QUEUE (2% bits) Contains the actual address of the

control 'queue of the parent job which was ottained through
the QU command. '

Se RS«PARENT.JOBNR {24 bits) Contains the jot number of the
parent program. :

DISK-EILE AND SYSTEM-ACCESS SECURITY

The B1800/PBL700 system provides a mechanism for identifying
systew userss timiting system access ta valid users» ang
restricting disk~-file operations bty securing disk files against
operations by users other than the ouners of the files.
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Each individual user of the system 1is identified by a wunigue
usercoder» wWwhich is normally assigned by instal lation wmanagement.
One or more passwords may be associated with each usercode to
prevent unauthorized use of the usercodes System access control

is achieved by requiring a user to specify usercode/password
before any useful processing is perforwed. Basic file security
is achieved Ly associating a given wuser®s files with his
usercode. By default, a user is restricted to accessing his own
files. Mechanisms are available for a wuser to access a4
systen=global Llibrary of files, and files in another user's

Library» subject to constraints placed by the owners of those
filese.

Inst allations not desiring to use file security may ignore it and
then run without any changes to their existing systemse

USERCODES AND PASSWORDS

Usercodes and passwords are identifiers. A usercode may be up to
eight <characters in 1Llength and a password say have from 1-1:

char acters. : ‘ W‘:ld-wk

The usercaode is defined by its appearance in a file callec
(SYSTEM)/ZUSERCODE, which is maintained by installation management
to keep information about systes userse. Facilities to create and
maintain this file are described in the product specification on
the SYSTEM/MAKEUSER program.

SYSIEM ACCESS

Initial access to the system 1is achieved by entering a job
through a card reader (or operator conscole) or by entering
information from a terminal via the Datacosm system. In the
former cases the access is controlled by the MCP; in the latter
cases a Message Control System (MCS) prograg is involved.

A usercode may be associated with a job by including a USER
statement preceding the job statements. This job will have the
specified usercode. The user statement has the form:

USER usercodel/password]
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The {/passuord) is omitted if no paésuord is associated with the
usercode. # USER card entered at a card reader remains in effect
until the end of the job.

Individual control prograss ®ay accept or reguire. usercode
specificationse CANDE requires all wusers to 1{og on with 2
usercode. The USER statement is used in RJE jobks as it is in MCP
jobs . In agditions, RJE has the capability of runring each joo
mith a default usercoder 1Je.e.» the one with which the terminal
was Llogged on.

EILE-NANING CONVENTIONS

Disk files «created by a program rcunning with a usercode are
associated uwith that usercode. In normal situationss the  user
supplies an arbitrary file name {(consisting of 1 to 1.
char acters); the directory structure prevents confusion of that
file with any other user®s file of the same name. ALl the files
in a given usercode lLibrary "belong” to that usere. A user may
not create a new file that does not "belong™ to him but may»
howevers Llegitimately regquire access to general system files and
those of other userse. To facilitate this access» - the following
cenventions have been adopted: :

as An asterisk of a multi~file ID indicates that the file will
be found among the general system filese For examgple: '

FILE F (NAME="«SYSTEM™ /" CARDLINE™); % SDL file
: ’ X declaraticn

The actual name of the file in the MCP*s file directory will
be SYSTEM/CARDLINE.

be. Parentheses around the multi=-file ID of a file nase indicate
that the identifier is a usercode and that the filer the
titte of which consists of the FILEL.ID will be found among
the files belonging to that user.

FILE FANAME = "(HISUSER)"/"HISOATA"); % SDL syntax

The actual name of the:file in the MCP's file directory will
be (HISUSER) /JHISDATA.

Ceo In the norval cases when neither of the above conventions is
usedr then the search will begin with files belonging to the

user. . If the file is not founds the search will <continue
among the general system files. ‘
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Attempted use of the "+ or (<usercode>) conventions to create a
new perwmanent file is a security violaticn wunder the following
conditions:

1. If the program is not running under a usercoder

2» If the oprogram is running under a non-privileged usercode

and its usercode is not the same as the usercode of the file
being created.

The following examples are syntactically correct.

RUN CARD EXANPLE: EX CHISUSER)I/ZHISPROGR AM3

LABEL EQUATION EXAMPLE: FILE 777 NAME = «SYSTENFIL;
EILE SECURITY IMPLEMENTATLION

Two fields were added to the disk file header to support file
securitye.

DFH.PROTECTION : BIT (2)

0 - PUBLIC
1 = PRIVATE
2 = GUARD (not implermented)

CFH.PROTECTION.ID BIT (2)

0 = INPUT OUTPUT
1 = INPUT ONLY
2 = CUTPUT ONLY

One 5P0 command was implemented to change these fields.

NH <FILE-IDENTIFIER> SEC PUBLIC
PRIVATE
SUS INPUT
gutTPUTY
1.0
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Two fields were added to the FPB. These are used to set the
fields in the disk file headere.

FPB.PROTECTION BIT (2)

- CEFAULT

- PUBLIC

= PRIVATE

“ GUARD (not implemented)

NN e D

FPB.PROTECTION.IC BIT (2)

0 = INPUT OUTPUT

1 - INPUT ONLY
2 = QUTPUT ONLY

Two new file attributes can set these FPB fieldse.

SEC or DEFAULT SUS or 1.0

SECURITYTYPE PUBLIC SECURITYUSE INPUT
PRIVATE QUTPUT
GUARD

Upon 4docking a new disk file into the directcry the HCP will set
DFH. PROTECTION.IO to . FPB.PRUTECTION.ID then look at
FPB.PROTECTION. If it is zero (DEFAULT), then DFH.PROTECTION is
set to PUBLIC if the MULTI.FILE.ID does not contain a USERCODE.
Houevere i f the MULTI.FILE.IC does contain a USERCODE.,
FPB.PROTECTION will be set toc the security attribute of the
usercoder ie€er PUBLIC or PRIVATE. I1f FPB.PROTECTION is not
equal to zero» DFH.PROTECTION is set to FP3.PROTECTION Lless one.
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USERCODE naning conventions and FILE SECURITY is enforced at open

ti

ne based

upon the following decision tablee

not reflect PUBLIC or PRIVILEGED USERCUDES.

* MULTILFILEL.ID »

Kk AEkEAARER KR AL
* JOB RUNNING «

* WITH A *

* USERCOCE L

AKX RK R ANNR RN KK

AR AR AAR KRR kRS Sk Rk Ak kh ki ek NEW « 0LO )
PACK.ID * FILE « FILE =&
L Ty T I N Y Y R N N F TR F N YN
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* *  BLANK * A 8
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* * PRESENT * G « K =

(2 SRR EE R R AR RRAl ARl Rl ELIESEEEEEREERERERERE]
[ Z AR R RSN SREEI RIS AR RNESERENESEE NS X

& *  SLANK * 0 I =
& USERCCDE AR R RIS E RIS RSS2
. * PRESENT * F & H «

tit******i**t******************fﬁ**t***i****.tt
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* & BLANK _ * P & C &
* PRESENT I 2 2 2222 R iR 222 22222222222
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This table does

I EE XN EEENEESER]
* JOB RUNNING =
* WITHOUT A
* USERCODE *
I 2 X2 S EZRIE TN FNJ
£« NEW = JLD =
* FILE » FILE «
REXEES kAR EXR
I AR B EYEIEREER]
* OPEN = c «
IR AR YEEEEES RN X
& OQPEN » C =
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* 0 * C *
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® w * C &~
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& J * N %
I E2EETREELTERESE Y ¥
x J * N &
RRARERRN AR RN EN X
XYY XX
* OPEN = C
EERREE AR KECEA XS X
* OPEN « C

AR SR L EERSRERL N

Table 4.1 Decision Table
Where:s
A. 1. Set PACK.ID from the USERCODE table using the USERCODE
under which the program is runninge.
2+ Set the MULTIL.FILE.ID with the USERCCDE under which the

prograr is running.
3. Allow OPEN to proceed.
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Be 1o Set the PACK.ID from the USERCODE tatle using the USERCODE

under which the program is running.

2e Set the MULTILFILEL.ID with the USERCODE under which the
program is running.

3« Search dlrectory.

4e If the file is present allow the OPEN to proceed.

5. Clear the PACK.ID and the MULTI.FILE.ID.

6« Proceed in step C.

C. 1« Search the d!rpctory.
2. If the file is not present then hang the program NO FILE.
3. Proceed to step R.

Do 1o If the USERCODE in the AULTI.FILE.ID is not the same as
the USERCODE under which the program is runnings then the
job is DS-ede

2+ Ser the PACK.ID from the USERCODE tatde using the USEACODE
in the MULTI.FILE.ID.
3« Allow the OPEN to proceeds.

E. 1o Set the PACK.ID from the USERCODE file table using the
USERCODE in the MULTI.F ILE.ID.
2« Search the directory.
3. If the file is present then proceed to step R.
4. Clear the PACK.ID.
5« Proceed to step C.

Fe 1o If the USERCODE in the MULTILFILE.ID is not the same as
the USERCODE under which the progra® is runnings» then the
job is DS-ed.

2« Allow the OPEN to proceed.

Ge 1o Set the MULTILFILESID with the USERCODE under which the
program is Tunning.
2. Atlow the OPEN to proceed.

Ha 1. If the USERCODE in the MULTI.FILE.ID is not the same as
the USERCODE under which the prograes is runnings proceed
to step C.
2« Search the directorys.

3. If the f°le is not present hang the program NU FILE.
4. Atlow the OPEN to proceed.
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I« 1o Set the PACK.ID from the USERCODE table using the USERCODE
in the MULTI.FILE.ID.
2a Search the directorye.
3. If the file is present proceed to step Se
4. Clear the PACK.ID.
5« Proceed to step H.
Je 1+ Remove the asterisk and shift'the name lLeft cne position.
2« Allow the OPEN to proceed.
3. At CLOSE time proceed to step Te.
Ke 1o Set the MULTI.FILE.ID with the USERCODE under which the
program is running.
2« Search the directorye.
3. If the file is present» allow the OPEN to proceed.
4. Clear the MULTI.FILE.ID.
S« Proceed to step C.
L. 1. Remove the asterisk and shift the name Left cne position.
2« If the resultant name is a USERCOCEs proceed to step F.
3« Allow the OPEN to proceede
4. At CLOSE time proceed to step U.
M. 1. Remove the asterisk and shift the nawe left one positione.
2e If the resuitant name 15 a USERCODEs proceed to step He.
3. Proceed to step C.
Ne 1. Remove the asterisk anc shift the name left one position.
2« Proceed to step C.
Oe 1« Set the PACK.ID from the USERCODE table using the USERCODE
in the MULTI.FILE.ID.
2« Proceed to step W.
Pe 1. Allow the OPEN to proceed.
" 2« At CLOSE time proceed to step U.
@« 1. Display security error message.
2« Hang program NO FILE.
"Re 1o If the OPEN violates file seturity» graoceed to step Q.
?

Ailow UPEN to proceeds
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Se 1o If the USERCODE in the MULTILFILE.ID is the same as the
USERCODE under which the program is runnings then allow
the OPEN to proceed.

2« Proceed to step Re

Te 1« If the program is attempting to lock the file into the
directory and the MULTI.FILE.ID contains a USERCODE,
then proceed to step V.
2« Aitowm the CLOSE to proceed.

Ue 1o If the MULTILFILE.ID does not contain the USERCODE under
which this program is running and the program is attempting
to lock this file into the directcrysr proceed to step V.

Allow the CLOSE to proceed.

[AM]
]

V. 1. Display an error messageQ
2. Discard the file.

K. 1. Allow the OPEN to proceed.
2« At CLOSE time proceed to step Te

FILE ACCESS

Access to a given disk file is controlled by two attritutes of
the file:s SECURITYTYPE and SECURITYUSE.

The SECURITYTYPE attribute specifies whos apart fror the cwner,
may access the file. The attribute wvalues are “PRIVATE",
"PUBLIC™ or "GUARD™. "PRIVATE" means that only the ocuner may
access the filea "PUBLIC™ =®eans that anycne who knows the
usercode and title may access its» using the "(usercode)/title"
form of file name. "GUARD"™ indicates that the file is ™guarded".
The default vatue of SECURITYTYPE js PRIVATE for files created by

programs run under a usercode with a PRIVATE security attribute
or PUBLIC otherwise.

Nate: The "GUARD™ attribute is not implewrented.
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The wuse which may be made of a file is further controlled by the
SECURITYUSE attributer which may have the values IN, OUT, and I3,
indicating respectively that the file may te read crlyr written
onlys» read or written. The default value is I0.

iIf a progras running under a usercode attempts to access a file
in that wusercode Llibrarys SECURITYTYPE and SECURITYUSE are
fignored. 1f a file in some other usercode Library is 3accesseds
three cases arise.

1. If SECURITYTYPE is PRIVATE, a security violation exists.

2e If SECURITYTYPE is pPUBLIC, usage 1is determined by
SECURITYUSE. '

3. A SECURITY error is caused if some action contrary to the
allowed usage is attempted.,

Execution of a code file by a non-owner is permitted for a PUBLIC
file independent of SECUXITYUSE. 1[If a code file is PUBLIC, READ
ONLY» 1t cannot be opened by any one except the cuwner.

The security attributes for a file =wxay be specified by the
security file attributes or programmaticasliys or bty the SPC.
Only a job/task running under the usercode for the file may alter
the security attributes. '

FILE CREATLION

A program running under a usercode cannot create and lock into
the file directory a file with a different usercoder» nor can it
create a system file (i.e. a file name which begins with an
asterisk)e. A program may open a new system file for temporary
usage but it wild not be allowed to close that file with locke.
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PRIVILEGED USERCCOLS

A job running with a PRIVILEGED USEBCODE has a special statuse.

If the names of the disk files that are opened ccntain only a
FILE.ID» the RJE naming conventions will te exercised. However »

the program may also supply the PACK.ID and MULTI.FILE.ID and
never violate RJE naming conventions cr file security.

PUBLIC YSERCODES

If a usercode is given the "PUBLIC™ attritute (co.f. Pale 2219
0102, SYSTEM/MAKEUSER) then all files created (i.€.» Locked into
the disk directory) will have the default DFH.PROTECTION set to
PUBL IC. Thus §f the DFH.PROTECTION is not explicitly set to
PRIVATE (or GUARD) full access to this new file is allowed to any
other programes «hether running under a usercode or not.
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GENERATING THE NETWORK CONTROLLER

RJE/NDLDCH» which is the network controller for RJE, reguires the
user to wWwrite NDL specifications to generate the speci fic network

controller. The following List of guidelines is intended to aid
the user 1in generating the <correct NDL. Please refer to
B18Lu/BL70D NDL Manuale for extencec specifications and

definitions.
le Program Néme

The netuwork controller and "NIF™ file are here defined as
RJE/Z/NDLDOCH and RJE/NOLODCHNIF. It is not necessary for then
to be so named.

2e Déclaration Section

The only required entry is the specification for the NIF
file name:

NIF = "RJE™/"NDLDCHNIF"™. MAX FILES

2.  MAX BUFFERS
NAX MESSAGES = 20. MAX MESSAGE SIZE

411.

1}
~nN
.

[T 1]

3. Reguest Section

The required request ‘section is  contained 3In the NOL
Library. It is named "RJEHOST".

SLIBRARY RJEHOST

4 Control Section

The required control section is contained in the NDL
Library. It is named "RJECTL".

sLIBRARY RJECTL

Se Terminal section

Only one terminal entry in the terminal section is required.
Any other values may be used for the rewaining statements
grossible within the terminal section ("TYPE™ and the name
specified for the terminal).

Note? Unless a user written NCS is surplieds the "TERMINAL
DIAGNOSTIC REQUEST™ statement cannot te utilized.
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6a

Required terminal section statementse

BUFFERSIZE = 82).

ADCRESS = 2. :
REQUEST = RJEHOST:RECEIVE» RJE:TRANSNMIT.
TRANSMISSION = 1.

Note: The RJE request section is used both for transmitting

and receivinge.
Station section

Four stations are wused with RJEHOSY for each line to te
useds each of which references the one terminal section

defined above. It is recommended that the retry Limit be
set at 25 and that the input and ocutput freguencies Le  set
to identical valuese. :

LA

The "MYUSE™ statements must be set as followus:

HYUSE=INPUT;OUTPUT.

The addresses for the fcur stations must have the following
values: '

*00" FOR STATION
"01™ FOR STATION
"d2™ FOR STATION
"03" FOR STATION

’G:X1Q = 6‘k

F RNV RS o

A maximum of 64 RJEHOST stations is possible. ~ Each series
of four stations must have the addresses specified above in
the order {isted above. RJEHOST stations gay only ¢te
defined in blocks of four at a times as each series of four
stations defines one remote user on one line. 10-0

The RJEHOST stations in the network controller must be the
first stations defined. If other stations are to be defined
in the network controller» it is absolutely necessary that
they foldow all RJEHOST station definiticnse
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7. Line section

8e

The address of the adapter of the Lline to be used is
specified in the Line section. Yhis address will vary fron

system to systeme The station statemert sust reference the
four stations defined aboves

The fotlowing is a list of required statements in the Line
section:

Port #»

ADDRESS = P:C:A, (Where P =
C = Channel #»
A = Adapter 3)
STATION = STATION LIST.
CONTROL = RJECTL.

A maxirus of 16 RJEHOST lines is permitted.

File section

ne remote file is requireds It is necessary that the
following file section be used?

FILE MCSQUEUE; ‘
FANILY = 51’5295375’0'55'56,'57'58’59’5109511’5121....-.
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9. Sample NDL RJE declaration:

The following is a sample NDL RJEHOST declaration for a
network controller servicing three remote sites.

?2C0 RJE/NDLDCH NDL
2DATA CARDS
DECLARATION:
NIF="RJE"~/"NDLDCHNIF".
MAX FILES = 2.
MAX BUFFERS = 2,
MAX MESSAGES = 20.
: MAX MESSAGE SIZE
SLIBRARY RJEHOST
 SLIBRARY RJECTL
TERMINAL B1700:2
TYPE=62.
ADDRESS=2.
BUFFERSIZE=820,.
TRANSMISSION=1.
REQUEST=RJE:RECEIVE, RJE:TRANSMIT.

bit.

e

B1700

STATION DEFAULT OF =
TERMINAL=B17(0.
RETRY=25,
FREQUENCY=255»255.
MYUSE=INPUT, QUTPUT.

4

X PHONE = "<phone.number>"™ ’?
X2 THIS STATEMENTY IS NOT USED IN THE CURRENT

2 IMPLEMENTATION OF CALLBACK .
b 4

STATION S1:
DEF AULT=DF.
ADDRESS="00".
STATION S2:
 DEFAULT=DF.
ADDRESS="01".
STATION S3:
DEFAULT=DF.
ADDRESS="02".
STATION S&:
DEF AULT=DF.
ADDRESS="03".

STATION 55:
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DEF AULT=DF.

ADDRESS="00".
STATIUN 563

DEF AULT=DF.

ADDRESS="01".
STATION S7:

DEF AULT=DF .

ADDRESS="02".
STATION 583

DEFAULT=DF.

ADDRESS="03".

STATION S9:
DEF AUL T=DF.
ADDRESS="00".
STATION Sl10:2
DEF AULT=0DF.
ADDRESS="01".
STATION Stt:
DEFAULT=DF.
ADDRESS="02".
STATION si12:
DEFAULT=0DF.
ADDRESS="03".

LINE L1:
ADDRESS=7212:9.
CONTROL=RJECTL.
STATION=S1» S2» 535 Sl
LINE L2
ADDRESS=1:026.
CONTROL=RJECTL.
STATION=SS» Shs S7» S8,
LINE L3: :
ADDRESS=132020.
CONTROL=RJECTL.
STATION=S9» 510» S11, SiZ.

FILE RJEQUEUE
FAMILY=S1552553»54255»56»57»58»59,510,511,512.

FINI

2END .
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CHANGES FOR MARK ¥II.0 RELEASE (D)

All references to B1700 changed to B180G/81700

Added F. CAutomatic CALLBACK feature)

Added "AlL decks must be terminated by a "?END"
card™ to REMOTE DECKS

Added Resmote Output Messages 16 through 19

Added *PH to mnemonics of keyboard entries

Added #PH Input Message

Added CALLBACK to run~tine remote terminal options

Added Format 2 (*T0Q <option nase>) to *T0 Input
Message

Underlined Systes Input Messages BF, CHeo CO, DF,
EXse MHs MO» QF» RBs and RE to indicate these
commands require a valid usercode and password

Added RJE Host Systew Output Error Messages 18
through 21 ‘

Added "Each line may have only cne remote satellike
systems«+™ to General Description of RJE Controlle
Added CALLBACK

Indicated only first two characters are necessary’
for valid syntax of QUEUE command

Indicated only first twoe characters are necessary.
for valid syntax of USER command

Indicated two security violation conditions with
attempted use of the "+" gr (<ysercode>)
conventions

Table 4=1 reviseds? discussion of A=N revised; furtl
discussion (0-W) addec
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