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Added BLOCK CONTROL FIELD.S. 
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This document describes the audit and recovery procedures that 
are available in the Mark R.O and later release of Q~SII. It is 
a general description of these features and a discussion of how 
they are implemented. The syntax for specifyinq Audit and 
~ecovery is described in the OASDL product specification CP.s. 
2219 0433>. and an example of AUOITiRECOVERY specifications is 
given in Appenaix B of this document. 

DMSII audit and recovery procedur•s enable users to safeguard and 
to reconstruct the integrity of their data bases by automatically 
pr~viding a history of all changes to the data base and by 
allowing a r~nge of recovery procedures. 

tBHHtEE 

DA SOL 
OMS Reorganization 
MCPII 

P.S. 2?19 n433 
P.S. 2219 0540 
P.S. 2212 5462 

Software Operational Guide 1•)68 7 31 

This section contains definitions of the basic terms upon khich 
the following discussion is based. 

!Ul.B.D.S 

AUDIT 

TRANSACTION 

Audit is a process of recording within a .series 
of files Cthe audit trail> a complete history of 
all the changes made to a data base. Each data 
base has its own audit trail that cannot be 
shared with any other data base. 

A sequence of data management 
required to ·process one user 
Operations which change the data base 
be done during a transaction. 

operations 
request. 

can· only 
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PPOGfiAM 
ABORT RECOVERY 

CLEAk/START 
RE CO V EflY 

SYNCPOlNT 

CONTROLPOitiT 

RESTART 

DUMP RECOVERY 

PARTIAL 
DUMP RECOVERY 

RECOVEl'Y 

The process of restoring the integrity of 
base when a program is terminated iri the 
of a transaction, but the data management 
continues to run. 

a 'data 
middle 
system 

The process of restorinq the integrity of a data 
base whi-ch was open arid teing updated when a 
systea failure occurred. 

A OHS-controlled 
updating a data 
transaction. 

ti~e when no programs are 
base. No programs are in a 

A SYNCPOINT that also writes to disk any dat~ 
base blocks or data base co~trol infor~ation 
that has been updated and that has been in 
m~mory since prior to the previous CONTROLPCINT. 

A process by which the Data Management system 
provides information to an application program 
about the last transaction that was compteted 
before a failure which required recovery. The 
programs that ~re restarted by the operator 
aft~r a CLEAR/START can use this information to 
commence processing transactions that were not 
completed. 

The process of using the "after" images in the 
audit trail and a backup copy of the data base 
to ~ebuito the data base when it is found to be 
unusable because of storage failures. 

The process of recovering a subset of the files 
in a data base from a previous dump CDump 
Recovery of a subset of the dat• base>~ 

The process of restorini the integrity of a data 
base ~hat may have been corruoted or lost 
through a hardware or software failure. 
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FILE DUMP A backup copy of part or all of the data base 
created while the data base is not beinq ~sed. 
The information necessary for DUMP recovery to 
enter the audit trail will be automatically 
saved in the <data-base-na•e>/OICTIONARY which 
should b~ included with each dump. 
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A!HHI 

The audit trail is a sequence of "before" and "after" image~ 
resulting from changes written to the data tase, plus various 
control records. Pure retrieval requests are not audited. The 
audit trail is used to recover the data base after a Clear/Start• 
to pro~ide restart information to object pro~rams, to reconstruct 
the data base when portions of. the data base are lost due to 
hardware errors• and to back out transactions for atortea 
programs. 

Restart after recovery is accomplished efficiently by requiring 
some aid from the application programs. To •inimize the coding 
required in the application programs, t~ansa~tion processing is 
the basis. for recovery and restart. 

A transaction is any sequence of d~ta management operations 
starting with BEGIN-TRANSACTION and endinq with EltD-TRANSACTION 
Cor ENO-TRANSACTION with SYNC>. A sample proqram using 
transactions is included in Appendix c. · 

When BEGIN-TRANSACTION is executed, the program e~ters 

tr~nsac.tion state. When E~D-TRANSACTION Cor ENO-TRANSACTION with 
SYNC> is executed• the program leaves transaction state. Also, 
all records locked by the program are unloc~ed at the completion 
of END-TRANSACTION. CThe only exception is that the current 
restart-data-set record is not unlocked.> These transactions may 
not be nested. That is, BEGIN-TRANSACTION returns ~n AUOITERROR 
exception if the program was already in transaction state. Any 
error on BEGIN-TRANSACTICN other than AUDITERROR will l~ave the 
program not in transaction state. Any ENO-TRANSACTION <or 
ENO-TRANSACTION with SYNC> returns an AUOITERROR exception if .the 
program was not in transaction state. Any exception other than 
AUDITERROR will leave the program in transaction sta~e. 

END~TRANSACTIO~ with SYNC forces a SYNCPOI~T to occur after the 
transaction is completed but prior to returning control to the 
user program •. This iorm should be used ~ery sparingly to av6id a 
significant decrease in system throughput. On data bases which 
have the audit option set in their DASOL, the only operations 
which are legal when not in transaction state are OPEN, FIN01 
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~ODifY, FREE, CLOS£, CREATE, RECREATE and dEGIN·TRANSACTION. Any 
other operation will r~turn an AUDITERROR exc~ption. If AUOJT is 
specified in 8EGIN-TR•NSACTION or ENO~TRANSACTION, the testart 
record <within the user program> is sav~d for possible restart. 
<A STORE on the restart data set is performed). If NO~AUOIT is 
specified, the restart record area is hot saved. AUDIT is true 
by default for BEGIN-TRA~SACTIONJ NO-AUDIT is the default for 
END· TRANSACT I ON. 

Prior to any BEGIN or ENO-TRANSACTION with AUDIT, a CREATE or 
RECREATE of the restart-data-set must be executed if there is no 
locked current record tor the restart-d1ta-set. If this is not 
done, ~ NOTLOCKED exc~ption will occur. 

AUDIT should never be set on both BEGIN-TRANSACTION and 
END-TRANSACTION. Only the last audited restart record is 
available at restart time, thus the BEGIN-TRANSACTICN will never 
be returned to the user. If restart information is updated 
during a transaction, then AUDIT should b.e set on 
ENO-TRANSACTION. Otherwise AUDIT on either but not both. Any 
transaction which does not set AUDIT on either is not 
restartable. 

At restart time the data base will be tecovered b~ the 
RECOVER/DATA.BASE program. It is the user's responsibility to 
restart the user progra• and to restore the necessary state for 
that program. The restart record is provided as a storage are~ 
for some of the ~tate information, but it does not do such thinqs 
as re-position non-data base inout and output files, etc. 

For each data base that has the audit option specified, a 
restart-data-set is required. This data set follows the rules of 
normal disjoint data sets, with a few additions. The 
restart-data-set may not contain any embedded data sets or 
subsets. The restart-data-set must be invo~ed by any COBOL 
program which contains a BEGIN- or ENO-TRANSACTION. The 
restart-data-set record is used for program-dependent restart. 
The purpose of the restart record area is to hold the minimal 
amount of information that a program needs to restart tfter a 
Clear/Start or when transactions are aborted. Please note that 
the same size restart-data-set record is used for all programs 
that run against a data base. The size of the restart data set 
must be large enough to restart the program which reQuires the 
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most information to restart. 

It is jntended that the user supply an item Car items) uniquely 
identifying the restart areas for each different application 
program. lypically, the program-id is used as the key to access 
the restart data set. There often will be a large alpha item 
which holds the actual restart information. Moving this item to 
a COBOL work area wilt allow each different program to access 
this information in the most convenient format. All COBOL verbs 
may be used to access the current restart record. 

Transactions for different users may overlap. To allow maximum 
throughput <minimum record contention), chanqed records neeo not 
be locked until the end of the transaction updating them. Thus, 
in general, it is not possible to back out a partial transaction 
without backing out all overlapping transactions <completed or 
not>. In order to limit the amount of backing out required at 
recovery time, the SYNCPOINT was introduced. SYNCPOI~T is a 
p o i n t w h en no pr o gr a 11 s a r e i n t r a n s a c t i on s t at e • 

Transactions are intended to be of roughly equal duration. 
Otherwise, a disproportionately long delay may be imoosed upon 
programs executing short transactions at syncpoint ti~e. This 
delay results from having to wait for the longer transactions to 
complete. 

Obvious sources of long waits Csuch as 
should be avoided when in transaction 
hung while in transaction state means 
transactions against the data base 
because a SYNCPOINT must occur. 

"NO FILE" conditions> 
A single program 
eventually, no 
able tn oroceed, 

st ate. 
that, 

will be 

The user may specify the frequency of syncooints in terms of 
transactions. At each ENO-TRANSACTION, the system checks to see 
if it is time for a syncpoint. If it is time, then the system 
waits for all in-process transactions to complete, places a 
syncpoint in the current audit record~ and initiates the I/O on 
the audit record. Any jobs attemoting to execute a 
BEGIN-TRANSACTION during this period are suspended. When the I/O 
completes, . the syncpoint js complete, and all suspended jobs are 
reinstated. 

The user may force a syncpoint at any time by initiating an 
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SYNCPOINT ~ust co~plete before 
user program when this for~ of 

Close will alw~ys force a SYNCPOINT .Prior to returning to the 
use~ program. This eli·minates the possibility of having ·to 
backout a close due to a program abort or Clear/Start. 

~.IJ.t!l~DL f.!Jl.tU~ 

In order to minimize physical I/Q, changes to data-base buffers 
are accumulated in memory. Updated buffers are ~ritten to disk 
only when the memory space they occupy is required for another 
purpose. Thus, without a special mechanism to force writes on 
all buffers, Clear/Start recovery would have to go back to the 
data-base open to insure that all changes are reflected in the 
data base. 

CO~TROLPOINTS are the special mechani~m to limit the amount of 
time needed for Clear/Start recovery. The user may specify the 
frequency of CONTROLPOINTS in terms of SYNCPOINTS. When a 
syncpoint completes, the system checks to see if this is also a 
controlpoint. If it is then special code is executed t-0 insure 
that modified buffers and control information are written to d;sk 
at least every two control points. When all I/Os have completed, 
t hen a cont r o l poi n t i s · 111 a r k e d , i'n th e a u di t bu f fer s a n d t he n 
normal processing resumes. 

When a buffer is updated• it is marked to show that. When the 
next CONTROLPOINT occurs, if the buffer is still in memory, it is 
marked to show that. When the second CO~TROLPOINT occurs~ if the 
buffer is still in memory, then it will be forced out to disk 
before the CONTROLPOINT will finish. Thus, tlear/Start recovery 
need not go back further than two CONTROLPOINTS from the end bf 
the audit trail. If CONTROLPOINTS do not occur frequently, then 
it is likely that only freque"tly used records <such as coarse 
tables) will need to be flushed at CONTROLPOINT time. 
<Infrequently used records will tend to be overlaid during normal 
processing against the data base.> Updated available soace 
information CNAHO~s> are flushed every other CONTROLPCINT also. 
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The auait-seriHl-number performs a n~mber of functions in both 
auditing and recovery. Each time any block of data is changed 
because of a data base operation, the change is assigned a unique 
audit-serial-number. The initial serial number is a function of 
OASDL compilation. This is used to perform a version check on 
the first audit trail file. The audit-serial-number is 
incremented by one for each change to the oata base and uniquely 
identifies an audit record. 

One ot the primary rules on an audited data tase is that no 
updatea data base blocks may be written to disk unless its 
changes have been written to the audit trail. This quarantees 
that any change can be backed out if necessary. The 
audit-serial-number is used to insure that this rule is met. Th~ 
system keeps track of the highest audit serial numbers in the 
audit trail. Each block in memory has associated with it an 
audit serial number reflecting the last update that was done to 
that block. Any data tase block with an audit serial nu~ber 
which is higher than that on the audit trail may not be written 
to disk. 

All tables in the data base Cindex seQuentia(, index rando~ and 
lists> contain a space at the end of their block ~hich contains 
an audit serial number. This audit serial number corresponds to 
the last change that was made to this tabte. The audit record 
which describes the change .to the block also has associated with 
it a serial number. By comparing these serial numbers, the 
recovery program can tell if the change described by a given 
audit record has been done, and take the appropriate action. 
This prevents oerforming the same operation twice or not 
performing it at all. Blocks which contain data set records do 
not contain serial numbers because changes to a data set record 
do not affect other records; and therefore, a change may be 
applied more than once with no effect on the data base. 

Each audit record concerning tables also explicitly carrfe~ wtth 
it another audit serial nu~ber. This serial number is the audit 
serial of the blotk before the change described by this audit 
record was made. This serial is needed for Clear/Start recovery 
when it is not known what blocks have been updated on 4isk. 
Program-abort recovery also uses this serial number when backing 
out operations, although it does know that all blocks have been 
updated on disk. 
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If the recovery program finds a match between the serial nu$bers 
on a block and the audit record. it is sure the chanqe described 
by the audit has been done. When it backs this change out. it 
replaces the serial number on the block with the previous serial 
numter. The next tim~ the block is updated the r.ecovery pro9ram 
can again check for the eQual condition. After the recovery 
program has backed out the changes back to the last SYNCPOINT 
before the Clear/Start• all serial numbers that it will see will 
then be in a known range. This allows for effective consistency 
checkj~g which is important in the environment after a 
Clear/Start. This sa~e type of consistency checking is done for 
all types of recovery • 

.!!HJ11 [11...E~ 

Th• audit trail con~ists of a sequence oi audit files which are 
named: 

<data-base-name>/AUOIT<audit-fite-number> 

rhe auoit file number starts at one and increases by one every 
time a new audit file is opened. When it reaches 99.999 it 
•wraps around• to zero and starts again~ 

The audit trail should not reside on the system disk but on a 
user pack or tape. since it will be lost if the system disk fails 
and a Cold/Start is req~ired. It also should not re5ide on the 
sa~e pack as any of the data base files. If that pack is 
damaged, then both the data base files a~d the audit fil9s · used 
to protect them will be lost. 

Audit files with no data in them may be generated. This may 
occur when an irrecoverable I/U error is encountered durinq the 
write of the first block to an audit file or if a Clear/Start 
happens prior to the first block being written. These files are 
not removed since the recovery program automatically skips them, 
whether it is going forward or backward • 
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The auai t file contains fixed-length tlocks with variable-l&ngth 
records. The length of a block is set during OASDL compilation 
and each audit block contains a fixed·size trailer. The trailer 
contains two audit serial numbers. An audit serial number is 
needed for every record in the audit file; however. once it is 
established. it can be calculated from the previous record's 
serial. After the serial has been established. the serials on 
the blocks become redundant information which is checked for 
consistency. 

The trailer contains a current block audit serial number. a block 
number and a full-block bit. The current block audi.t serial 
number is that of the first record in the block. The block 
number .is relative to the teginning of the file en is first>. If 
the block is completely full. the full-block bit is set to 
indicate that status. 

The trajler also contains the next block's audit serial number 
and a ~ointer to the last record. The serial is of the first 
record in the next block. It matches the current serial in the 
next block. The pointer is the distance in bits from the start 
of the block to the end of the last record in this block. If no 
records end in this block. the pointer takes on the value of 
~FFfF~. This situation comes up when audit reccrds are long 
relative to the size of the block. 

Several of these fields are used to insure that the end of the 
audit file is not lost. The end of the audit file can be found 
by reading the audit trail forward and checking that the block 
number is correct. and also that the current block audit serial 
number of this block matches the previous block~s next block's 
audit serial number. 

If either of these checks fail. then the end of file has been 
founo. This applies whether auditing to disk or tape. The 
eno•of-file pointer on a disk file is updated on aisk every tim~ 
a new area is opened Cit points at the last block in the new 
area> and when the audit file is closed Cit points at the last 
bloct used). Thus• in finding the end-of-file on a disk file. 
the serial search can start at the end of the next to last area. 
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The length of audit records is determined by the type of the 
record and the structure which the record references. The audit 
file must be read forward and backward and so the record type and 
structure number appear at each end of the audit record. 

Some record types are not associated with any particular 
structure but describe the state of the data base. These only 
have a record type. They include data base open. close. 
SY~CPOINT• CONTROLPOlNT and PROGRAM A~ORT. The rest of the 
record types are associateo with a particular struct~re ana that 
structure number follows the record type, independent of the 
direction that the auditfile is bein~ read. (for furiher 
information on audit recoro types and forwats, see Appendix A>. 

Some information in the audit file is redundant at certain times 
during recovery. An example of this is the record type and 
structure number at the •other• end of the record. This 
information is check•d as orotection against undetected 1/0 
errors. 

********************************** 
* 
* 
* 
* 
* 
* 
* 

1 

* 
* 
* 
* 
* 

********* 
* * 

********************************** 
* 3 * 4 .. 5 • * 
********************************** 

AN AUDIT BLOCK 

*********** 
* 1 * 
*********** 

AN ALDIT RECORD <DATA SASE STATE> 

1. Audit record area. 
2. Last record displacement 

from start C16 bits> 
3 • r i r st A u.d i t S er i a l i n 

this block <~2 bits) 
4. Fir~t audit serial in 

next block C32 bits> 
5. Full block indicator 

Cl bit> 
&. Block number~ first block 

in file = O <32 t'its> 

1. Record type C8 bits>. 
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**************************************************** 
* 1 * 2 * 3 * 2 * 1 * 
**************************************************** 

AN AUDIT RECORD <STRUCTURE OPERATION> 

l. Record type <8 bits). 
z. Structure number (8 bits>. 
3. Fields depend on record type and structure number. 

Audit files are of variable lenqth; their size is determined by 
a number of factors. Initially,. an audit file is opened at the 
first BEGIN-TRANSACTION after the data base is opened. The ~udit 
file is closed whenever any one of the following occurs: 

1. The audit file fills up. 

2. An irrecoverable I/O error occurs. 

3. The data base is closed by ell programs which have ever 
gone thr6ugh 9EGIN-TRANSACTION. 

4. A PROGRAM ABORT occurs. 

Although n~thing appears on the audit tile to indicate it,. the 
audit file is closed in a sense by a Clear/Start recovery~ The 
exact way that thjs is handled is explained later .in this 
section. 

In cases one and two,. there will be no indication why the audit 
file has been closed. The program will simply reach end of file. 
In factr an audit record may be split across a file boundary. In 
cases three and four,. a record is put into the audit file to 
indicate what caused the file to close. 

When an audit file is closed by the ~cp, some processing is doner 
so that the file may be used later. If the file is a disk file, 
the EOF pointer is adjusted so that it reflects the last . block 
that was written. If the file is a tape file,. tapemarks and an 
ending label which c~ntain,. a•ong other things,. the block count, 
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are written on to the end of the file~ 
occurs~ none of this can be done. To 
immediately after the Clear/Start and 
possibler some processing is done after 

qut when a Clear/Start 
recover the data base 

make future dump recovery 
t h e C l e a r I St a r t • 

Any tape files that were opened output get a tape mark written on 
them before they a~e rewound as part of the Clear/Start. The 
recovery program requires this tape mark be at the end of all 
tape files. If the tape mark is not written for some reason Cfor 
instance, the tape is dismounted before the Clear/Start> then 
DMPALL or some other utility must be run to make a new tape with 
a tape mark. 

For disk files, the recovery program must fill in the end-of-file 
pojnter. As the audit file is being written, the end-of-file 
pointer is always kept at the end of the area being filled up. 
Because of the way disk space is allocated and buffers are output 
from memory to disk, the good audit blocks are known. If there 
is more than one arear recovery is assured for the last block of 
the next to the last area. That is~ when the disk space for a 
new area is obtained, the last block in the prior area has been 
successfully written out. If an auditfile has only one area, 
then there may not be any good audit blocks in it. When the 
recovery program finds the last good block, it upda~es the 
end-of-file pointer to the correct value. 

For future recoveries1 some way is needed to identify that a 
Clear/Start recovery has taken place. The way this is done is to 
make the audit serial number one greater than it would normally 
te. This is used for both Dump recovery and Clear/Start 
recoveries which happen i~mediately after the present one. For 
Dump recovery, the recovery program opens the next file as it 
comes to the end of the present one. That a Clear/Start has 
happened is apparent in the serial•nu~ber check. The recovery 
program then must redpen the prior audit file and back out to the 
last SYNCPOINT. 

If a Clear/Start happens just after the audit file opensr but 
before the first block sets written out~ the recovery progr~m 
opens the prior file. If this file was closed due to a data base 
close or it had Clear/Start recovery run on itr there is no 
recovery that has to be performed. Since ~ll changes to th~ data 
base do not go out of memory until the audit bloc~ describing 
them is written out and no audit bloc~s have gone out, nothing 
needs to be backed out. However, if, for instance, the prior 
tile was closed because it was full, then the changes described 
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must be backed out. To tell the 
difference ... the serial number is again used. If the next btoclc 
serial in the last audit block. i .S the same as that in the 
dictionary,, then a good close has taken pl.ace. If the next block 
serial .is one less than that in the dictionary,. then a 
Clear/.Start recovery has· taken place. Other values for that 
s.er i al indicate a Clear/Start recovery is needed. 

A!HU.! . .E£f.l~1E.M~l 

Two audit buffers are always used when creating an auait fit~ .• 
The buffers. are used alternately. The switch occurs when ever a 
bu f fer f il l s or a s y n c poi n t occur s w h il e au di t i n g to t ape • When 
an audit file fills up~ any operations in process ate allowed to 
complete Cbut no new ones may startJ,. filling the auait tuffers 
and~ if necessary,. overflowing into temporarily allocated 
buffers. The audit file is closed and a new audit file is 
op~ned,. preserving the Fl8 and audit buffers through close and 
open. If necessary,. the current buffers that are full,. and any 
overflow buffers,. are written out to the new audit f.ile. .4t the 
completion of these I/Qs,. the data base operations a~e all~wed to 
commence. 

Audit efficiency is determined by two critic.al parameters: the 
frequency of SYNCPOINTS and the file's blocksize. ·To keep th~ 
speed from deteriorating excessively when auditing. the audit 
tra.il must have a large effective blocking factor.· Too sm.all an 
audit file blocksize wi.Ll prevent this. as will ~reQuent 
SY~CPOINTS. <The audit buffers are flushed a~ SYNCPOINT time. 
and the OMS routines are inhibited until the writes complete>. 
On the other hand,. if SYNCPOINTS occur infrequently, many 
transactions may be backed out during Clear/Start recovery or 
when aborting a trans•ction. Also~ a large audit file blocksize 
implies that more memory is required for audit buffers a.nd· for 
data buffer space. since u~dated buffers may not be overlaid 
<written to disk> until the corresponding audit entries have been 
written to the audit trail. When auditing to tape,. if the 
bloc~size is larger than the aud•t information recorded during a 
SYNCPOINJ,. the extra space does not get used. 

For aaia sets. record images are audited; and for 
index-seQuentiat. index random and lists,. table entry changes are 
audited. Logical audit records may be split across one or more 
physical audit blocks. These techniques cause a considerable 
reduct~on in the amount of data which might otherwise be written 
to the audit tr a i l • 
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During an audit, if an 1/0 error occurs while atte1pting to write 
to the audit trail and the normal MCP retries are not successful, 
the current audit file is closed and the next one· open~d. The 
write is then retried. The data base is locked a9ainst update 
until the audit blo~k is successfully written. If tape is the 
audit media1 it should be copied when the last block of an audit 
tap~ had a write parity. The recovery routines need a copy of 
the tape with a tape ~ark at th~ end and no faulty areas. 
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When an event has occurred that compromises the integrity of an 
audited data base, a progra• is run to make the data base 
trustworthy again. This section describes that program 
<RECOVER/DATA.BASE> and some of the resources it uses to 
accomplish its job. 

A data base may lose its integrity in a number of ways. 
possibilities are: 

Three 

1. The loss of the disk that any part of the data base was 
storea on. 

2. A failure of the hardware or software while the data base is 
being updated su~h that a Clear/Start is r•quired. An 
unknown amount of changes to the data base may be trapped in 
memory in this case. 

3. The failure of a program that was in transaction state (and 
was potentially capable of changing the data base> to 
successfully leave transaction state. 

These types of failures are handled by. the reccvery orogram and 
are refer~ed to. respectively, as: 

1. Dump or Partial-dump recovery 

2. Clear/Start recovery 

3. Program-abort recovery 

Note: The types of failures are ranked in order of their 
seriousness, i.e.. the effort and processor time· to 
recover from the error. The loss of disk CPossibility 1> 
is the most serious and may include Program-Abort recov~ry 
as part of a Oump recovery. 

A software failure may cause either a program or syste~ 
failure. If they occur at the same time. a Clear/Start 
recovery Cthe ~ore serious failure> is required. 

rsw 
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Recovery begins when the AC control messaqe is entered upon the 
console printer or CRT. fhe RC control message executes 
RECOVER/DATA.BASE~ providing the neces5ary label equation. 
RECOVER/DATA.AASE must reside on system disk at the time RC is 
used. The syntax of RC is defined as: 

SYl'tTAX 

RC --- <data-base-name> --·------------·----------------->> 
1--- ON -- <oack-name> -->I 

>>-------------------------------------------------------~-># 

I<-------~ ~ -------·--1 
1--- <file-name> ----->I 

The RC message zips the execution of the data base recovery 
program and the user-supplied <data-base-name> identifies the 
name of the data base that is to be recovered. The type of 
recovery to be done is automatically defined by the information 
in the data base dictionary on the status of the data base. 

RC allows an optional <pack-id> for those data bases where the 
dictionary resides on a user disk as well as an optional 
file-list to indicate du~p recovery of the specified data base 
files only. The <file-identifier>s are put into a parameter file 
similar to a LOAD.DUMP file. The address of this file is passeo 
to the recovery program ano Switch 4 is set to "l" CSW4=1> by the 
MCP to indicate recovery of a partial data base. There is no 
file list required for Clear/St~rt. abort recovery. or full-dump 
recovery. 

··w ... I 
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The simplest failure from a recovery point of vie~ is 
Program-abort recovery. The recovery program need only back out 
all the changes made to the data base from the last SYNCPOINT or• 
if there has not been a SYNCPCINT since the data base was opened. 
then to the data base open. 

Clear/Start recovery involves backing out all the changes since 
the last SYNCPGINT and then goinq back two CONTROLPOINTS and 
making sure that all changes to the data base that were done in 
this interval are reflected in the data base. 

Dump recovery requires that the previous co~y of the data base, 
and the audit tiles writte~ since that copy was taken. be loaded 
to disk. The recovery program applies the audited changes. i.e., 
the "after" ima~es, to the previous database. The recovery 
program processes these images in the same way the OMS program 
originally processed the~, with the exception that when a 
Clear/Start is encountered on the auditfi Le. the recovery program 
only has to back out changes since the last SYNCPOINT. Any 
changes done before the last SYNCPOINT have been written to disk 
by the recovery program. 

Partial-dump recovery allows the user to perform Dump recovery on 
a subset of the files in the data base. A backup copy of only 
those files to be recovered and the old Dictionary are loaded. 
The otd Dictionary is loaded under the name 
<data-tase-name>/OLD.DICT. The current Dictionary must remain 
under its proper name. Dump ·recovery is performed on the 
speci tied fl Les until they are up to the level of the .current 
Dictionary. At that time Clear/Start recovery or Program-abort 
recovery will be performed if necessary. 

When the first update on the data base occurs, a bit <boolean> is 
set on in the <data-base-name>/DICTIONARY. This bit is turned 
off when the data base is closed for the last update proqram. On 
the first open of the data base. if this bit is on, the data base 
was not closed properly Ce.q., there was a Clear/Start without a 
successful data base close>. Clear/Start recovery is requested. 
All data management jobs will be suspended by aata management 
OPEN until recovery is successful. 
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Recovery occurs in four phases: 

1. The end of the audit trail is found. 

2. The audit trail is read back~ard to the la~t SYNCPOINT. 
The "before" images are used to back out all changes 
since the last SYNCPOINT. 

3. The second CONTROLPOlNT from the end of the audit.trail 
is found• and the audit trail is scanned forward from 
this point. The "after" images are used to insure that 
all transactions before that last SYNCPOINT are 
comtileted. The restart ~reas for the last comoleted 
transaction~ are saved in the restart data set. 

4. The audit file is terminjted~ the data base is 
unlocked, and recovery is complete. 

Alth~ugh Clear/Start r•covery is reque~ted automatically by the 
first data base OPEN executed after a Clear/St~rt. the operator 
m~y safely run it at any time. If recovery is not needed, the 
recovery program will ask for a non-existent audit file. ThB 
operator should respond that it is not available and recovery 
will terminate. 

The locking of records in DHSII is designed to maximize the 
potential for multiprogramming against the data base and hence, 
total throughput. Thus, cha~g~d records need not be held locked 
until the end of the tra0 s~ction which changed the~. A partial 
transaction cannot; in general, be backed out without 
invalidating other ttansactions that were occurring at the same 
time. One transaction may have updated the da~a base with data 
created by the abort~d transaction. Thus, an atte•pt to abort a 
single transaction may affect all programs currently running 
against the data base. For this reason, transactions should be 
abortea only when absolutely necessary. EKplicit syntaK to 
invoke the abort tran~action process is not provided. The abort 
transaction functibn is i~plicitly invoked when a pr~gram 
terminates and forces a close on a data base while in transaction 



c 

HURROUGHS CORPORATION 
COMPUTER SYSTE~S GROUP 
SANTA BARBARA PLANT 

3-5 

COMPA~Y CONFJOENTI•l 
Hle00/8170~ OMSII AUDIT AND RECOVERY 

P. s. 2?.19 ns32 <C> 

state. Program termination outside of transaction state does not 
require recovery, however, th~ restart ~ecord is saved. 

The abort transaction process will force a SY~CPOINT before 
performing the abort. As soon as all programs are out of 
transaction state, the SY~CPOINT occurs and a "pseudo" ctose is 
performed. All updated blocks in memory are written to disk, all 
control information is written to the <data-base~name>/OICTIONARY 
and the audit file is closed. Any proqrams attemptinq to access 
the data base will be hung "WAITING DATA BASE RECOVERY". 
RECOVER/DATA.BASE will be executed by the MCP. for Program-abort 
recovery, the "before" images in the audit trail ~ill be used to 
back out all transactions since the last SY~CPOINT. The restart 
areas for the last completed transaction will be entered in the 
restart data set. 

When the recovery is complete. RECOVER/DATA.BASE issues a special 
communicate to the MCP. This communicate updates the necessary 
information in the <data-base-name>/DICTIONARY. 

If any other orograms were accessing the data base at the time of 
the Program-abort. then a "pseudo" open is performed. The 
necessary <data-base-name>/OICTIONARY information is updated in 
memory and all the affected proqrams will be restarted. Affecteo 
programs will be informed that some of their transactions have 
been backed out by an ABORT exception returned by their next 
execution of BEGIN-TRANSACTION or CLOSE following the abort. 
When this occurs. the affected programs should retrieve their 
restart record from the restart data set to aid in redoing their 
backed-out transactions. 

The paths of all programs currently using the data base are 
marked as undefined at the completion of Program-abort recovery. 

Dump recovery <or RECONSTRUCTION> may be executed any time the 
data base 1s not active. Prior to executing the recovery 
program, a good version of the data base should be loaded to the 
system. Both the cictionary file and all of the data fil~s Wb1ch 
have teen updated since this version was created should also be 
loaded. All audit files created after this version must be 
available when requested. 
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The recovery program will apply all of the "after" images on the 
audit trail to the data base. It will continue until it finishes 
the last audit file Cthe operator tells the recovery program that 
there are no more audit files> or an 1/0 error is encountered· 
If an I/O error is encountered or an audit file is unavailable. 
the data base will be recovered to that point, all further audit 
files should b~ destroyed and all processing from that point must 
be re-run. The RESTART Data Set will contain the normal restart 
information for programs that were runnin~ at that point. If any 
of the a~dit files were terminated with a Clear/Start or a 
Program-abort. the normal Program-abort hdndling is invoked. 
Upon completion of Program-abort. dump recovery is resumed with 
the next audit file. 

If a subset of the files in a data base Cexcludin~ the 
dictionary> have been lost or corrupted, the user may request 
that only those files be recovered from a previous dump through 
an RC message which specifies a list of the <file-name>s. The 
dictionary from that dump must be loaded to disk under the name 
<data•base-name>/OLD.OICT. Recovery will use the old dictionary 
as the source of the file records of the files to be recovered as 
well as the audit fP8 and the audit serial infor~ation Cor any 
other infor~ation>. Dusp recovery is performed on the specified 
files until they are up to the current dictionary level. At that 
time. Clear/Start or Program-abort recovery wjll be performed on 
the full data base if needed. 

RECOVER/DATA.BASE ooes extensive inteqrity checking in an attempt 
to preclude or identify corruption in a data base. A side effect 
is that recovery is not restartable with this checking. When it 
is necessary to rerun recovery, the RC message is again entered. 
but with Switch 3 set to one <SW3=1> in order to reduce the 
integrity checking. The data base should still be intact• but 
recovery is not likely to detect previously existing corruption 
in this mode. If Program-abort or Partial-dump recovery or 
Clear/Start recovery continues to fail. DUMP recovery may be 
successful. A backup copy of the data base should be loaded and 
recovery started. 
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The control information of each audit block contains the aud.it 
block number. It increases by one for each audit block written. 
If it ever increases by more than one for t~o consecutive blocks• 
one or more blocks of the audit may have been lost. The recovery 
routines check for this condition. Any 1/0 errors while 
atte•~ting to read the audit trail will cause either inco•plete 
or unsuccessful recovery. Incomplete r~covery occurs on du~p 
recovery. where on detecting an J/O error on the audit trail• the 
recovery program will back out t~ the last SYNCPCINT. 
Program-abort recovery. Clear/Start recovery. and Partial-d~•P 
recovery terminate unsuccesfully Mhen they encounter an audit 
trail 1/0 error. 

1/0 errors on data base files ~tways result in unsuccessful 
recovery. 

Note: Copyin9 the audit tape will NOT help if there is a 
area in the middle cf an otherwise good audit tape. 
information after the faulty area will be lost>. 

faulty 
(Al l 
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Audit iecords are variable length and variable for•at. The ~ey 
to the length and format 6f the record is the type field which is 
the first item of each record. Each record must be capable of 
being tr.aversed in both a forward and a baclr.ward direction. for 
this reason each record which is lonqer than iust a type field 
will also end jn the type field •. There are two basic types of 
audit records: Control Records and Data Records. 

~.D~1B.DL JiE.~.!Hi.!lS 

The control records consist only of a type field. On control 
records~ the first digit of the type field is •011. ·These records 
are: 

TYPE 

4181 d 
tilB2 d 
d83dl 
~84~ 
~85 ~ 

MEANING 

SYNCPOJNT 
CONTf;OLPOINT 
DATA BASE CLOSE 
DATA BASE OPEN 
PROGRAM ABORT 

The data records are grouped into tlasses. The first digit of 
the· type indicates the class. Immediately follo~ing the type 
field is an 8-bit structure nu~ber. The records always end with 
the 8-bit structure number followed by the '\-bit type field. The 
general format is: 

TYPE : 5TRUCTURE : DATA CV~RIABLE> : STRUCTURE : TYPE 

The specific records.and their contents are: 
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TYP( & MEANING CONTENTS LENGTH -------------- -~------ ------
DATA SET: 

;uo~ -- ll AT A PREVIOUS AUDIT SERIAL NUH~£R HITC3Z> 
RECORD AFTER BLOCK LOGICAL ADDRESS f31TC24> 
IMAGE DATA RECORD NUMRER 8 IT C8 > 

NF:W DATA RECORD BITtSTR.RECOPD.SIZEl 

Cil 11 d -- DATA PREVIOUS AUDIT SEP I AL NUMBER BlTC32) 
RECORD BEFORE BLOCK LOGICAL ADDRESS 13IlCl4) 
I "IAG.E DATA RECORD Nl!MBER 8ITC~> 

ULO DATA RECORD 61TCSTR.RECORO.SIZE> 

Cil 12G1 -- DATA PREVIOUS AUDIT SERI Al NUH BER BITC32> 
RECORD BEFORE BLOCK LOGICAL ADDRESS BITC24) 
ANO AfTE R DATA R_ECOR D NUMBER 13 I TC 8 > 
IMAGE OLD DATA RECORD BJT<STR.OATA.SIZE> 

NEW 0.ATA RECORD BITCSTR.OATA.SIZE> 

INDEXES: 

;20~ -- INSERT PREVIOUS AUDIT SERIAL NUMBER BITC32> 
TABLE ENTRY BLOCK LOGICAL ADDRESS BIT<24> 

TABLE ENTRY NUMBER BITC12> 
NEW TASLE ENTRY BlTCSTR.~ECOPQ.SlZE> 

•21~ f;EHOl/E PREVIOUS AUD IT SERIAL NUMBER 
... 

BlTC32) --
TABLE ENTRY BLOCK LOGICAL A DOPE SS BITC24> 

TABLE ENTRY NUMBER 01TC12> 
OLD lABLE £NTRY ~ITCSTR.RECORD.SIZEJ 

~22~ -- INDEX PREVtous AUDIT SERIAL NUMB ER BlTC32> SE QUE.NT I A"L BLOCK LOGICAL ADORE SS BITC24) 
ROOT OLD ROOT TABLE LOGIC~L ADDRESS BITC24) 

NEW ROOT TABLE LOGICAL ADOHESS BITC24) 

~23a -- INDEX PREV.IOUS AUDIT SERIAL NlJMSER BIT<32> 
SEQUENTIAL BLOCK LOGICAL A DD.RE SS BlTC24> 
KEY CHANGE TABLE ENTRY NUMBER 81T<12> 

OLO KEY BITCSTR.KEY.SIZE> 
NEW KEY 8ITCSTP.KEY.SIZE> 

.. r 
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8.LGCK CONTROL FIELDS: 

•3·J'1 -- SET . PRE.VIOUS AUDIT SERI AL NUMBER 8ITC32> 
AL O'CK TYPE BLOCK LOGICAL ADDRESS BITC24> 

OLD BLOCK TYPE BITC?.> 
NE Iii BLOCK TYPE RtTl2> 

;13 1 ~ -- CHANGE PREVIOUS AUDIT SERIAL NUMBER BITCSZ) 
TABLE ~EXT BLOCK LOGICAL ADORE SS tHTC24> 

OLD TABLE NEXT 8lTC~4) 
NEW TABLE ~EXT. BIT C.24 l 

;nza -- CHANGE PREVIOUS AUDIT SERIAL NUHdER i3 I Tc 32 > 
TA6LE fRIOF< BLOCK LOGTCAL ADDRESS BITC24> 

OLC TABLE PRIOR BITC24> 
NEW TABLE PRIOR 8ITC24> 

933d -- SET PREVIOUS AUDIT SERIAL NUMBER B.1TC32 > 
TABLE NEXT & BLOCK LOGICAL ADDRESS BITC24l 
PRIOR OLD TABLE NEXT 8ITC24> 

OLO TABLE PHI OR 13ITC24) 
~EM TABLE NEXT BITC24> 
NEW l,A8LE PRIOR BITCl4> 

LIST: 

ai1toa -- BEFORE PREVIOUS AUDIT SERIAL NUMfJER A I TC 32 > 
IMAGE Of BLOCK LOGICAL AOO~ESS . BITC24> 
CONTROL INFO LIST TABLE NUMBER 81T<B> 

OLOCONTROLINFO BIT C7 2 > 

Gl41~ -- AFTER PREVIOUS AUDIT SERIAL·NUMAER BITC32> 
IMAGE Cf BLOCK LOGICAL ADDRESS BITC24) 
C0"1TROLINFO LI ST TABLE NU"4BER BITCB> 

NEWCONTROLINFO BITC72) 

I 
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Gl42Gl ·- INSERT PREVIOUS AUDIT SERIAL NUMBER 
LIST RECORD OLOCK·L~GICAL ADDRESS 

LIST fABLE NU~BER 
LISl PEtOPO NUMBER 
NEW RECORD 

~43~ -- REMOVE PREVIOUS AUDIT SERIAL NUMBER 
LIST RECORO BLOCK LOGICAL ADDRESS 

LIST TABLE NUMBER 
LIST ~ECORO NUHBE~ 
OLC RECORD 

~44;) -- REMOVE PREVIOUS AUDIT SERIAL 
LI ST RECORD BLOCK LOGICAL ADDRESS 
AND OELE TE· LIST TABLE NU~8ER 

OLC CONTfiOLINfO & OLD 

~45;) -- STORE PREVIOUS AUD IT SERIAL 
LI ST TABLE AND BLOCK LOGICAL A DORE SS 
INSERT LIST LIST TABLE NUMBEP 
RECORD NEW CONTROL INFO & NEW 

NUH IJ ER 

RECORD 

NUMBER 

RECORD 

~46~ -- CHANGE PREVIOUS AUDIT SERIAL NUM3ER 
LIST RECORD BLOCK LOGICAL ADDRESS 

LIST TABLE NUMBER 
LIST RECORC NUMBER 
OL 0 RECORD . 
NEW RECORD 

. Lt.;.tUall:! 

BITC32> 
BIT<24> 
BIT<8> 
BIT<8> 
BIT<STR~ENTRY.SIZE> 

BIT<32) 
BITC24) 
BITC8> 
BIT<8> 
0IT<STR~ENTRY.SIZE) 

BI"TC32l 
BJTC24> 
BIT<8> 
BI TC 72 f ST R. ENTRY 

• SIZE 

0 IT< 32 > 
BITC24> 
BIT<B> 
BIT<12 + STR.ENTRY 

.SIZE> 

8 IT< 3Z > 
BIT<24) 
BITHZ> 
BIT<8> 
6IT<STR~UATA.SIZE> 
8ITCSTR.OATA~SIZE> 



HURROUGNS CORPORATION . 
COMPUTER SYSTEMS G~OUP 
SANTA ~AkRARA PLANT 

C-OMPA~Y CONFIOE~TIAL 
B1800/A170J OHSII AUDIT AND RECOVERY 

P. s. 2~19 ns12 CC> 

LIST HE.AO: 
Not•: The parent re~ord is b~ing audited 

~SuGl -- ll5T 
HEAD AFTER 
IMAGE 

d51Gl -- LIST 
HE AD BEFORE 
I p.!AGE 

PREVIOUS AUDIT SER1Al NUH~ER 
BLOCK LOGICAL ADDRESS 
DATA RECORC NUMBER CPARENT 

IS A DATA SET> OR 
LIST TABLE NUMBER CPJRENT 

IS A LIST> 
EMBEDDED LIST ttEAO OFFSET 
FILLER CVALUE=O> CPA~ENT IS 

A DATA SET> OR 
LIST PECORD NUMaER <PARENT 

IS A LIST> 
NEW LIST HEAD 

PREVIOUS AUDIT SEPIAL NUMBER 
BLOCK LOGICAL ADDRESS 
DATA RECORD NUMBEP CPAHENT 

IS A DATA SET> OR 
LIST TABLE ~UMBER <PARENT 

IS A LIST> 
EMBEDDED LIST HEAD OFFSET 
FILLER CVALUE=Ol (PARENT IS 

DATA SET> OR 
LIST RECORC NUMBER <PARENT 

IS A LIST> 
OLD LIST HEAD 

RECORD ALLOCATION: 

~60d -- UPDATE 
NEXT AVAILABLE 
AND HIGHES.1 
OPENED 

Q6lG1 -· UPDATE 
NEXT AVAILABLE 

PPEVIOUS AUDIT SERIAL NU~~ER 
8LOCK LOGICAL ADDRESS 
OLD NEXT AVAILABLE 
NE~ NEXT AVAILABLE 

PREvtous AUDIT SERIAL NUMqER 
BLOCK LOGICAL ADDRESS 
OLD NEXT AVAILABLE 
NEW NEXT AVAlLASLE 

BITC32> 
RIT<24) 
OIT<12) 

81T<1&> 
8IT<B> 

BlT<G4> 

BIT<32> 
BITC24> 
BIT<12> 

BIT<16> 
BIT C8 > 

RIT<64> 

BIT<32) 
BIJC24> 
BIT C 32 > 
BITC32> 

BITC32) 
RIT<24> 
BITC32l 
BITC32) 
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~62~ -- RETURN PREVIOUS AUDIT SERIAL NUMqER 
NEXT AV~ILABLE BLOCK LOGICAL ADDRESS 

Gl 6 3Gl • • 0 P £ N 
NEW AREA. 

NEW NEXT AVAILABLE 
OLD NEXT A~AILABLE 

AREA NUMBER 

IND£X SPLITS & COMBINES: 

•70Gl -- INSERT 
INTO FRONT OF 
TA~LE 

~71Gl -- INSERT 
INTO BACK OF 
TABLE 

•72Gl -- REMOVE 
Fl1GM FRONT Of 
TABLE 

417341 -- REMOVE 
F~OM BACK .Qf 

TABLE 

PREVIOUS AUDIT SERIAL NUMO(R 
BLOCK LOGICAL ADDRESS 
NUMBER OF ENTRIES TO MOVE 
S Pl I T ENT R I ES 

NUMBER Of ENTRIES TO MOVE. 

PREVIOUS AUDIT SERIAL NUMBER 
BLOCK LOGICAL ADDRESS 
NUMBER OF ENTRIES TO MOVE 
SP.LIT ENTRIES 

NU~BER CF ENTRIES TO MOVE 

PREVtous AUDIT SERIAL NU~BER 
BLOCK LOGICAL ADDRESS 
NUHBEP OF ENTRIES TO MOVE 
SPLIT ENTRIES 

NUMBER Of ENTRIES TO ~OVE 

PREVI-OUS ALDIT SERIAL ~~M8£R 
BLOCK LOGICAL ADDRESS· 
NUMBER OF ENTRI.ES TO MOVE 
COMBINE ENTRIES 

NUMBER OF ENTRIES TO MOVE 

BJ T < 32 > 
BlT<24> 
B.IT<32> 
BITC32> 

8ITOU 

BITC3Z> 
B iT < 24 > 
BIT<12> 
BITC# ENTRIES TO MOVE 
* STR.R~CO~O.SIZE> 

13lTC 12) 

BIT<32> 
BITC24> 
BITC12> 
BITC# ENTFIES TO MOVE 
* STR~RECORO.SIZE> 

BIT<12) 

9 I TC 31- > 
BIT<24) 
BITC12> 
BITC# ENTRIES TO MOVt 
* ~TR.RECO~O.SIZE> 

8ITCl2> 

8IT<32> 
8IT<24> 
BI TCl 2 > 
BITC# ENTRIES TO HOVE 
* STR.RECORO.SIZE> 

RIT<12> 



·rr .. ·r · r · itttrirm:r·nw *rriirri::rirtrr m'nic · ... &,.. "'' .. = · · •·1 ·--··""" -·,. ·-· ""j"•r- ·5·-··1•j ., ... _ 'j'"f'']'. ]"'-)"' • - •r···•--"""" _.,.. 

0 

a-1 

BURROUGHS CORPORATION 
COMPUTER SYSTEMS GROUP 
SANTA BARBARA PLANT 

COMPA~Y CONFIDE~TIAL 
~lS00/8170~ OKSII AUDIT ANO RECOVERY 

P. S. 2219 0532 CC> 

The foJlowing is a slceleton of a sa11ple OASOL for a data hase 
using Audit and Recovery: 

PARAMETERS CSY~CPOINT = 100 TRANSACTIONS,. 
CONTROLPOINT = 100 SYNCPOINTSJ; 

OPTIONS CAUDIT); 

~ESTARTAREAS restart-da~a-set 
( 

TC "TRANSACTION COUNTER BUMPED BY n~E DURING EACH 
TRANSACllON av THE USER PROGRAM~ 

NUMBER (6) 

ALPHAIO "UNIQUE ID FOR EACH PROG~AM" 

ALPHA C 16>i 

USERl NFO 
"INFO PROGS NEED lO RESTART" 
ALPHA CZ40H 

RESTARTSET SET OF RESTARTAREAS 
. KEY IS CALPHAIOH 

AUDIT 

• 
• 

TRAIL< 
f AMIL YNAME 
AREAS = 
BLOCKSIZE 

= AUDI TPACK,.· 
100,. AREALENGTH 

3000 BYTES>; 
= 5n 6L OCK S 
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, 
Th.e fol lowinq is a skeleton· of a r·estartable data management 
COBOL. program. The program reads.an input tape. Each block 
contains. enough information to update one member of the data 
management data set PERS(NNEL of data base COMPANYX. The 
updating of one me•ber is a transaction. The ooint of r~start 
code is to skip the blocks that have already been .proces~e~. 

NOTE: The cards with an aster isle <*> in the first column are 
qenerated from the data base des~ription autom~tically by 
th~ COBOL compiler. 

IDENTIFICATION ~IVISION • 

• 
• 

ENVIRnN~ENT DIVISION. 
INPUT~OUTPUT SECTION. 
FILE-CONTROL. 

SELECT TF ASSIGN TG TAPE. 
SELECT PRINT ASSIGN TO PRINTER • 
• 
• 
• 

0 AJ A D l V l SI 0 N • 
FILE SECTION. 
ro TF. 
01 BLOCKBUf • 

• 
• 
• 

DATA-RASE SECTION. 
OB COMPANYX. 
n1 PERSONNEL INVOKE PERSON~EL. 

* • .• 
* 

01 RESTARTAREAS INVO*E RESTARTAREAS. 
* 01 RESTARTAREAS DATA SET. 
* RESTARTSET SET Of RESTARTAREAS KtY IS ALPHAIC. 
* 02 TC PIC 9(6>. 
* 02 ALPHAID PIC X<18>. 
* 02 USERINFO PIC XC240). 

W-ORKING-SfORAGE SECTION. 

·ee .... 
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17 Bl OCK SIN PIC 
77 SKIPNUM PIC 
77 BLOCK hUM .· P IC 
77 I PIC 
77 AHORTING PlC 

• 
• 

PROCEDURE DlVISION. 
THEONLY SECTION. 
OUHMYLABEL. 

9(5) 
9(5) 
9<5> 
9(5) 
9(5) 

-OPEN I.NPUT TF. 

COMP-1 
COMP-1 
COMP-1 
C OMP-1 
COMP-1 

OPEN OUTPUT PRINT. 
OPEN UPDATE COMPANYX 
O'N £ X CE P TI ON G 0 O l E • 

VALUE o. 
YALU£ .0. 
VALUf f\. 

VALUE (). 

VALUE n. 

MOClFY RESTART~REAS VIA RE~TARTSET AT RESTARTALPHAIO = "MYIO" 
ON EXCEPTION C~EATE RESTARTAREAS 
M-OYE "MYIO" TO RESTARTALPHAIO ELSE GO RESTARTED. 

MAlNLOOP. 
PEfWOfiM READIT. 
GO TO A-TRANSACTION. 

* DIE. STOP RUN. 

READ IT. 

.. 
~EAD Tf AT ENO GO CLOSE•OB. 
ADO 1 TO BLOCKSIN • 

A-TRANSACTION. 
BEGIN-TRANSACTION RESTA~TAREAS NO-AUDIT 

ON EXtEPTION If OMSTATUS CABOPT> 
GO ABOnTEO ELSE 
GO DIE. 

<data base operations to update a member of PERSOt-JNEL using 
the information in SLOCKBlF.> 

·ADD 1 TO TC. 
E~D-TRANSACTION RESTARTAREAS AUDIT 
O~ EXCEPTION GO DIE. 
GO TO MAINLOOP. 

RESTARTED. 
MCVE TC TO I. 
HOVE Q TO BLOCKSIN. 
PERFORM READlT 1 TIMES~ 
GO MAINLOOP. 
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ABOR JEO. 
MOVE 1 TO ABORTING. 
MODlfY RESTARTSET AT 

RESTARTALPMAIO = •MYio• 
ON EXCEPTID~ IF OHSTATUS CNOTFOUNO> CREATE fiESTAPTAREAS 
GO MAINLOOP ELSE GO DIE. 

* 8AC~ED OUT TO START. or PROGRAM. 

CLOSE TF REL£ASE. 
OPEN INPUT TF. 
GO TO ~ESTARTEO. 

CLGSE·da. 
BEGIN-TRANSACTION REST.4RTAR£AS NO-AUDIT 

ON EXCEPTION If OMSTATUSCABORT> GO ABORTED 
El SE"° GU 0 IE. 
DELETE RESTARTAREAS 
ON EXCEPTION GO DIE. 

ENO-TRANSACTION kESTARTAR£AS NO•AUDIT SYNC 
ON EXCEPTION GO DIE. 

CLOSE CDMPANYX ON EXCEPTION GO DIE. 
<don•t have to worry about ABORT EXEPTION because sync 

on previous ENO-TRANSACTION prevehts basing out any 
transactions> , 

STGP RUN. 
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The recovery proqra• uses the orogram switches for several 
functions. The use of each switch is described below. 

SWITCH 1: Any nonzero value causes th~ recovery prqgTa~ to 
produce a printed trace of its operation. This trace 
contains a formatted copy of each record or~cessed. 
the address and data of each data base block read or 
written. and a notation of each ~ajor decision that is 
made or step that is started. 

SWITeH ?: Any nonzero value causes the recovery program to stop 
and .await user action whenever a 11ajor step· is 
started. There are four major steps. some of which 
are used in each tyoe of recovery. ·.The four steps 
are:. 

1. Process the audit trail forward to the end 

2. Process the audit trail forward a specified number 
of syncpoints 

3. Process the audit trail backwara to .th.e first 
syncpoint or beginning of this audit file 

4. Skip backward on this audit file until two 
conttcilp~~nts have bean found or the beginning of 
the file i~ reached. 

SWITCH 3: Any nonzero value tells the recovery program to ignore 
the flag that indicates recovery has already been 
tried"" ft also restricts the integrity checkin.9 that 
can be done on dump reco~ery. partial d~mp recovery 
and program abort reco~ery. It should be used only 
when rec6very must be re~t~rted.. This switch is 
interrogateo only at the start of rec~very. 

SWITCH 4: Any nonzero value tells the reco~ery program that it 
is doing partial dump recovery. This switch should be 
set only by.the MCP. T~is switch is interrogated -Only 
at the start of recovery. 
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SWITCH 5: This switch is used in conjunction with Switch 1 tp 
control the printed trac~ -0f the r•covery p~ogra•. 
Switch 1 controls the invocation of th• trace. anrl 
Switch 5 cont~ots the contents of the trace. If 
Switch 5=0~ then the trace Witl contain the history of 
the chanqes to alt .structu~es; if the switch is 
n6nzero, then the user wilt be requested to supply 
<via the SPD> a li~t of the struttures to be traced. 
This switth is interrogated only at ~he start of 
recovery. 

Alt tither switches are not used by the recovery proqra~~ 
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APPEKD1X A: AUOJJ'.R£CORU FORMAT . A-1 
APP£NOJX B: SAMPLt GASOL OECLA~ATlOMS · B-1 
APPENDIX. t: SAMPL[ P~OGRA~ c~1 
APPENDIX O: 'PPOGFAM SWITCHES D•l 
AUD I _T 2-1 
AUDIT lfflCIENCY 2-11 
AUDIT FILE FORMAT 2•7 
AUDIT FILE USAGE 2•9 
AUDIT fILt~ 2-6 
AUOIT-SIRIAL-~UMBER 2-5 
CLEAR/START RECOVERY J-3 
CONTROL POINTS 2-4 
CONTROL RECORDS · A•l 
DATA RECORDS .A·l 
DEFINITIONS OF TEPMS 1•1 
OUMP RECOVERY 3•5 
IIO ERROR DURING ~ECOVERY 3•7 
I/C ERRORS WHILE AUDITING 2•12 
INTRODUCTION 1-1 
PARTIAL-DUMP RECOVERY 3•6 
PROGRAM ABORT 3-4 
RECOVERY 3•1. 
RECOVERY I~ITIATION 3•2 
RELATED OOCUHENTATION .1·1 
RESTART· DATA-SETS 2-2 
SYNCPOINTS 2-3 
TRANSACTIONS 2-1 
TYPES GF RECOVERY ~-3 

UNSUCCESSFUL RECOVERY 3-G 


